Tests for establishing security properties

Vincent Cheval, Stéphanie Delaune, Mark Ryan

LARL AL b

LA L

LARL ARL .} ™

ki

L LRER - B )

LA AL DN

MY

(R 1RL : C1E LODOAAOTD OMom OO 1 orene
Iy oy AT Y o ! oo PN DY

3T » O%

6 September, TGC, Roma



Context

The protocol:
Honest
participants




Context

The protocol:
Honest
participants

Controls the
network

Intruder




Context

The protocol:
Honest
participants

Secrecy, Anonymity,

Unlinkability, Authenticity, etc
Controls the

network

Intruder




Context

Controls the s . Honest
network | i | = | participants




Context

Controls the | | S | Honest
network | i | = | participants

Strong security properties cannot
always be achievead




Context

Controls the ‘ . W / Honest
network \‘ i ‘ | participants

Strong security properties cannot
always be achievead

Common with inexistant or untrusted administrators:
voting protocols, PKI, Bitcoin, Email managers, etc
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Certificate transparency

| Classical attacks on PKI

i ————— — —

Real attacks reported: Comodo, DigiNotar, ANSSI

signske(pk(sk’),Bob)
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Malicious but Cautious

What kind of intruder is our system facing 7

Active
attacker in
Dolev-Yao

Malicous:
Launch attacks by any means necessary

Malicous but Cautious: Detection of
Launch attacks but does not want to be intruders is done
detected by veritying tests

Passive Honest but Curious:
attacker in Only listen or participate honestly to the
Dolev-Yao protocol but try to retrieve secrets
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Security properties are

satisfied Discovery of an attack

|s this attack e eEe Can we prove some
detectable 7 y ' degree of security ?
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Passport

ErrorMac Reader
It wrong mac key
It wrong
encryption key

Testable unlinkability [NIN=RI0)
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Extended Applied Pi Calculus

P := 0
(P | Q)

new 1. P

127 p

if w =" then P else ()
in(w,T).P

Represents where The message

the message is recorded in the
stored personal log
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Extended Processes

Applied Pi Calculus Extension
(£, P, ®4) (E, P, ® 4, Prog)

Formulas

:‘ Doy E M ="N «—— v(M,N) C dom(®,,) and M®Pi,q =g NPy ,

¢ =Vi e NVj & N.(zstart i, 7] =" true = zenali, j] #° error)
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French e-passport does not
satisfies unlinkability
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Forall A il g f2lizg2l o inlingn] (E,P,® 4, Pp,)
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/
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such that &4 ~ @y, 7, # i, and O, E (i, i1, jh)

What should be the formula ?
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