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always be achieved

Common with inexistant or untrusted administrators:  
voting protocols, PKI, Bitcoin, Email managers, etc
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Classical attacks on PKI

Real attacks reported: Comodo, DigiNotar, ANSSI
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proofp(certBob,hlog’)
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 and proofe(hlog,hlog’)

pk(sklog),hlog'

Testable authenticity
Testable secrecy



/ 20

Malicious but Cautious

9

What kind of intruder is our system facing ?



/ 20

Malicious but Cautious

9

What kind of intruder is our system facing ?

Malicous:
Launch attacks by any means necessary

Active 
attacker in 
Dolev-Yao



/ 20

Malicious but Cautious

9

What kind of intruder is our system facing ?

Malicous:
Launch attacks by any means necessary

Active 
attacker in 
Dolev-Yao

Honest but Curious:
Only listen or participate honestly to the 

protocol but try to retrieve secrets

Passive 
attacker in 
Dolev-Yao



/ 20

Malicious but Cautious

9

What kind of intruder is our system facing ?

Malicous but Cautious:
Launch attacks but does not want to be 

detected

Malicous:
Launch attacks by any means necessary

Active 
attacker in 
Dolev-Yao

Honest but Curious:
Only listen or participate honestly to the 

protocol but try to retrieve secrets

Passive 
attacker in 
Dolev-Yao



/ 20

Malicious but Cautious

9

What kind of intruder is our system facing ?

Malicous but Cautious:
Launch attacks but does not want to be 

detected

Malicous:
Launch attacks by any means necessary

Active 
attacker in 
Dolev-Yao

Honest but Curious:
Only listen or participate honestly to the 

protocol but try to retrieve secrets

Passive 
attacker in 
Dolev-Yao

Detection of 
intruders is done 
by verifying tests
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Secrecy, Anonymity, 
Unlinkability, Authenticity, etc

Security properties are 
satisfied Discovery of an attack

Automatic tools

Is this attack 
detectable ? Is it the only one ? Can we prove some 

degree of security ?
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Extended Applied Pi Calculus

P,Q := 0
| (P | Q)
| new n.P

| !i�j
P

| if u = v then P else Q

| in(u, x).P
| out(u, v).P
| rec(z, u).P

The message 
recorded in the 

personal log

Represents where 
the message is 

stored
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A)there exists
such that �A ⇠ �0

A and i0p 6= i0q

French e-passport does not 
satisfies unlinkability
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