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Abstract

This paper presents a major overhaul of one the most widely used symbolic secu-
rity protocol verifiers, PROVERIF. We provide two main contributions. First, we extend
PROVERIF with lemmas, axioms, proofs by induction, natural numbers, and temporal
queries. These features not only extend the scope of PROVERIF, but can also be used
to improve its precision (that is, avoid false attacks) and make it terminate more often.
Second, we rework and optimize many of the algorithms used in PROVERIF (genera-
tion of clauses, resolution, subsumption, ...), resulting in impressive speed-ups on large
examples.

1 Introduction

Security protocols aim at securing communications. They are used in various applications:
establishment of secure channels over the Internet, secure messaging, electronic voting, mobile
communications, etc. Their design is known to be error prone and flaws are difficult to fix
once a protocol is largely deployed. Hence a common practice is to analyze the security of a
protocol using formal techniques and in particular automatic tools. For example, TLS 1.3 has
been designed while research groups were developing formal models in parallel and suggesting
modifications [BBK17].

Several tools have been proposed for automatized security analysis of protocols. Some tools
focus at restricted classes of protocols for which the analysis is deemed to terminate. They
typically focus on a bounded number of sessions like Avispa |[ABB™05|, DeepSec [CKRIS],
or Akiss [CCK12|. These tools are efficient at finding attacks on small protocols but quickly
face state explosion for complex protocols. Hence for large and complex protocols, tools like
TAMARIN [SMCBI2| and PROVERIF [Blald| are often preferred. They both offer a flexible
framework to model a protocol and its primitives, as well as their security properties. One
key feature of TAMARIN is that it offers an interactive mode when the tool fails to prove a
protocol, while ProVerif typically offers more automation.

PROVERIF has been developed for 20 years and has been used to analyze hundreds
of protocols, including major deployed protocols such as TLS [BBKI17|, Signal [KBB17],
Noise [Per16l, [KNB19|, the avionic protocol Arinc823 [Blal7|, and the Neuchéatel voting proto-
col [CGTI18|. PROVERIF is taught in several universities (in specialized Masters) and summer



schools. The tool can analyze a large class of security properties, either specified as corre-
spondence properties (for example requesting that an event occurs before another one) or as
equivalence properties, which state that an attacker should not be able to distinguish between
two scenarios. Correspondence properties can be used to specify authentication, consistent
views between parties, or verifiability properties, while equivalence properties are often used to
specify privacy properties like anonymity, non traceability, or vote privacy. Given a protocol
and a security property, PROVERIF may either prove that the property is satisfied or exhibit
an attack. It may also return “cannot be proved” meaning that it can not reach a conclusion.
Finally, it may be that PROVERIF is not efficient enough to conclude in a reasonable amount
of time, or that PROVERIF does not terminate at all.

Our contributions. We have carried out a major overhaul of PROVERIF, improving its
precision, its efficiency, its expressiveness, and introducing some level of interactivity by al-
lowing users to declare intermediate properties helping PROVERIF to complete proofs. In
more details, our contributions can be summarized as follows:

e support for axioms, lemmas, and restrictions as in TAMARIN, in order to obtain the best
of the two tools: a high level of automation as well as the possibility to interact with
the tool. Lemmas specify intermediate properties meant to help the proof. Axioms are
similar to lemmas but do not need to be proved since they are typically guaranteed by
other means (e.g. proof by hand). Restrictions are a convenient modeling technique to
exclude behaviors that cannot occur in practice (e.g. concurrent access to a lock state).

e improved precision: ProVerif returns “cannot be proved” less often. We introduce a
precise option that automatically generates (sound) axioms that refine the abstractions
made by PROVERIF when analyzing a protocol. This helps to conclude that a protocol
is either secure or has an attack.

e support for natural numbers together with addition (between integers and at most one
variable) and comparison. Natural numbers can be used to specify protocols with coun-
ters or can model time evolution.

e support for temporal queries. A query is a security property that ProVerif should prove.
Temporal queries are queries in which some events are proved to happen before others,
such as event(Counter(c1))@Qt; A event(Counter(cg))Qty = t1 > ta V ¢1 < co where we
specify that the counter can only increase; the fact event(Counter(c))@Qt means that the
counter has value c at time ¢.

e better treatment of injective queries, that is, queries where the occurence of some event
(for example, the delivery of some product) can be associated injectively to another
event (for example a payment). The injective property ensures here that there are at
least as many payments as the number of deliveries. Such queries previously often yield
a “‘cannot be proved”.

e major speed improvements. The new PROVERIF typically runs 30-40 times faster than
PROVERIF 2.00 on large protocols and up to exponentially faster on some examples.

As aresult, PROVERIF can now support more protocols, in particular protocols with global
states, for both reachability and equivalence. Global states include counters, cells, tables and
are typically difficult to handle for ProVerif due to its internal abstractions. A tool GSVerif
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Figure 1: Overview of the PROVERIF procedure.

was introduced [CCT18]| (in the context of reachability properties) to automatically generate
properties that are proved to hold but cannot be proved by PROVERIF. The properties gen-
erated by GSVerif can now be stated as axioms, and used at an earlier stage of the procedure,
yielding more successful proofs. Moreover, our approach now also applies to equivalence prop-
erties. Hence PROVERIF can automatically prove equivalence properties for protocols with
global states, such as vote privacy in voting protocols that require to maintain a table of all
received votes.

Moreover, our experiments show that PROVERIF can now prove or disprove (that is, exhibit
an attack) in many more protocols of the literature. In terms of efficiency, the analysis of 42
protocols from the Noise Protocol Framework took more than 170h and now takes 20min, hence
is at least 516 times faster. The analysis of the Neuchatel voting protocol is parameterized by
the number £ of voting options. For & > 3, the verification of ballot privacy took more than 24h
and now takes 3s for £k = 3 and 4h36min for £ = 6. Our changes have been integrated in the
official distribution of PROVERIF (release 2.02pll available at https://proverif.inria.fr).

A new procedure. All these enhancements and improvements of PROVERIF have been
obtained through a major rewrite of the internal procedure of the tool. Let us overview the
procedure of PROVERIF, as summarized in Figure [ PROVERIF first translates protocols
into a set C of Horn clauses, a subclass of first order logic. Then, it saturates the clauses by
resolution, yielding a simpler set of clauses Cgy; that derive the same facts. If this saturation
procedure terminates, then PROVERIF verifies the security property by saturating again Cgu
with the request clause R obtained by translating the security property, and verifying that
the obtained clauses satisfy the property. The correctness of PROVERIF ensures that, if


https://proverif.inria.fr

this verification succeeds, then the initial property holds. Otherwise, either PROVERIF can
reconstruct an attack against the initial protocol following the corresponding clause derivation,
or PROVERIF cannot conclude and returns “cannot be proved”.

It is not easy in this context to add lemmas since they cannot be easily interpreted by
PROVERIF as an “help”. Instead, we modified the internal saturation procedure of PROVERIF
to refine clauses. Intuitively, given an already proved lemma A = B, a clause H — C' can be
replaced by H A B — C as soon as H entails A. This yields a more precise clause, possibly
helping termination. This is sound as soon as we only use lemmas that have been already
proved. However, we also allow a lemma L; to be proved by induction on the length of the
execution trace. We can prove that the first saturation procedure remains sound for such
induction thanks to the invariant that facts in hypotheses of clauses always happen before
facts in the conclusion, and strictly before for facts that occur in lemmas. However, in the
verification step, this property is lost. Therefore, we have entirely revisited the verification
procedure, to keep track that certain facts happen (strictly) before others, so that a lemma
proved by induction can be used to refine a clause only when the ordering is compatible (hence
guaranteeing soundness). More precisely, facts are now annotated with temporal variables
and clauses include ordering constraints on these variables. We provide a sound procedure to
resolve such clauses. Thanks to these temporal variables, it is then easy to support temporal
queries.

The introduction of natural numbers with addition and comparison follows (and general-
izes) the approach initiated in [CCT18|: our saturation procedure relies on the Pratt algorithm
[Pra77| to solve inequality constraints that appear in clauses.

We prove the correctness of the new procedure, for the entire syntax and semantics of
PROVERIF. We cover optimizations and features that were never formally defined in previous
papers. For instance, we generalize the definition of correspondence queries, which were
previously defined only with events in their conclusion.
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2 Model

In this section, we will present the process calculus and the security properties we are focus-
ing on. Note that since this aims to improve the internal algorithm of PROVERIF, we will
reuse many of the notations and definitions of the papers describing the current algorithm of
PrROVERIF [BAF08, Bla09, Blal6].

2.1 Syntax

We assume a set of variables V, a set of names N. We consider a finite signature Y of
function symbols with their arity partitioned in four sets Fy, F., F. and Jyp representing
respectively the constructor, destructor function symbols, events and tables. The syntax for
terms, expressions, events, predicates and processes is displayed in Figure

M, N ::= terms
x variable (z € V)
n name (n € N)
f(My, ..., M) applied f € F.
ev = events
6(M1,...,Mk) (66./—"6)
D = expressions
M term
h(D1, ceey Dk) applied h € F4 U F,
fail failure
PQ = processes
0 nil
out(N,M); P output
in(N,x); P input
PlQ parallel composition
P replication
new a; P restriction
phase k; P phase
insert tbl (M, ..., My,); P table insertion
get tbl(xq,...,x,) suchthat D in P else @ table lookup
let z =D in P else Q assignment
event(ev); P event

Figure 2: Syntax of the core language of ProVerif.

Terms represents data and can be built as a variable, a name or the application of construc-
tor function symbol on terms. As usual, we define substitutions as functions from variables to
terms, and the application of a substitution ¢ to an expression D is denoted Do. The most
general unifier of two terms M and N is denoted mgu(M, N).

Destructor function symbols can manipulate terms and only appear in expressions. Their



algebraic properties are expressed by means of rewrite rules. More specifically, the behavior
of a destructor function symbol ¢ is modeled by an ordered list of rewrite rules of the form
g(U1,...,U,) = U where Uy, ..., Uy, U are may-fail terms, that are either terms M or the
constant fail or a may-fail variable u. Note that we may-fail variables are never used in the
protocols, only in defining rewrite rules. Typically, a may-fail variable can only be instantiated
by fail or a term M.

In ¥, we also associate to each destructor function symbol a list of rewrite rules def(g) =
[9(Uia,...,Uin) — U]k, The evaluation of an expression is as follows: g(Vi,...,V,) evalu-
ates to V', denoted g(Vi,...,V,) | V, when:

e cither there exists a substitution ¢ and 1 < ¢ < k such that U;c = V, for all j €
{1,...,n}, V; =U; jo and for all i’ <4, for all o/, (Uy1,...,Uirpn)o’ # (Vi,...,Vp).

e or else V = fail.

The evaluation of a ground expression follows: fail |} fail, M || M for all terms M and
h(D1,...,Dy) 4 U when Dy | Uy, ..., D1 | U, and

o if h € F; then h(Uy,...,Uy,) | U;
e if h € F. and Uy,...,U, are terms then U = h(My, ..., My,);
e otherwise U = fail.

We natively consider some boolean constants, namely true and false, as well as the destructors
and, or and not with their expected semantics. We also consider a subset of F., called data
constructor function symbols and denoted Fgyutq, that are functions symbols that the attacker
can always deconstruct. For examples, tuples of any arity are in Fyuq. For all f/n € Fyata,
we assume the existence of a destructor 7Tzf, for ¢ = 1...n, that is the i-th projection of f.
Formally, def(ﬂ'zf) = [ﬂ'f(f(l’l, ceyTp)) = T

(2
Ezxample 1. The standard asymmetric encryption primitives can be modeled by consider-
ing a constructor aenc of arity 3, a constructor pk of arity 1, and a destructor adec of
arity 2 with the following rewrite rule: def(adec) = [adec(aenc(x,y,pk(z)),z) — x]. The
evaluation of the ground term adec(aenc(a,r, pk(k)),k) applies the rewrite rule, yielding
adec(aenc(a,r, pk(k)), k) | a.
Similarly, signatures can be modeled with the rule def(checksign) = [checksign(sign(z,y), vk(y)) —

x]. This rule combines the verification of the signature and the retrieval of the message whose
signature has been checked. >

Ezxample 2. Defining the behaviour of a destructor with a sequence of rewrite rules rather
than a set of rewrite rules, as it is usually the case in the litterature, intuitively allows to
express conditional tests on the application of rewrite rules. One can see the evaluation of
a destructor as "Apply the first rewrite rule if applicable, else apply the second rewrite rule
if applicable, else ...". This is strictly more powerful than standard set of rewrite rules.
Consider the destructor ifelse of arity 3 such that ifelse(x,y, z) should be rewritten in y when
x is true, and should be rewritten in z otherwise. This can be expressed in our formalism
with the sequence of rewrite rules def(ifelse) = [ifelse(true,y,z) — y;ifelse(x,y,z) — z|.
Using a set of rewrite rule, the term ifelse(true, a,b) could be both rewritten in a and b (hence
yielding a non-convergent rewrite system). Using sequence of rewrite rules, we have only have
ifelse(true, a,b) | a. >



Example 3. May-fail variables allow to reason on the success or evaluation of an expression.
Consider the sequences def(dec) and def(ifelse) defined in Examples |1| and [2| respectively.
The destructor ifelse was defined as ifelse(x,y, z) should be rewritten in y when x is true,
and should rewritten in z otherwise. Hence, the intuition would be that the value of z should
not matter in the evaluation of i felse(true,y, z). This is however not the case when z cannot
be evaluated, i.e. when its evaluation fails as shown below:

ifelse(true,a,b) | a but ifelse(true,a,dec(b,c)) | fail

These evaluation failures can be captured by using may-fail variables in the rewrite rules: by
defining def(ifelse) = [ifelse(true,u,v) — u;ifelse(x,u,v) — v] where x is a variable and
u, v are may-fail variables, we obtain i felse(true, a,dec(b,c)) | a. >

Event function symbols e € F, can be applied on terms to build events e(Mq, ..., M,).
They are used to express correspondence security properties and can be executed by processes
with the construct event(e(Mj,..., My)); P. The other constructs in processes are standard.
The process in(N,z); P models the input on the channel N of a term that is bound to z
when executing P. The process out(IN, M); P represents the output of the term M on the
channel N. The process P | @ models the concurrent execution of P and ). The replication
P represents an unbounded number of copies of P. The restriction new a; P generates a
fresh name a that can be used in P. Finally, the construct let x = D in P else () evaluates
the expression D, executing P with x bound to M when D evaluates to a message M, and
otherwise executing Q).

Natural numbers Following the work of [CCT18|, we also consider natural numbers using
the Peano representation. We assume that zero/0 and succ/1 are two function symbols in F..
Note that for simplicity, we will denote by = 4+ n the term succ™(x), and we will denote by
n € N the term succ™(zero). We say that a ground term M is a natural number if M = n
for some n € N. The symbol succ is a data constructor function symbol, meaning that we
consider a destructor minus/1 defined as def(minus) = [minus(succ(z)) — x].

Moreover, we consider two special additional functions nat/1 and geq/2 whose evaluation
on ground term is defined as follows:

e nat(D) | true (resp. false) if D § M € N (resp. M ¢ N). Otherwise nat(D) |} fail.

e geq(Dy,D2) |} true (rvesp. false) if for i = 1,2, D; | M; € N and M; > My (resp.
M, < My). Otherwise geq(D1, Ds) | fail.

2.2 Semantics

A configuration k,E,P,T, A is given by a multiset P of processes, representing the current
state of the process, a set of names £ representing the free names of P and the names created by
the adversary, the current phase k, a set 7 of terms of the form tbl(Mj, ..., M,) representing
the elements inserted into tables, and a set A of terms known by the adversary. The semantics

of processes is defined through a reduction relation £>O between configuration, defined in fig.
where £ is either the empty label or a label of the form msg(M, N) or event(ev) with M, M
being terms and ev being an event.



K‘HE?PU{O}’T?A_)O K"7g7,P7T7‘A (NIL)
K, EPULP QY T, A=, E,PU{P,Q}, T, A (PAR)
k,EPU{IPY, T, A=, E,PU{PP}, T, A (REPL)
K, E,PU {new a; P}, T, A =, 1, EU{d}, PULP{¥/ )}, T, A ifd €& (RESTR)
k, &P U fout(N, M); Pyin(N, 2): QY T, A 28, e e PULP,Q{M/ 3} T, A  (1/0)
5, &P, T, A B, e T, A ifN,MeA  (Msq)
k,E,PU{letz=Din Pelse Q}, T, A=, x,E,PULPM/ IV, T, A ifD|M (LETI)
k,EPU{letx=Din Pelse Q}, T, A -,k EPU{QY},T,A if D | fail (LET2)
K, €, P U fout(N, M); P}, T, A =880, W e pULPY, T,AU{M} ifNeA  (Our)
K, E,PUin(N,z); Q}, T, A =B, - e PULQIM/Y, T, A N, Mc A (IN)
h"? 577D7 7-7 ’A _>O KZ’ €7P7 T? A U {M} (APP)
if My,..., M, €A, f/neF.UFsand f(M,..., M)} M
k,E,P, T, A—ok, EUL{d}, P, T,AU{d} ifad ¢&  (NEW)
k,E,P U {event(ev); P}, T, A event(ev) ok, E,PU{PY, T, A (EVENT)

K, E,PUP>pi1U{phase s + L P}E | T A=k + 1,8, Papir UL Y, T, A (PHASE)
if all processes of P do not start with some phase &/, ' > &
and all processes of P~ 1 start with some phase &/, ¥ >k + 1

k,E,P U {insert tbl(Mjy,...,M,); P}, T, A —, (INSERT)
k,E,PU{PY, T U{tbl(My,...,M,)}, A
k,E,P U {get tbl(x1,...,xy,) suchthat D in P else Q}, T, A —, (GET1)

k,E,PU{Pc}, T,A
if thl(z1,...,2n)0 € T and Do |} true
k,E, P U{get thl(x1,...,x,) suchthat D in Pelse Q}, T, A —, (GET2)
kEPULQY, T, A
if for all o, thl(z1,...,xn)0 € T or ~(Do |} true)

Figure 3: Transitions between configurations.

An initial configuration is a closed configuration of the form 0,&, {P}, 0, A where A con-
tains only names and £ is the union of A with the free names of P. We will denote such initial
configuration &, P, A.

The reduction rule NIL removes the process 0 from the multiset since it does nothing,
the rule PAR apply the parallel composition and the rule REPL duplicates the process P
hence modeling replication. The rule RESTR generates new private names hence the condition
a' ¢ €. The rule I/O allows communication between an output and input. The rule Msc
indicates that the attacker is sending the message M on the channel N without interacting
with the honest process. The rules LET1 and LET2 define the semantics of the evaluation of
an expression D. Note that the condition D || M expresses the fact that the evaluation of D
succeeded since M is a term hence not the expression constant fail. The rule EVENT executes
the event M.
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Remark 1. The rule MsG in itself is not necessary for the execution of the protocol. How-
ever, it allows us to have a a strict correspondence with the original semantics of applied pi
calculus, that is an operational semantics. Such a semantics operates only on process and
not on configuration. In particular, the attacker actions are also described by a process. A
security property of some term M on a process P thus corresponds to checking that for all
attacker process P,, P, | P does not reveal M. In the next section, we will see that we
allow correspondence query to check wether a message M was sent on a channel N. In the
operational semantics, this would be possible when the communication occurs on within P
(corresponding to the rule I/O) or between P, and P (corresponding to the rules OUT and
IN) or within P, (corresponding to the rule Msa). >

A trace of a configuration Cj is a finite sequence Cy e—1>o C1 #'—>O€—">O Ch.

Note that the syntax of processes does not explicitly include a conditional of the form
if M = N then P else Q. This is because it can be modeled by an assignment let x =
equals(M, N) in P else @ where z is fresh and equals/2 is a destructor function symbol defined
by def(equals) = [equals(xz,x) — x]. We therefore will assume from now on that Fy contains
equals /2.

As we will see in the rest of this section, we aim to improve the verification of both
correspondence and equivalence queries. However, in order to explain how the algorithms work,
we need to define another semantics, the associated correspondence and equivalence queries
and finally show the soundness of this semantics w.r.t. to this main semantics. Therefore, to
avoid redefining every notion multiple times, we will introduce general definitions that we will
reuse in both semantics.

Generally, given S an infinite set, given — a labeled binary relation on S and given Ay € S,

we denote by trace(A4p, —) = {Ao 4, Ay NN Ap} the set of traces from Ay by —.

Moreover, given a trace T € trace(A4p, —), if T' = Ay b, A — ... LN A, we say that T
contains n steps. Given 7 € {0,...,n}, we denote by T'[7] the configuration Ay. Furthermore,

we call the 7-th step of T the transition T[T — 1] N T'[r]. Finally, we define maxsse,(1') = n,
steps(T) = {0,...,n} and T(—) = [Jycg trace(A, —) the set of all traces by —.

Ezample 4. Belenios [CGG19| is a simple voting protocol used in more than 200 elections

each year. Each voter sends her vote encrypted with the public key of the election, and signed

with a credential. The encrypted vote is then published on a bulletin board. At the end of

the election, ballots are shuffled (using mixnets) and votes are published in a random order.

Other variants of Belenios exist with homomorphic encryption but we present here only a

simplified version, omitting for example the zero-knowledge proofs of correct decryption.
The behavior of a voter can be represented by the following process:

V (vote, sk) = in(c, x,);new r;
out(c, sign(aenc(vote, (r, z,), pk(ske)), sk))

This models the fact that the voting client uses both its own randomness and some external
randomness (typically from the server) to encrypt the vote.

For simplicity, we model the voting server together with the tally phase. The server receives
votes, checks the validity of signatures and once the election is over, publishes the decrypted
ballots in a random order.

Board—
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in(c,x1);let y1 = checksign(x1, vk(sky)) in
in(c, z2); let yo = checksign(xa, vk(sky)) in
in(c, z3); let y3 = checksign(xs, vk(ske)) in

out(e, adec(yr, sk.))

| out(c, adec(ya, ske))

| out(c, adec(ys, sk.))

The fact that the decrypted ballots are sent in a random order is modeled here by considering
three outputs in parallel: the adversary cannot distinguish the order of the output.
Then the process for modeling Belenios altogether is:

Ppe; = V(va, ska) | V(vp, sky) | Board | Setup
where Setup is defined as:
out(c, vk(skq)) | out(c, vk(sky)) | out(c, pk(ske))

Pp.; models a system with two honest voters and a dishonest one, whose secret key is sk..
The initial configuration is Cy = &y, Pper, Ao with & = {c, skq, skp, skc, Ske,va,vp} and Ay =
{¢, sk¢,vq,vp} modeling the fact that the key sk, is known to the attacker while the other ones
are initially secret. The vote values v,, vy, are also given to the attacker.
Then a possible execution trace is
msg(c,vk(ska)) msg(c,vk(sky)) msg(c,pk(ske))
CO o o o Cl

msg(c,r,)  msg(cug)  msglery)  msg(cup)
o o 70 OCQ

where we omit steps with no labels and uq, = sign(aenc(vq, (ra,r0), pk(ske)), ska), o € {a,b}
and Ca = &, Po, Ap with & = EgU{rqa, rl, rp, 13}, A = Ao U{vk(skq), vk(sks), pk(ske), rl, Ua,
ry, up}, and Py = Board. This trace corresponds to the emission of the initial messages of the
Setup process, followed by the execution of the processes of the two honest voters.

Then more interestingly, instead of casting a standard ballot, the attacker may copy Alice’s
ballot and sends it on behalf of the dishonest voter. This behavior is reflected by the trace

Cy msg(eta) o msg(eus) o msg(cte) o C3. The board first receives the two honest ballots, and then

the adversarial one: u. = sign(checksign(uq, vk(sky)), sk.) = sign(aenc(vy, (rq,75), pk(k))), ske).
As noticed in [CS13] in the context of the Helios protocol, this attack yields to a privacy
attack. Indeed, the outcome of the election will be {v,, vq4, v}, hence the attacker can deduce
that Alice voted v,.
To avoid this attack, the bulletin board should never accept two identical encrypted votes.
This can be modeled in the process Board by checking that y;, y2, and y3 are pairwise distinct,
yielding a process Board'. >

2.3 Security properties

In this paper, we focus on the three main way to express security properties, namely secrecy,
correspondence and equivalence properties.
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2.3.1 Correspondence and secrecy properties

Atomic formulas. To express secrecy and correspondence properties, we consider facts,
temporal facts and atomic formulas whose syntax is given by the following grammar:

pev = event
event(e(My, ..., M,)) the event e(My, ..., M,) is executed, e € F,
inj,-event(e(My, ..., M,)) the injective event e(My, ..., M,) is executed,
e € Fie,keN
F = fact
pev an event
att, (M) the attacker knows M at phase

msg,. (M, N) the message N was sent on the channel M at phase k
table, (tbl (M, . .. the messages My, ..., M, are registered in the table tbl
at phase k
F .= temporal fact
F a fact
Fayg a fact F' at step 4
¢ = generic formula
M=N an equality
M #N a disequality
M >N an inequality
isnat(M) M is a natural number
—isnat(M) M is not a natural number
Q= atomic formula
F a temporal fact
10} a generic predicate
P, = query conclusion
T true
€ false
A a conjunction
ARl a disjunction
« an atomic formula
pev ~» P a nested query
pev@i ~~ a temporal nested query
0 = correspondence query

Fin...ANF,=1¢

In injective events inj,-event(ev), the index k represents an occurrence. More specifically,
two injective events inj,-event(ev;) and inji-event(evy) with same index k in a query enforce
that the instances of ev; and ewvy should occur at the same step.
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Note that for attacker, message and table facts, we may simply write att(M ), msg(M, N)
and table(tbl(My, ..., M,)) when there is no phase in the protocol. Given a fact F', we denote
by pred(F') the predicate of this fact (e.g. pred(att;(M)) = att;).

Temporal facts One of our contributions is the introduction of temporal facts in corre-
spondence query using the construct F'Qi where ¢ is a variable, called temporal variable. It
indicates that the fact F' is satisfied by the trace at the step i, e.g. event(Counter(cy))Qi.
Traditional correspondence queries as defined in PROVERIF 2.00 only allow to order the facts
of the premise of the query w.r.t. the facts in its conclusion. The nested queries included in
PROVERIF 2.00 permits a limited comparison between facts in the conclusion of the query.
Temporal correspondence queries can be seen as a generalization of correspondence queries
allowing to order facts occurring anywhere in the query by comparing temporal variables
through inequalities, disequalities and equalities in the conclusion of the query. We impose
some restrictions on the temporal variables occurring in a query.

Definition 1. A temporal correspondence query is a correspondence query such that:

e temporal variables can only occur in generic formulas of the formi=j,1# j andi > j
where both i and j are temporal variables (e.g. i+3 > j, i > 5 and event(Counter(i))Qq
are not valid atomic formulae when i,j are temporal variables).

o temporal variables can only be bound by at most one fact.

An atemporal correspondence query is a correspondence query that does not contain tem-
poral facts FQq.

In the rest of the paper, when we want to talk about a fact F' occurring in a query that is
not necessarily a temporal fact, we will write F[Q3], i.e. @i is optional.

Satisfaction relation We will consider several transition relations T(—) in the rest of the
paper. We have already defined —, between configurations. We will consider a variant —;,
that keeps track more carefully of replications. To prove equivalence properties, we will define
similar relations —, and —; between pairs of processes. To avoid duplicating the definitions,
some notions will be defined w.r.t. any binary relation —.

Given a binary labeled relation — on some infinite set .9, a satisfaction relation on ground
atomic formula for — is a ternary relation -, denoted T', 7 b o, where T' € T(—), 7 is a step of
T and « is a ground atomic formula such that if « is a generic predicate then the satisfiability
is independent of T" and 7. In such a case, we will just denote - a.

For configurations and the transition relation —,, we define the following satisfaction
relation k.

Definition 2. Let T' € T(—,). Let 7 € steps(T'). We define the satisfaction relation -, on
ground atomic formulas as follows:

o 1.7 b4 atte (M) if and only if T[r] =% x,E, P, T, A by only the rules ApP, NEW and
PHASE such that M € A.

event(ev)

e T 7 F,event(ev) (resp. inj,-event(ev)) if and only if T[T — 1] o T7].

msg(N,M)

o T, 7F,msg,. (N, M) if and only if T[T — 1] o T[r] with T'[t] = k,E,P, T, A.
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o T,7 F, table,(tbl(My, ... My)) if and only if T[r] = ', E,P, T, A with ¥ < k and
tbl(Ml,...,Mn) eT.

o I' 7k, FQr if and only if T, T b, F.
e I'7ko M =N (resp. M # N) if and only if M = N (resp. M # N ).

e T'7H, M < N if and only if M, N € N and M < N (in their natural number represen-
tations).

o T, 7, isnat(M) if and only if M € N.
o T, 7, —isnat(M) if and only if M ¢ N.

Note that T, 7 F, att,(M) holds even if M is not in the attacker’s knowledge A of the
last configuration C’ reached by T. Indeed, we wish T', 7 I, att, (M) to hold as soon as the
attacker may deduce M and even if M is not already explicitly in his knowledge. This is
why we consider any evolution C' —% «, &, P, T, A that only uses attacker rules (APP), nonce
generation (NEW) and phase progression (PHASE).

Example 5. A query inj;-event(A(z)) = injy-event(B(x)) requires that for any trace T, the
number of executions of event(A(M)) is smaller than the number of executions of event(B(M)),
i.e. to each execution event(A(M)) in T, we can associate a different execution event(B(M))
inT. >

A nested query pev ~» 1 typically indicates that both pev and v hold and all facts of v
(e.g. events) are true before (w.r.t. the trace) the event pev. Note that it is different from the
implication symbol = that really corresponds to a logical implication.

Example 6. Consider the queries p; = (event(C') = event(B) ~» event(A)) and g2 =
(event(C) A event(B) ~» event(A)). In words, the query p; intuitively indicates that if the
event C' was executed then both events B and A must also be executed and A must have been
executed before B. On the other hand, the query g9 intuitively indicates that if the events C
and B are executed then the event A must also be executed.

Consider three traces Ty, Ty, Ty with T1[0] <A 1) o T1[2] . T1[3],

Tofo] <, ) SN, o) and T3[0] o T3[1] o T5[2] o T3[3].
On these specific traces, p; holds on 17 and T3 but not on 75. On the other hand, go holds
on all three traces.

Notice that on T3, even though the event C' is executed before the events A and B, both
queries hold on T3. This is due to the fact that = has no temporal requirement and only acts
as a logical implication, in contrast to ~». Of course, when proving a query on a process, we
check that the query holds on all traces, meaning that the query must hold on 75 but also on
any prefix of T3, which is not the case here. >

event(B) event(C)

event(C) event(A) event(B)

Example 7. The temporal query event(Counter(cy))@i A event(Counter(cz))Qj =i > j V
c1 < ¢y intuitively indicates that the values emitted in the event Counter can only increase
during the execution. >

Let us denote S, the set of all ground substitutions. In order to formally define the notion
of injectivity in a query A, F; = 1, for all traces of the protocol, we will associate to each
fact and in particular each inj;-event(ev) in ¢ a partial function p from steps(T)" x S, to
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steps(T'). Intuitively, this partial function specifies how we associate executions of F1, ..., F),
to an execution of inj;-event(M). For example, if Fi,..., F, have been executed in T at
step 71,...,7T, respectively and have been instantiated by the substitution ¢ then the event
event(ev) (resp. inj,-event(ev)) should be executed in T" at step u((71,...,7s),0). Note that
we will associate to each event and injective event in 1 a different function pu.

Formally, given an integer n, an annotated query conclusion w.r.t. n is a formula ¥ defined
as follows:

wy iy ... := partial functions from steps(T)"™ x S, to steps(T) such that
for all 7 € steps(T)", for all o € S,, if u(7,0) is defined
then u(7,0) < max(7)

U0 = T|L|UAY [ UV |¢|Fr|FHs

Given an annotated query conclusion ¥, we denote by ¥ the formula obtained from ¥ in
which all partial functions are removed.

Example 8. Consider the following correspondence query.
inj;-event(A(x)) A event(B(y)) = injy-event(C(x)) A event(D(y))

Any formula ¥ = injy-event(C(z))" A event(D(y))*2 with uq, pe two partial functions from
{0,...,m}? x ¥ to {0,...,m} is an annotated query conclusion w.r.t. (2,m) and ¥ =
injy-event(C(x)) A event(D(y)). >

Definition 3. Let n € N and let ¥ be a ground annotated query conclusion w.r.t. n. Let —
be a binary relation.

A valuation of ¥ is a tuple (&, T, (7,0)) where & is a satisfaction relation on ground atomic
formulas for —, T € T(—), 7 € steps(T)" and o € Sy. The satisfaction relation = for the
formula ¥, denoted (&, T, (7,0)) = VU, is defined as follows:

(5T, (7,0)) = ¢ if +é

(F,T,(7,0)) = F+ iff w(7,0) is defined and T, u(7,0) F F

(F,T,(7,0)) EFF~>T 4ff (F,T,(
7,0) defined implies ' (7,0) < u(7,0)

(F,T,(7,0) EYAY  iff (WT,(7,0)) EVY and (F,T,(7,0)) =¥

(HT,(f,0) Y VY iff (HT,(7,0))EY or(-T,(7,0)) YV

(=T, (7,0) ET

We can now formally define the satisfiability of a correspondence query.

i

Definition 4. Let o = (A Fi = 1) be a temporal correspondence query. Let — be a binary
relation.

For all satisfaction relations = on ground atomic formulas for —, for all S C T(—), we say
that =, S satisfy o, denoted (F,S) | o if and only if for all T € S, there exists an annotated
query conclusion U w.r.t. n such that ¥ = 1) and:

1. for all tuple of steps T = (71, ..., ™), for all substitutions o, if T, 7; - Fjo forj=1...n
then there exists o’ such that Fjo = Fjo’ for j=1...n and (-, T,(7,0)) E Yo'
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2. for all inj,-event(ev)[Q@i]* occurring in W, u(7,0) = u(7',0") implies that 7; = 7; for all
j such that Fj = injy, -event(ev;) for some kj, ev;.

3. for all inj;, -event(evy)[@i1]" and injy,-event(evs)[Q@ig]#? occurring in W, ky = ky im-
plies 1 = o

The first bullet point of definition [4] intuitively checks that the events in the query are
always executed before Fq,...,F,. The second bullet point checks the injective requirements
of the query are satisfied. Finally, the third bullet ensures that injective events with the same
injective index are associated with the same partial function. Injective indices are very useful
as they ensure that correspondence queries are stable by boolean distributivity.

Lemma 1. Let o = (A\;_; Fi = ¢¥[va A (¥ Vc)]). For all satisfaction relation = on ground
atomic formulas for —, for all S C T(—),

(F,8) | o if and only if (+,S) = \ Fi = 9[(Ya Avp) V (Ya V ¢o)]

=1

Thanks to lemma. |1}, we can always transform a query F1 A...AF,, = v into a query where
Y is in disjunctive normal form (DNF), that is i.e. ¢ =/, /\j i ; where all ¢); ; are either
facts, generic predicates or nested queries of the form F ~» 1)/ with ¢’ in DNF.

Remark 2. Our definition of correspondence query is in fact a generalization of the one
in [Bla09]. First, they only consider queries directly in disjunctive normal form. Second,
injective events do not have injective indices. Both generalizations are in fact closely related.
Indeed, the satisfaction relation defined in [Bla09] corresponds to our definition when all the
injective indices are disjoints. However in such a case, the satisfaction is not stable anymore
by boolean distributivity.

For example, the query inj;-event(A) = injy-event(B)A(event(C)Vevent(D)) is equivalent
to inj;-event(A) = (inj,-event(B)Aevent(C))V (inj,-event(B)Aevent(D)) but is not equivalent
to inj;-event(A) = (injy-event(B) A event(C)) V (injs-event(B) A event(D)). >

Remark 3. In an input file of this paper’s ProVerif, injective events are declared without
injective indices as the tool consider that all injective events have distinct injective indices.
Internally, upon parsing the query, ProVerif associates a fresh injective index to each injective
event and apply boolean distributivity rules to transform the query in disjunctive normal form.
Lemma [I] guarantees the correctness of this transformation. >

Note that the secrecy of a closed term M can be expressed as the correspondence query
att, (M) = L.

The previous definition gives us a generic definition of satisfiability of a correspondence
query that mainly depends on a set of traces given as input. Of course, our main goal is to
prove the the satisfiability of a correspondence query given some initial configuration within
the semantics defined in fig. [3|and the relation ,. This is expressed in the following definition.

Definition 5. LetC = 0,&,P, 0, A be a closed configuration such that names(A)Unames(P) C
E. Let o be a temporal correspondence query such that names(o) C €. We say that C satisfies
0 when (F,,trace(C, —,)) = o.

17



2.3.2 Equivalence properties

Privacy properties are often modeled using equivalence properties. In particular, observational
equivalence, a weak bisimulation stable by context, intuitively guarantees that an attacker
cannot see any difference between observationally equivalent processes. In [BAF0S]|, it was
shown that PROVERIF can prove equivalence between two processes P and () that differ only
by the terms they contain. To do so, PROVERIF represents P and () as a single process
(called biprocess). Then it proves observational equivalence between P and () by proving a
trace property on the biprocess. More specifically, they introduced a notion of convergent
bitraces and showed that observational equivalence holds when all bitraces of the biprocess
are convergent. In this paper, we will only focus on improving the verification of convergence
of bitraces and we refer the reader to [BAF0S§]| for the link between observational equivalence
and biprocesses.

The grammar of biprocesses is the same as in Figure With the addition of diff[M, M'] for
terms and diff[D, D’] for expressions. Given a biprocess P, we define fst(P) (resp. snd(P)) as
the process obtained from P by replacing all instances of diff[M, M’] with M (resp. M') and
all instances of diff[D, D] with D (resp. D’).

The semantics on biprocesses is defined by a relation —, obtained from the relation —,
from Figure [3 except that the rules (I/O), (OuT), (IN), (APP) (LET1), (LET2), (GET1) and
(GET2) are defined in Figure

k,E,PU{out(N,M); P,in(N',z); Q}, T, A LNM)W k,EP, T, AU{P,Q{"/.}} (1/0)
if fst(N) = fst(N') and snd(NN) = snd(N')

msg(N,M)

Kk, E,PU{out(N,M); P}, T, A o 5,E,PULPY, T, AU{M} (OuT)
if N' € A, fst(N) = fst(N’) and snd(N) = snd(N’)

5, &P Ufin(N,2); Q) T, A 228, e £ P ULQM /), T, A (IN)
if N',M € A, fst(N) = fst(N'), snd(N') = snd(N’)

k, E,P, T, A=y k,E,P, T, AU{diff [Ny, No]} (APP)

ifMl,...,MnE.A, f/nEFchdv
fst(f(My,...,My)) § Ny and snd(f(My,...,My,)) | Ny

K, E,PU{let =D in Pelse Q}, T, A =y 1, &, P U LP{IFMM] A0 T A (LET1)
if fst(D) | My and snd(D) |} My

k,E,PU{letz=DinPelse Q}, T, A=, s, EPU{QA}, T, A (LET2)
if fst(D) || fail and snd(D) | fail

k, &, P U {get tbl(x1,...,zy,) suchthat D in Pelse Q}, T, A =y (GET1)

k,E,PU{Pc}, T, A
if thl(x1,...,xy)0 € T, fst(Do) || true and snd(Do) || true

k, &, P U {get tbl(x1,...,zy,) suchthat D in Pelse Q}, T, A =y (GET?2)
k,E,PULQE, T, A
if for all o, thl(z1,...,xn)0 € T or (=(fst(Do) | true) and —=(snd(Do) || true))

Figure 4: Semantics of biprocesses —

Note that biprocesses can be seen as a generalization of processes. Indeed, a process is a
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biprocess P that does not contain any diff, i.e. fst(P) = snd(P). Hence we can reuse every
notion we defined on configurations and traces so far.
We introduce the notion of convergent trace that allows to prove observational equivalence.

Definition 6. We say that T € T(—,) converges, denoted TIf, when for all steps T, T[r] =
k,E,P, T, A implies:

o if P =P U{out(N,M); P,in(N',z); Q} or P =P U{out(N,M); P} and N' € A or
P=P U{in(N,z); P}, N' € A then

fst(N) = fst(N') iff snd(N) = snd(N')
o if My,...,M, €A, f/ne€F.UF,; then
fst(f(Mi, ..., My)) I fail iff snd(f(Mi, ..., M) | fail

o if P=P U{let x =D in P else Q} then fst(D) | fail iff snd(D) | fail.

o if P =P U{get tbl(x1,...,x,) suchthat D in P else Q} and tbl(z1,...,2,)0 € T for
some o then fst(Do) |} true iff snd(Do) | true

We extend the notion to set of traces as expected, i.e. SIT if and only if for all T € S, T|.

The following theorem shows the soundness of convergence w.r.t. observational equiva-
lence.

Proposition 1 ([BAF08|). For all closed biconfigurations C, if trace(C, — )1 then fst(C) and
snd(C) are observationally equivalent (as defined in [BAF0§]).

2.3.3 Correspondence queries on bitraces

In this paper, we introduce the notion of correspondence queries on bitraces. Though the
main goal of biprocesses is to prove equivalence queries, we use the correspondence queries
on convergent bitraces to help the proof of equivalence by the means of axioms and lemmas
(see section . Fundamentally, a correspondence query on convergent bitraces is exactly the
same as a correspondence query on standard traces except that facts are replaced by bifacts.
Formally, we consider the algebra for queries defined in Section where injective events
are removed and where we replace:

e events event(e(My,..., M,)) by event'(e(My, ..., M,),e(Mi,..., M)));

e facts att, (M) by att] (M, M’)

e facts msg, (M, N) by msgl (M, N, M’ N')

o facts table, (tbl(Mi, . .., My)) by tablel(thl(Mi, ..., My), thl(M., ..., M)

We can also define the satisfaction relation -, similarly to ,. For instance, given a bitrace
T and a step 7, T, 7 o att (M, M’) if and only if T[r] =% «,€,P,T, A by only the rules

App, NEW and PHASE such that there exists M" € A with fst(M"”) = M and snd(M") = M.

Definition 7. LetC = 0,&,P, 0, A be a closed biconfiguration such that names(A)Unames(P) C
E. Let o be temporal a correspondence query on bitraces such that names(o) C €. We say that
C satisfies 0 when (Fy,trace(C,—.)) E o-

19



2.4 Axioms, restriction and lemmas

In order to verify correspondence and equivalence queries, PROVERIF intuitively transforms
the process into a set of Horn clauses and applies a saturation procedure based on resolu-
tion. Once a fixpoint is reached, the algorithm will verify the query only on the saturated
clauses. Note that the clauses generated and the saturation procedure for the correspondence
queries and for equivalence queries differ but the main idea of the algorithms stays the same:
(i) generate initial set of Horn clauses (ii) saturate the set of clauses until a fixpoint is reached
(iii) verify the query on the saturated set of Horn clauses. When PROVERIF is not able to
terminate (more precisely, when it does not seem to terminate), it is generally due to the
saturation procedure which does not reach a fixpoint. To help PROVERIF terminate, sev-
eral heuristics are available (modifying for instance how names are represented internally or
on which clauses the resolution is applied). In this paper, we will focus only on the secrecy
heuristic (details on all available heuristics can be found in [Blal6l BSCS17]).

In a PROVERIF input file, a user is allowed to declare terms, say M, as secret, meaning that
the input process should satisfy the secrecy of any ground instances of M. These declarations
can be seen as intermediate properties for the saturation procedure. Indeed, PROVERIF can
remove during the saturation procedure Horn clauses that contradict the secrecy of M. Since
fewer clauses are generated, this potentially helps the saturation procedure to terminate. Of
course, PROVERIF also verifies that the secrecy of M is really satisfied by the protocol ensuring
that PROVERIF never proves something incorrect.

In this paper, we generalize these intermediate properties, called lemmas, to a subclass
of correspondence queries. Typically, PROVERIF will first prove theses lemmas and then use
them during the saturation procedure of the main query. We also allow the declaration of
axioms that are properties that are true but do not need to be proved. Finally, we introduce
restrictions to model assumptions: only traces that satisfy the restrictions will be considered.
It can be used e.g. to specify that a ressource can be accessed by at most one process, without
a heavy encoding with private channels.

Note that this idea of lemmas and axioms is not novel in the field of automatic verifier: A
proof in TAMARIN usually consists of many lemmas and axioms; and a proved lemma or an
axiom can be used to help proving other lemmas along the road.

Definition 8. A PROVERIF lemma, axiom, restriction is a atemporal correspondence query
Fiy A ...\ F, = 1 such that b only contain events and generic predicates (i.e. no injective
event, nested query, attacker fact, message fact and table fact).

Example 9. The PROVERIF lemma att(M) = L corresponds to a secrecy declaration in
PROVERIF 2.00. >

As previously mentioned, restrictions model assumptions meaning that given a query p
and a set of restrictions R, we will be interested to prove the query g only on the trace that
are satisfied by all restrictions in R. Formally, given C = 0,&,P, 0, A a closed configuration
such that names(A) U names(P) C &, given g be a temporal correspondence query such that
names(p) C &, given R a set of restrictions, we want to prove the following:

(Fo, {T € trace(C,—,) | Vo' € R, (F0,{T}) E '} E 0

To simplify the reading, we will denote the above formula as follows: (I, trace(C, —o)|r) = 0
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3 Instrumented processes

PROVERIF generates a set of clauses representing both the protocol and the attacker capa-
bilities. Intuitively, these clauses mimic the semantics of processes. However, the freshness
requirement of the rule RESTR is difficult to encode in clauses. To handle this, [BAF0S, Bla09]
introduce instrumented processes in which replications are indexed with some identifier and
all names a are replaced by a pattern a[z1,...,x,| where the variables x1, ..., z, model which
input and replication this name depends on. Therefore, two names depending on different
replication identifiers will be considered as different, i.e. thus modeling the freshness of the
term.

Syntax. PROVERIF models messages inside clauses by patterns and may-fail patterns de-
fined as follows:

pt = pattern
T, 2 variables
1 variable session identifier
A constant session identifier
f(pti,...,pty) constructor application
alpti, ..., pty] name

mpt = may-fail pattern
U, v may-fail variables
pt pattern
fail failure

An instrumented process is intuitively a process where each occurence of a replication,
input, event, or table lookup in a process is associated with an occurrence label in the form of
a name usually denoted o. We require that, in the initial process, each of these names occurs
at most once.

Ezxample 10. Consider a process P = lin(c,x);out(c, h(z));in(c,y). A corresponding instru-
mented process of P would be the process 1°! in®?(c, z); out(c, h(x));in?(c, y). >

During the saturation procedure, we will need to distinguish the standard variables that
are used in the protocol and the variables for session identifier. Hence, we consider a new
infinite set of variables denoted V, and distinct from V. Similarly, we consider a new infinite
set of constant session identifier, denoted A.

Semantics. An instrumented configuration «, p, P, T, A, A is similar to a configuration with
the following differences:

e A is the set of already used session identifiers
e p is a mapping from names to patterns
e P is a multiset of quadruples (P, O,Z) where:

— P is an instrumented process
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— O is a list of names corresponding to the occurence labels of already reduced inputs,
reduced table lookup and replications that occur above P

— 7 is the list of patterns corresponding to terms received by the inputs, lookup tables
and of session identifiers of replications that occur above P.

The semantics is displayed in Figure [f]] We say that an initial instrumented configuration is
a closed instrumented configuration of the form 0, p, {(P,0,0)},0, A, D where A only contains
names, dom(p) is the union of A with the free names of P and ap = a[] for all a € dom(p).
We will denote such initial instrumented configuration p, P, A.

The initial instrumented configuration associated to the initial configuration £, P, A is the
configuration p, P, A where p = {a — a[] | a € £}.

We can show the links between the different sequences of labels and patterns (O, Z) found
in the instrumented semantics.
Definition 9. Let (01,Z1) = ([o1, ..., 0n), [Dt1, ..., Dtn]) and (O2,T2) = ([0}, ..., 0], [Pt} -,
pti.]) two pairs of sequences of occurrence labels and sequences of patterns. We say that
(01,Z4) and (O2,Z3) are compatible when for all k € N, for all i < k, if the ith pattern in I,
and Iy coincides and is a session identifier, that is pt; = ptl, pt; is a session identifier, and if
the labels coincide in O1 and Oz up to the index k, that is for all j <k, 0; = 0;- then

e the previous patterns coincide as well: for all £ < i, pty = pt);

e and the patterns still coincide until the next session identifier: for all k > £ > 4, if for
alli < V' < U, ptp is not a session identifier then pt; = pt,.

Sequences of labels and patterns (O, Z) found in successive configurations are compatible.

Lemma 2. LetC be a closed instrumented configuration. For allC =} ny, p1,P1,T1, A1, A1 =7
7”L2,p2,732,7.2,./42,/\2, fOT all (Pl, 01,11) S 731, for all (PQ, 02,12) S PQ, (01,11) and (OQ,IQ)
are compatible.

This lemma is intuitively a consequence of the application of the rule I-REPL. More
specifically, notice that every time this rule is applied, we instantiate a replication variables
by a session identifier not already used, i.e. that is not in A. Therefore, if two instances of an
instrumented name apty, ..., p,| and a[pt}, ..., pt,] can be found in a trace with pt; = pt; € A,
we can deduce that all the instantiations of replication variables should be the same. Moreover,
this property also expresses the fact that each input can only be executed once within a single
trace.

It remains to show the soundness of our transformation. The instrumented semantics
introduce patterns that allows us to encode the freshness of names within patterns. Thus, in
a query, we consider atomic formula that contains patterns instead of terms. To simplify the
reading, we overload the predicates att,, msg,, ...to take as arguments patterns. Moreover,
we also overload the predicate event as being a predicate of arity 2 that includes the occurrence
pattern (similarly for the predicate inj,-event. Thus, when ev is an event pattern and o is
an occurrence pattern, we write event(o, ev) for the predicate that describe the fact that the
event ev was trigger at occurrence o. Adding the occurrence as additional argument will be
useful later on for proving injective queries.

Formally, the satisfaction relation F; on traces of T(—;) is defined by adapting the sat-
isfaction relation F, to instrumented configurations. For instance, T, 7 F; event(o, ev) (resp.
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PU{(0,0,0)} = P (I-Ni1L)
PU{(P|Q,0,1)} =i PU{(P,0,T),(Q,0,1)} (I-PAR)
PU{(°P,O, )}, A —; PU{(P,(0,0),(Z,N),(1°P,O,7)}, AU {\} if ¢ A (I-REPL)
p, P UL (new a; PO, T)} —; (pla’ — a[Z]]), P U L(P{% /o}, O, T)} (I-RESTR)
where o’ & dom(p)
ko, P U f(out(N, M); P,O,T), (in°(N, z); Q, 0, T') ) 2220, (1-1/0)
k.0, PUL(P,0,T),(Q{M/2}, (O, 0), (T, Mp)) }
Y L N N, MeA  (I-Msc)
PU{(letz=Din Pelse Q,0,7)} —; PU{(P{M/.},0,T)} if DI M  (I-Lerl)
PU{(letz=Din Pelse Q,0,7)} - PU{(Q,0,7)} if D | fail  (I-LET2)
P U {(out(N, M); PO, 1)}, A 22N b yw(p 0, 1)}, AU{M} iENeA  (1-Our)
Ky p, P UL (N, 2); Q, 0, T)}, A EXeMO), (I-1N)
Ky, PUL(Q{M/2},(0,0), (T, Mp))}, A
ifNMecA
P,A—=; P,AU{M} (I-App)
if My,...,M, €A, f/n€F.UFgand f(My,...,M,) |} M
p, A =i (pla’ — bo[N]]), AU {a'} if a' & dom(p) and bo[\] € img(p)  (I-NEw)
p, P U {(event®(ev); P,O,T)} SO o by g(P,0, 1)} (I-EVENT)

K, PUPspr1U{(phase k + 1; P, 05, T}, —i 6+ 1, Pt UL(P, 01, )}, (I-PHASE)
if all processes of P do not start with some phase x/, k' > k
and all processes of P~ 1 start with some phase x/, k' > k + 1

P U {(insert tbl(M;, ..., My); P,O,T)}, T —; (I-INSERT)
PUL(P,O, )}, T U{thl(My,...,M,)}
K, p, P U {(get® tbl(x1,...,x,) suchthat D in Pelse Q,O0, 1)}, T — (I-GET1)

k,p, PU{(Pa, (O,0), (Z,tbl(x1,...,xn)op)}, T
if thl(x1,...,zp)o0 € T and Do || true

P U {(get® tbl(z1,...,xy,) suchthat D in Pelse Q,O0,2)}, T —; (I-GET2)
PU{(Q 0. D} T
if for all o, tbl(x1,...,xn)0 &€ T or =(Do | true)

For clarity sake, we only show the components of the configuration that are either modified
or used by the rules.

Figure 5: Instrumented semantics —;
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inj,-event(o, ev)) if and only if T[r — 1] svent(o,ev) i T[r]. For the attacker predicate, we

apply the mapping p that transforms names into patterns: T,7 b; att,(Mp) if and only if
T[r] =F k,p,P,T,A, A by only the rules I-App,I-NEW and I-PHASE such that M € A. Sim-

ilarly, T, 7 F; msg, (N, M) if and only if T'[r — 1] M)i T[r] with T'[7] = &, p,P, T, A, A.
Note that for the predicate msg, (N, M), N and M are already patterns by definition of the
instrumented semantics (see Figure [5]).

Finally, to show the soundness of our transformation, we need to show how we transform
a query into a query with patterns. Given C = &, P, A an initial configuration, a query ¢ must
always satisfy names(g) C €. Thus, the basic transformation will be to apply the mapping p
on g where p = [a + a[] | a € names(p)]. However, event pattern predicates take an additional
argument (the occurrence). Therefore, we modify the query o by replacing all atomic formulae
a in g with: (i) ap when « is not an event fact; and (ii) event(z, evp) with x a fresh variable
when o = event(ev). We denote by [g]; the query obtained by this transformation.

Lemma 3. Let C = &, P, A be an initial configuration and let C; be its associated initial
instrumented configuration. Let o be a correspondence query such that names(p) C €. Let R
be a set of restrictions.

We have (o, trace(C, —o)r) = 0 if and only if (Fi, trace(Cr, —i)|r),) F [oli-

For equivalences properties, similarly to how we defined semantics for biprocess from —,,,
we also define an instrumented semantics —; for biprocess from —;. In a query for bitrace,
the event event(ev) is replaced by the event event’(evy, evy) that already takes two arguments
(the value of the event on the first and second projection of the trace). Though we overloaded
the predicate event with the occurrence for the instrumented semantics, we do not consider
additional arguments for the event pattern predicate for bitrace in the instrumented semantics.
Hence, event’(evy, evy) will only be replaced by event’(evip, evep). As we explained earlier,
we introduce occurrence as additional argument to help proving injective queries. However,
correspondence queries on bitrace will only be used as lemmas or restrictions to help proving an
equivalence query. Since lemmas are non-injective queries (see Definition , we can therefore
omit the occurrence in the events for bitraces. Thus, given a query for bitrace o, we denote
[0]# the query with patterns obtained from g by replacing all atomic formulae « in ¢ by ap
where p = [a + a]] | a € names(p)]. Finally, we define the satisfaction relation by from F;
and the convergence of trace T' € T(—;/), denoted T'[f;, by adapting the convergence [ to
instrumented traces as expected.

Lemma 4. Let C = &, P, A be an initial biconfiguration and let C; be its associated initial
instrumented biconfiguration. Let R be a set of bi-restrictions. We have trace(C, —>o/)|R¢T if
and only if trace(Cr, —i) R}, I

Lemma 5. Let C = &, P, A be an initial biconfiguration and let C; be its associated ini-
tial instrumented biconfiguration. Let o be a correspondence query on bitraces such that
names(p) C . Let R be a set of bi-restrictions. We have:

(}—O/,trace(C, _>o’)\72) }: 0 if and only Zf (I—i/,trace(CI,—n/)HRh) 'Z [QL‘/

3.1 Transforming temporal queries in atemporal queries

The core algorithms in PROVERIF can only prove atemporal correspondence queries. We show
in this section how we can encode temporal queries into atemporal ones, mostly relying on
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nested queries and occurrences. We first link in the following lemma occurrence and steps in
the trace.

Lemma 6. Let C be an initial instrumented configuration. Let T" € trace(Cr,—;). For all
ground facts F = event(o, ev), F' = event (o, ev’), for all steps 7,7, if T, 7t F and T, 7' +; F’
then 7 = 7' if and only if o = 0'.

Proof. The right implication is trivial since two different events cannot be satisfied at the
same step. For the left implication, we first need to recall that in the initial instrumented
configuration, each occurrence can occurs at most once. After some transition it is possible
that an occurrence name occurs multiple times due to the replication rule. However, each
application of the rule I-REPL on PU{(1°P,O,Z)}, A generates a fresh session identifier that
is added in Z, that is (P,(O,0),(Z,\)) with A\ ¢ A. Finally, only the rule I-EVENT, i.e.

p, P U {(event®(ev); P,O,I)} Mi p, PU{L(P,O0,Z)}, can emit events. Hence, if
T,7 +; F with F = event(o, ev) being a ground fact, we necessarily have that o is a name of
the form o/[Z'] in which Z' includes all session identifiers. Since all session identifiers are always
freshly generated and the occurrence names occur at most once in the initial instrumented
configuration, we conclude that two events satisfied at different steps of the trace necessarily
either have different occurrence names or different session identifiers. O

Thanks to Lemma [6], we can now express disequalities and equalities between temporal
variables as disequalities and equalities between occurrences. Inequalities between temporal
variables will be represented as nested queries.

Consider an initial configuration C = &, P, A and a temporal query g such that names(o) C
E. Consider p = [a — a[] | a € names(p)]. The transformation of p to an atemporal query,
denoted [Q]Z@, has some restrictions as some queries cannot be transformed into atemporal

query.
Formally, [Q]i@ raises an error when there exists two temporal variables ¢, j bound respec-
tively by F@Qi, GQj in ¢ and there exists:
e i =jor i jin g such that either F' or GG is not an event.
e i > jori¢>jin g such that F' is not an event.

Assuming that [QL@ does not raises an error, the transformation proceeds as follows:

1. For all temporal variables 7 and j bound respectively by FQi and GQj in p, replace all
occurrences of ¢ > j in o by FQi ~~ GQj A j # 4 if G is an event else F Qi ~~» GQj

2. For all temporal variables ¢ and j bound respectively by F@Q¢ and GQj in p, replace all
occurrences of ¢ > j in o by FQi ~ GQj.

3. Generate a bijection § from the temporal variables in g to fresh variables.

4. For all temporal variables ¢ and j bound respectively by F@Q: and GQj in p, replace all
occurrences of i = j (resp. @ # j) in o by i8 = jB (resp. if # j5).

5. Replace all occurrences of

(a) event(ev)@Qi (resp. inj,-event(ev)@i) by event (i3, evp) (resp. inj,-event (i, evp)).
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(b) event(ev) (resp. inj,-event(ev)) by event(z, evp) (resp. inj,-event(z, evp)) where x
is a fresh variable.

(c) facts F[@Qi] where F'is not an (injective) event by F'p
(d) generic formulas ¢ by ¢p.

Lemma 7. Let C = &, P, A be an initial configuration and let C; be its associated initial
instrumented configuration. Let o be a temporal correspondence query such that names(g) C E.
let R be a set of restrictions. If [o]® does not raise an error then we have (-, trace(C, —,

)ir) E o if and only if (i, trace(Cr, —=:)|r),) F [Q]g@.

Since we showed how to transform a temporal correspondence query into an atemporal
correspondence query, for the rest of the paper, we will always assume that correspondence
query are atemporal.

3.2 Restricting the trace search space

We restrict the traces we consider in the instrumented semantics in order to speed up the
saturation procedure. First, we want to restrict the tuples (71,...,7,) we verify when proving
(Fi,trace(Cr,—i)) = 0. In particular, in Definition |4, when we consider a tuple (71,...,7,)
and a substitution o, we check that 7', 7; F; Fjo. However, when F} is an attacker or table
fact, if T',7; F; Fjo then T, TJ/- F Fjo for all TJ/- > 7;. Thus, instead of considering all the
steps where Fjo holds, we will intuitively consider only the first step on which Fjo holds.
Hence, we need to restrict the satisfaction relation ; for the premise of the query. Note that
this restriction in the search space concerns only the satisfaction relation for the premise of
the query. To preserve soundness, we do not want to restrict the satisfaction relation for the
conclusion of the query. As such, we extend Definition [4] by distinguishing these satisfaction
relations:

Definition 10. Let o = (A} F; = 1) be a correspondence query. Let — be a binary relation.

For all satisfaction relations vy, 3 on ground atomic formulas for —, for all S C T(—),
we say that by, 3, S satisfy o, denoted (Fy,F3,8) = o if and only if for all T € S, there exists
an annotated query conclusion W w.r.t. (n,m) such that m = maxsiep(T), ¥ = and:

o for all tuples of steps T = (71,...,Tn), for all substitutions o, if T,1; by Fjo for j =
1...n then there exists o' such that Fjo = Fjo' for j=1...n and (F3,1,7) = ¥o'.

e for all inj,-event(o, ev)* occurring in W, u(7,0) = u(¥',0") implies that 7; = 7} for all
j such that Fj = injy, -event(o;, ev;) for some kj, ev;.

e for all inj, -event(o1, ev1)* and injy,-event(oz, eva)? occurring in W, ky = ko implies
H1 = p2

When verifying a query, we will often call Fy the universal satisfaction relation and F3 the
existential satisfaction relation.
Given a set of restrictions R, we will denote (-v,1-3,Sjr) = o for the following:

(Fo,Fa,{T €S |Vd e R, (Fv,Fo.{T}H Ed}) Ee
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As mentioned before, the existential satisfaction relation will still be the relation ; on
instrumented traces. Hence, it remains to define the universal satisfaction relation that we
will use to restrict the search space. Moreover, we will also restrict the set of traces we consider
by only taking a subset of trace(Cr, —;). The rest of this section is dedicated to the definition
of this subset and the universal satisfaction relation we will consider.

3.2.1 Data constructor function symbols

A data constructor function is always associated with all its projection symbols. Thus, when
an attacker learns a term M = f(M;,..., M,), he can always retrieve My, ..., M,, by apply-
ing the different projections of f to M. This property is reflected in PROVERIF during the
saturation and verification procedure: a predicate atty(f(Mi,...,M,)) in the hypothesis of
a clause will be automatically transformed in the conjunction att,(Mi) A ... A att.(My). A

similar transformation occurs when att, (f(Mi,...,M,)) is the conclusion of a clause, i.e.
H — att.(f(Miy,...,M,)). In such a case, the clause will be transformed in n clauses
H — att,(My), ..., H — att,(M,). In term of traces, this transformation intuitively cor-

responds to forcing the attacker to always decompose terms with data constructor function
symbols as root (to obtain the projection) and then recomposing the term itself (so that
f(My, ..., My,) is built from Mj,..., M,). To describe these traces, we define three relations

M M M . . . .
— , = and = on configurations that describe the deconstruction and reconstruction
dr d,k r

of terms with data constructor function symbols. Intuitively, the relation M, applies con-
r

structor symbols, the relation M. deconstructs data always following the k-th component,
d.k

while 25> corresponds to reconstructing data once they have been deconstructed. To ease
dr
the reading, when T'[r] —; T[r + 1] by application of the rule I-App with the function f/n
L-Arp(f,Mi,...,Mn
on terms My, ..., M,, we will write T[7] PoUM o Mn) i Tlr+1].
Moreover, we denote data(7,7) the set of terms that have already been deconstructed

/ reconstructed up to the step 7. Formally, if x is the phase of T'[r] then M € data(T, 1)
if and only if there exists 7/ < 7 and T[7'] = k,p,P,T,A, A such that M € A and if

M = f(My,...,My,) and f € Fyatq then T[17" — 1] it i) i T[]

Definition 11. We define the relations ELN , 2 amdZ on configurations as follows:
dr d,k r

For all T[T] = 'I’L,P,P,T,A,A, fOT all f/m € fdata; fOT all terms Mv M17 e '7Mm

. . M
Reconstruction relation = :
r

Tir1 s Tlr] if M € data(T, 7)

;
7] L2 M) 4] if My, My € data(T, 7) and T]r] Z20MueMm) e 4 g
r
. .M
Deconstruction relation =
d,k
7] L2 M) iy i My € data(T, 7)
d.k
.My, L-App(xl f(Mi,...,Mm
7] L) TR T P f W M) oy gy My LTI
) r
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. . .M
Reconstruction/deconstruction relation =
dr

Tir| & T[] if M € data(T, 7)

dr
Miy,...;Mm
] L) 1)
. o & M M M .
ifTrl = Tinl= ...= Tt = Tlrm+ 1] with M = f(M,..., My,)
d,1 d,2 d,m r
- . f(Ma,...;Mm) .
Intuitively, the relation =———==—= represents the reconstruction of f(Mi,..., M,,) by
r

Mi,...,My,

application of the rule I-AppP with f on M;,..., M,, whereas the relations fM - Mom)
d,k
represents the deconstruction of f(Mi,..., M,,) by application of the k-th projection of f.

Mi,...;Mm, o
The main relation T'[7] % T[7'] indicates that between the step 7 and 7/, the trace
dr
Mi,...;Mp, Mi,...;Mm
first deconstructs the term f(My,..., M) (i.e. T[r] SO M), T[m] EICIEERION
d,1 d,2
Mi,...;Mm L Mi,...; M,
L0 M) T[1m]) and then reconstructs it (i.e. T'[7p] SO M), T[T + 1]).

d,m r
Note that a configuration T'[7] is in relation with itself w.r.t. to the relation 2L and 25

r dr
when M have already been reconstructed, i.e. M € data(T,7). A similar property holds for

Miy,...;Mm _ D
the relation % but focusing on the k-th projection, i.e. My € data(T, 7).
’ Miy,...;Mm My,...;Mm, )
Finally, note that the relation % and ﬂl:)> are mutually recursive

d.k dr
in order to handle terms with nested data constructor symbols. For instance, when M; also

My,...,Mp, .
contains a data constructor symbol as root then T'[7] LA M) T[7'] indicates that
1

I-A f,7 My,...,Mum,
between the steps 7 and 7/, the trace first apply 7r{ (i.e. T[r] Pr(m J(M )

i Tl +1))
and then deconstruct/reconstruct the term M; itself (i.e. T[T+ 1] EIPON S [7]). As previously
dr

mentioned, when M; is not a data constructor symbol, T[T + 1] M T[7'] in fact implies
dr

7 + 1 = 7/ meaning that no rule were additionally applied.

Definition 12. We say that a trace T is data compliant when for all T[] = K, p, P, T, A, A,

1. for all M, if T is the smallest step such that M € A\ data(T,7) then T[] ELN T[r'].
dr

2. if T[T —1] —; T[7] by the rule I-PHASE and A = {M;}*, then T7] M, | ey T[r']

r r

-A
3. if k is the greatest integer occurring in T then T[0] ﬂzé L Tk +1]

r r

As previously mentioned, we enforce looking at traces where the attacker automatically
deconstructs a term with a data constructor and then reconstructs it. The first item of
Definition [I2] focuses on cases where a term M is known to the attacker for the first time.
In such a case, we only look at the trace that applies a complete sequence of deconstruc-

tion/reconstruction for the term M (i.e. T'[7] N T[r']). The second item of Definition
dr
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focuses on phase transition: when the phase of the configuration changes, we require that the
trace reconstructs all terms in the attacker knowledge (i.e. 1[7] A, | e, T[7']). Note

that it is not necessary to require some deconstruction steps as item 1 rof Deﬁnitiron ensures
that projections of a term already occur in the attacker knowledge. Finally, the third item
of Definition [I2] enforces the attacker to "know" the natural numbers that occur in the trace
from the beginning. This is possible since both zero and succ are public functions and succ is
a data constructor function symbol.

Example 11. Consider the process P = out(c, f(a,b)); out(c, d) where f is a data constructor.
Let p = {a — al];b — b]];c — ¢[|} and let C = p, P, {c} be an initial instrumented config-
uration. In the following, we provide some examples of data compliant traces and non-data
compliant traces. For simplicity sake, we only describe the multiset of instrumented of process
and the set of terms known by the attacker in instrumented configuration, the other elements
remaining unchanged.

meg(elJ@DAD), ¢

e The trace C — out(e,d)) }, {c, f(a,b)} is not data compliant

e The following trace T is data compliant:

¢ ZEBID, fout(e,d), 0, 0)}, {e, (a,b)}
-AprpP 7rf7 a,
A e, flout(c, d), 0,0)}, {c, (a,b), a}
-Aprp 7rf, a,
A S, (out(e,d), 0,00}, {e, f(a,b), a, b}
A, fout(e, ), 0,0)}. {c, f(a.b), a,b}
In particular, we have T[1] 222 74) with 7[1] 222 7o) L& pigp Lo,
dr d,1 &2 r

T'[4]. Note that even though the last step does not change the configuration, it is still a
required step for the trace to be data-compliant. The second and third steps deconstruct
f(a,b) by applying the projection 7T{ and Wg while the fourth step reconstructs the term

f(a,b).

e The following trace is not data compliant as item 1 in Definition [I2) requires that the
deconstruction /reconstruction of terms should not interleaved with other rule applica-
tions:

¢ sl ICl), e out(e,d), 0,00}, {c, f(a, b))
TAre(l J@), e ut(e,d), 0,0)}, {e, f(a.b), a)
i {(out(e,d),0,0)}, {c, f(a,b),a,b}
g A, - w0,0,0)%, {e, f(a,b), a,b, d}
i f0,0,0)},{c, f(a,b),a,b,d}

e Consider the initial instrumented configuration ¢’ = p, P, {c} with P = {out(c, f(f(a,2),b)}.

I-App (7], f(a,b))
—

I-App(f,a,b)
_—
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Let Py = {(0,0,0)}. The following trace T is data compliant:

I-App(0)

C/ — Pa {67 O}
TAreluccd), p fe,0,1)

; P, {c,0,1,2}

msg(el) f(f(all2) b)), Py, {¢,0,1,2, f(f(a,

L-App(n],f(f(a,2),b))

I-App(succ,1)
—_—

i P@,{co,l,fo% ) £ 2)}
I-A 7Tf7 2

EALIEZ, Py e,0,1,2, (f(a2),b). f(a2), )
Lhefad, - py {00»1’2”“’ ’

L-App(r),f(f(a,2),))
I-Aprp(f,f(a,2),b)
AL AN

74 p@;{c 07172 ffa7

(
(
(
(
(
i Pp,{c0,1,2, f(f(a,

(
(
S
(
(
(

In particular, for the natural numbers 1,2 and 3, we have T'[1] EN T(1], T[2] N

dr dr
T[2] and T3] EN T[3]. Furthermore, the steps 4 to 9 is are the deconstruction /
d
r [(U(@2)0 f(22)

reconstruction of f(f(a,2),b) (i.e. T[4] T19]) with T'[5]

dr dr
T[8] LN T'[8]. Note that the first steps of the trace consist of generating all integers up

T[7] and

dr
to 2 in order to satisfy item 2 of Definition [[2] Moreover, notice that data compliance

does not require to apply all projections on a data constructor. In particular, we did not
-Arp(n,f(a,2)) o :
; to obtain 2 since it was already in the attacker knowledge,

. . I_APP(fza’2)
; was not required in order to apply —————=,. >

I
apply the step

L-Arp(rl,f(a,2
i.e. the step M

3.2.2 Internal communications

In the instrumented semantics, the rule I-I/O represents internal communication between
two honest processes. When proving a secrecy query, it is well known that such a rule can be
ignored when the communication is on a public channel, i.e. we only need to consider traces
where all communications on public channels go through the attacker. This is however not
the case for general correspondence queries specially when there is an attacker predicate in
the conclusion of the query. Indeed, by forcing the communications on public channels to go
through the attacker, we potentially increase the knowledge of the attacker thus influencing
the satisfaction of attacker facts in the conclusion of a query.

We define a trace to be I0-k-compliant if internal communications are considered only up
to phase k — 1.

Definition 13. Let Cy = po, Po, Ao be an initial instrumented configuration. We say that
T € trace(Cy, —;) is 1O-k-compliant when T is data compliant and for all steps T, by denoting
T[r] =\ p, P, T, A A\, we have:

o if T[T —1] Mﬁ T[] by the rule I-1/O then k' < k or N & Ay
o if T[T —1] Mn T[r] by the rule I-OUT, k' > Kk and N € Ay then there exists T’

msg(N,M)
E—

such that T'[7] %d T[] and T|[7'] i T[T+ 1] by the rule I-MsG.
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Given an initial instrumented configuration C, we will denote by tracey,(C,—;) the set of
I0-k-compliant traces in trace(C, —;). Given a query o of the form \!_; F; = 1, we say that o
is 10-k-compliant (resp. fully 10-k-compliant) when for all attacker facts att, (M) occurring
in (resp. ¥ and Fy,..., F,), we have ' < k.

Intuitively, if a query is IO-k-compliant, that is, it does not prove attacker facts att, (M)
with x> k/, then we need to consider internal communications only up to phase x—1, that is,

it is sufficient to consider 1O-k-compliant traces. Note that the second item of the definition

is due to T being data compliant. After the transition T[r — 1] Mn T[r] by the rule

[-OuT, the attacker knows M but M has not necessarily be de/recomposed. Thus, to ensure
that msg,, (N, M) can be obtained with N and M after their recomposition, we enforce an
application of the rule I-MsaG.

Example 12. Consider the process P = new a;out(c,a) | in°(c,z), p = {c — ||}, A = {c}
and the initial instrumented configuration C = p, P, A. Consider the query ¢ = msgy(c, z) =
atto(z). Due to a possible internal communication, this query does not hold on P, as witnessed
by the following trace T' (for readability, we only showed relevant information in the trace).

C — 0, pla’ — al]], { (out(c,a’) | in°(c,x),0,0)}, A
— 0, pla’ — al]], { (out(c,a’),,0), (in°(c,z),0,0)}, A

28D 0, pla’ s al]], £(0,0,0) | (0, [o], [all]}, A

However, if we prevent the application of the internal communication rule I/O on channel
¢, i.e. we only look at IO-0-compliant traces, then the query would hold. Note that T ¢
trace,(C, =) but T € trace},(C,—;) and o is IO-1-compliant.

Note that the presence of the fact msg(c, z) in the premise of the query g is not mandatory.
We can make small modifications on the query and the process that illustrate that only the
presence of the fact att; matters: Consider the process P; = new a;out(c,a);event(A(a)) |
in°(c,xz) and the query p; = (event(A(x)) = atto(x)). Once again, g1 does not hold on P;
but g1 would hold on P; when only looking at I0-0-compliant traces. >

3.2.3 Soundness of our restrictions

We previously defined the restricted set of traces we will consider when proving a query, that
are the IO-x-compliant traces. Thus, before showing the soundness, it remains to define the
universal satisfaction relation we will consider. 7, is defined similarly to ; except that we
do not wish to consider the facts that can be introduced by the 2nd bullet of Definition 13|

Definition 14. Let k € N. We define the satisfaction relation for 10-k-compliant traces,
denoted Ffo, as follows: for all T € tracef,(C,—;), for all steps T of T, for all facts F,
T,7 iy F if and only if T[7) = &', p, P, T, A, A and

o if F =msg,.(Np, Mp) and T[T — 1] msg(Np M),
and either k' < k or N € Ap; and

i T[r] by the rule I-OUT then K" = K’

o if F =att(Mp) then k" = k' and M € data(T,7); and
o if ' =tabley(tbl(My,...,Mp)p) then k" = ' and tbl(My, ..., M,,) € T; and

o T 17F; I otherwise.
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The following lemma shows the soundness of our restrictions to IO-k-compliant traces.

Lemma 8. Let C; = p, P, A be an initial instrumented configuration. Let k € N. Let o be an
10-k-compliant correspondence query and R be a set of fully 10-k-compliant restrictions such
that names(p,R) C dom(p).

We have (i, trace(Cr, —i)ir) = o if and only if (Ffo, i, tracef5 (Cr, —i)ir) F o

3.2.4 Restrictions on bitraces

Similar restrictions can be defined for correspondence queries on bitraces. Since we do not
consider injective events for correspondence queries on bitraces, we can keep Definition [10] as
it is.

Data compliance To define data compliant bitraces, we need to redefine the set data(7), 7)

and the relation = , = and = to consider biterms.
dr dk

r
We redefine data(T,7) as a set of pair (M, M’) such that (M, M’) € data(T,7) if and
only if there exists 7" < 7, T[7'] = n,p,P,T, A, A and M" € A such that fst(M") = M,
snd(M") = M’ and if M = f(My,...,My,), M' = f(M{,...,M],) and f € Fyu, then
1-App(fdiff (M, M{],... diff (Mo, M}, ]).

T —1] o T['].
Similarly to the set data(7,7), the de/reconstruction relations will depend on pair of
. MM M, M’ MM’ . ,
terms, i.e. and =—— . The main difference comes when M and M’ do

dr’ dk r
not have the same data constructor symbol as root. Although this case is not relevant for

correspondence queries since such a trace will not be convergent and a correspondence query

only considers convergent traces, it is important to preserve traces that are not convergent to
. " M, M’
prove equivalence. Thus, for all traces T', for all steps 7, we additionally define T'[7] —=—
dr
M, M’ M, M’ .
T[r] (resp. T[r] == TIr], T[r] ==  T|7]) when root(M) # root(M') and either
r
root(M) € Faata or Toot(M') € Fyata.
M, M’

The rest of the definition is adapted as expected. For instance, T[r] == T|[r] if

r

Mi,...,My), f(M],....,M], .
Fn )M L Tlr1]if (My, M), ..., (M, M2,) €
.

(M,M") € data(T, 7); and T'[7]

-A iff 1y difF [ M, M,
data(7,7) and T'[7] 1-App(f,diff[My,M!],....diff[M,,,M},])

Similarly, Definition [12]is adapted as expected.

i T[’T + 1]

10-x-compliance No change is required for the notion of IO-k-compliant, then it only
remains to redefine the universal satisfaction relation 7, for bifacts. Such a relation is
denoted ., and is defined as follows: T, 7 ., F if and only if T[] = &/, p, P, T, A, A and:

o if F' = msg/ (N1, My, No, M3)p and T[r — 1] wﬂ; T[r] by the rule I-OuT then
fst(N) = Ny, snd(N) = No, fst(M) = My, snd(M) = M; and either £’ < k or N & Ayg;
and

o if F' = att!, (M1, M2)p then (M, Ms) € data(T, 7); and
o if F' = tablel,(tbl(My, ..., M,),tbl(M{,..., M} ))p then there exists M € T such that
fst(M) = tbl(My, ..., M,) and snd(M) = tbl(Mj7, ..., M]); and
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e T 7 ; F otherwise.
With these new definitions, we obtain the following two lemmas:

Lemma 9. Let C; = p, P, A be an initial instrumented biconfiguration. Let k € N. Let R be
a set of fully 10-k-compliant restrictions such that names(R) C dom(p).
We have trace(Cr, =« )rdli if and only if tracef,(Cr, =i )irdti-

Lemma 10. Let C; = p, P, A be an initial instrumented biconfiguration. Let k € N. Let o be
an 10-k-compliant correspondence query and R be a set of fully 10-k-compliant restrictions
such that names(p, R) C dom(p). We have:

(Fir,trace(Cr, =i )ir) E o iff (Fior i tracefo(Cr,—i)ir) E o

3.3 Proving correspondence queries by induction

One of the main new features of PROVERIF is its ability to prove a correspondence query
by induction. This feature applies to all correspondence queries but will be most useful for
non-injective queries.

Consider a non-injective I0-s-compliant correspondence query ¢ = (A F; = ). Since
the query is non-injective, the satisfiability of a correspondence query w.r.t. data compliant
steps can be simplified as follows:

(Fo,Fi,S) = o if and only if for allT € S, for all tuples of steps T = (T1,...,Tn),
there ezists an annotated query conclusion ¥ w.r.t. (n,m) such that:

o m = maxsep(T), ¥ =1; and

o forallo € ¥, if T,7; Fjy Fio for i =1...n then there exists o’ such that
Fio=Fo' fori=1...n and (F;,T,(7,0)) E Yo'.

Noticeably, this definition ignores the second and third items of Definition [4] since there
is no injective event. It also inverses the quantification order between "for all tuples of steps
7 =(71,...,7,)" and "there exists an annotated query conclusion ¥ ...". In the presence of
injective events, it is imperative that the existential quantification over the annotated query
conclusion occurs before the universal quantification over the steps 7. This is due to the fact
that we need to guarantee in the second item of Definition [4] that the partial functions p
occurring in the annotated query conclusion are injective w.r.t. the injective events.

Formally, to prove that the two definitions are equivalent in the case of non-injective
correspondence queries, we only need to focus on showing that the simplified definition implies
Definition 4| (the converse being trivial). If we denote by W the existential annotated query
conclusion associated to a tuple 7, we can build a new annotated query conclusion U. where
cach partial function p in W% is obtained by restricting the domain of the corresponding
partial function from V; to {(7,0) | 0 € Sy}, i.e. p is defined only on tuples (7,0) for any
o. Then, we can build an annotated formula ¥, that satisfies Definition [4] by composing the
corresponding partial functions in all UZ, for all 7.

We can therefore see the simplified definition as a property of the form: for all 7' € S, for
all tuples of steps 7 = (71,...,Tn), Po(T,7). PROVERIF will thus inductively prove P, (T, 7)
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by considering the strict order relation <;,q defined as: (T, (11,...,7)) <ina (T’ (71,...,7}))
if and only if

IT| < |T'| or (|T) = |T'| and {11,..., 7} <m {71, -, 70 })

where <, is the multiset ordering on natural numbers.

Internally, PROVERIF will encode the inductive hypothesis as a lemma and will apply
it during the saturation and verification procedure only when the strict order is satisfied
(contrary to normal lemmas that are always applied).

Group of queries In PROVERIF, queries can be declared separately or within groups. In
PROVERIF 2.00, the two declaration styles affect mainly the saturation procedure: queries
declared separately will call the saturation procedure for each query whereas the saturation
procedure will be called only once per group of queries. Groups of queries now also influence
the inductive proof of queries: if a group of queries, say g1, ..., 0k, having ni,...,n; facts as
premises respectively, has to be proved by induction then the induction hypothesis refers to
all queries in the group instead of each individual query. This feature allows to prove queries
by mutual induction.

Formally, PROVERIF will inductively prove that for all T' € S, for all 7 € N”, for all j < k,
for all (1", 7') <ina (T, 7), Py, (T', 7').

Nested queries As mentioned in Section [2.4] the conclusion of a PROVERIF lemma should
only contain non-injective events or generic predicates. Thus if the query o contains nested
queries, we cannot directly encode the inductive hypothesis as a lemma. We can however
weaken it so that it can be become a lemma. In particular, we replace any nested condition
with a conjunction.

Example 13. The query event(A) = event(B) ~» event(C) implies the query event(4) =
event(B) A event(C). >

Thus given a query p, if we denote by g the simplified query obtained from g by replacing
all nested conditions by conjunctions then PROVERIF will try to prove that for all T' € S, for
all 7 € N, Po(T, 7) assuming that for all (7",7") <ina (T, 7), Py, (T",7') holds.

Injective queries Similarly to nested queries, we cannot encode directly the injective query
into a lemma. Thus, we weaken the inductive hypothesis by replacing any injective events
with T, i.e. true.

Example 14. The query inj;-event(A) = injy-event(B)Aevent(C') implies the query event(A) =
event(C). >

Intuitively, the weakened inductive hypothesis only focuses on non injective events as they
do not impact the second and third items of Definition [} Note that in principle, we could
replace injective events in the query with events but since we lose all "injectivity" information
on the events, they would not help proving the query. In all generality, from a correspondence
query o, PROVERIF generates a lemma 0"¢ from p by replacing

e all nested conditions by conjunctions

e all facts different from non-injective events in the conclusion of g by T.

34



The inductive hypothesis that PROVERIF will consider is denoted by ZH yina and is defined
as follows.

Definition 15. Let ¢ be a 10-k-compliant lemma of the form N\;_, = 1. For all traces T,
for all tuples of steps T = (71,...,Tn), ZHo(T,T) holds if and only if there exists an annotated
query conclusion ¥ w.r.t. (n,m) such that:

o m = maxsep(T), ¥ =1; and

o for all substitutions o, if T,7; F5, Fio for i = 1...n then there exists o’ such that
Fio=Fo' fori=1...n and (F;,T,(7,0)) E Vo'.

Remark 4. For some queries o, the inductive lemma 0" may not be useful in particular when
the conclusion ¢ became T due to injective events. For example, if o = (inj;-event(A) =
ind _

injy-event(B)) then o* = (event(A) = T) which is always true, hence not useful. Actually,
other definitions of ¢™® could be considered, provided that g entails o™, >

4 Horn clauses generation

As previously mentioned, PROVERIF generates from a configuration a set of initial clauses.
Moreover, it also generates some Horn clauses to model the behavior of an attacker. We will
detail in this section how these clauses are generated. This paper reuses many of the clauses

generated by PROVERIF described in [BAF08| Bla09l Blal6l (CB13].

4.1 Extending the rewrite rules

A conditional rewrite rule is a classic rewrite rule h(Uy,...,U,) — U on which a conditional
formula ¢ is added, denoted h(Ui,...,U,) — U || ¢. Note that the formula is always of
the form A, M; > N; A /\;1,/:1 —nat(M]) A /\:'}:/:1 nat(M]") A /\Z::/:l Vz; M]" # N!" where &
stands for a sequence of variables. These constraints will be handled by specific rules in the
saturation and verification procedure.

Example 15. Assume that enc/2 € F. and consider the destructor dec/2 € F; defined by
the list of rewrite rules def(dec) = [dec(enc(z,y),y) — x]. PROVERIF will transform this list
of rewrite rules into the following set of conditional rewrite rules:

dec(enc(z,y),y) — x

dec(x,y) — fail || Vz.z # enc(z,y)
dec(fail, u) — fail

dec(x, fail) — fail

where z,y are variables and u is a may-fail variable. >

Example 16. PROVERIF associates the following conditional rewrite rules to the function
geq/2 on natural numbers:

geq(z,y) — true ||z =y
geq(w,y) — false ||y >z +1
geq(z,y) — fail || ~nat(x)
geq(xz,y) — fail || -nat(y)

geq(fail, u) — fail
geq(z, fail) — fail
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Note that PROVERIF also associates conditional rewrite rules to constructor function sym-
bols as follows: for all f/n € F,

flxr,... xn) = f(z1,...,2p)
f(failug, ..., uy,) — fail
f(zy,fail,. .. uy,) — fail

f(z1, ..., xn_1,fail) — fail

We refer the reader to [CB13| for more details on conditional rewrite rules. In the rest of this
paper, we denote def(g) the set of conditional rewrite rules associated to the function symbol
g.

To translate the protocol into clauses, we also need to define evaluation on open terms, as
a relation D | (U, 0, ¢), where o collects instantiations of D obtained by unification and ¢
collects the conditional formulae when applying a destructor function symbol. This relation
is defined as follows:

Ul (U,0,T) if U is a may-fail term

g(D1,..., D) |V (Voy,d'ou, & oy A dpoy,)
if (D17 s 7DTL) ‘U‘/ ((U17 ey UTL)7OJ7 ¢/),
gV, .., V) = V|| ¢ € def(g) and
oy is the most general unifier of (U1, V1), ..., (Un, Vi)

(Dh ce 7Dn) iy ((Ulam s Un—iop, Un),O'Un, pon N ¢n)
if (D17 . ‘7Dn—1) ‘U’/ ((Ul) L) Un_l),(f, ¢) and DnU ‘U’/ (Un,O'n,Qﬁn)

The most general unifier of may-fail terms U and V is defined as: (i) the standard most
general unifier when U and V' are in fact both terms; (ii) the substitution {U + V'} when U
is a may-fail variable; (iii) the identity substitution when U = V = fail. Note that there is no
unifier between a term M and fail.

4.2 Clauses generated for correspondence queries
4.2.1 Clauses for the attacker

Below we display the clauses modeling the capabilities of the attacker. They are adapted
from [Bla09, [CB13]. We consider an initial instrumented configuration Cy = pg, Py, Ag. More-
over, we assume that the maximal phase in P iS Kmq,. Finally, we consider a special name,
denoted bg, that is assumed not to appear in Cy. This name will be used to model all the fresh
names that an attacker can create.

36



For all k € {0, ..., Kmaz},

For all a € Ay, att,(a[]) (RInit)
att,. (bol7]) (RGen)
att,. (fail) (RFail)
For all functions h, for all h(Uy,...,U,) — U || ¢ in def(h) (RE)
att,(Ur) A ... Aatt.(U,) A ¢ — att,(U)
msg,. (z,y) A att,(x) — att(y) (RI)
att, () A atty(y) — msg, (z,y) (Rs)
atty () = atteq1(z) (Rap)
table,(z) — table,y1(x) (Rtp)

We will denote C4(Cp) = {(RInit]), (RGen), (RFail), (Rf), (RI), (RY), (Rap), (Rtp)}-

4.2.2 Clauses for the protocol

As for the attacker clauses, the clauses for the protocol follow closely the ones described
in [Bla09, Blal6], except for how to deal with injective events. Once again, we consider
an initial instrumented configuration Cy = pg, Py, Ag. In Section [3] we showed that when
the query is IO-k-compliant, we can restrict the search space to IO-compliant traces (see
Lemma. This property is also reflected in the generation of clauses. Hence we also introduce
an integer k;, representing the phase we consider for IO compliance.

The clauses modeling the protocol, denoted Cp(Cy, ki), are generated by the translation
[P, O, I]xHp, displayed in Figure |§| where k;, is the integer used in the translation of output
and input case. Note that in Figure [, P,O and Z are the same kind of elements as in
an instrumented configuration, that are a process, a list of labels and a list of patterns.
n represents the current phase. H is a conjunction of facts and formulas and p is a term
substitution. Then, we define Cp(Co, kio) as [Py, 0, 0]0T po.

The transformation of events generates two new type of predicates of arity 2: m-event and
s-event respectively called may-event and sure-event. Intuitively, may-events can only occur
in the conclusion of a clause whereas sure-events only occur in the hypotheses. In practice,
this separation ensures that events are not "resolved" during the saturation procedure, i.e.
once they appear in the hypotheses of a clause, they are preserved through the resolution rule.

For the rest of this paper, we extend the satisfaction relation F; (and subsequently the
relation Ff,) for the predicates m-event and s-event as follows: T, 7 F; m-event(o,ev) iff
T, 7 b, s-event(o, ev) iff T, 7 b; event(o, ev).

4.2.3 Soundness

Derivations Since our notion of Horn clauses differs from actual Horn clauses due to the
presence of disequalities and inequalities, we need to define the notion of derivation of a fact
as well as the notion of subsumption of clauses. Due to the conditional formulas potentially
occurring in def(h) with h € Fy, our clauses are of the form ¢ A /\;n:1 F; — C where ¢ =
Niz1 M; op; N; A AZ/:1PZ’(M{) A /\:ﬁ;/:1 Vi, M # N/ and F1, ..., F,,C are facts with op; €
{>,=}, pr € {nat,—nat}. We call ¢ a constraint formula. Thus, from now on, when we
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[0,0,Z]cHp =0
[P|Q,O,Z]xHp = [P,O,I]sHp U [Q, O, I]cHp
['°P,O,I]cHp = [P, (O, 0),(Z,i)]|xHp where i is a fresh variable session identifier
[new a; P, O, Z]|kHp = [P, O, I]|kH(p[a — a[Z]])
[in°(M, ); P, 0, TlsHp = [P, (0, 0), (T,a!)|s(H A msg, (Mp, ) (oo — o)

if (M & Aporn <njo)and 2 is a fresh variable
[in°(M,x); P,O,Z]cHp = [P, (O, 0), (Z,2")]|k(H A atte(z'))(p[z — z])

if M € Ag, n > njo and 2’ is a fresh variable

[out(M, N); P, 0, I]xHp = [P, O, T]sHp U {H 25 msg, (Mp, Np)}  if M & Ag or k < ki

[
[out(M,N); P,O,I|xHp = [P, O, I]xsHp U {H oL, att,(Np)} if M € Ap and k > ki
[let z =D in Pelse Q,O,I]cHp =

WP, 0, Zo]k(Ho A ¢)(polz = M]) | Dp ' (M, 0,¢)}

VIR, O, Zo]x(Ho A ¢)(po) | Dp | (fail, o, )}
[event®(ev); P, O, I]xHp =

[P, O, I]k (H N s-event(o[Z],evp)) p U {H o1, m-event(o[Z], evp)}
phase «'; P, O, Z]xHp = [P, O, Z]x"Hp if K >k
phase k'; P, O, I]kHp =0 if ¥ <k

[
[
[insert (tbl(M, ..., My)); P, O, I]sHp = [P, O, I]xHp U {H 25 table, (thl (M, . .., My,)p)}
[get® T suchthat D in P else Q,O,Z]xHp =

{[P,(O,0),(Zo,Tp'o)]|c(Ho Atable,(Tp'c) A ¢)(pp'o) | equals(Dpp, true) | (true, o, p)}

ulQ, O, Z]xHp

where T' = tbl(z1,...,2m), p/ = [z; — |", and 2] fresh variables.

Figure 6: Generation of clauses for correspondence queries

describe a clause in generality, we will write H — C but we will write H A ¢ — C with H
being a conjunction of facts and ¢ being a constraint formula when we want to isolate it from
the rest of the hypotheses.

Given two constraint formulas ¢, and ¢2, we denote by ¢1 |= ¢2 when for all substitutions
o, if F; ¢10 then F; po0.

Remark 5. In the implementation, the formulas do not contain equalities as they are directly
applied to the clauses. However, for the sake of readability, we make the equalities apparent in
this paper as it reduces the number of transformation rules in later sections and makes them
more compact. >

We define the notion of subsumption as follows.

Definition 16. Let Hi A¢p1 — C1 and Ho Ay — Cy be two clauses. We say that HiN¢py — Cq
subsumes Ho A\ o — Ca, denoted (Hy AN o1 — C1) 2 (Ha A pa — Co), when there exists o such
that (i) either Cio = Cy or Cy = bad (i) Hio C Hy (where Hy and Hs are seen as multiset
of facts and C is the multiset inclusion) (iii) ¢ = ¢10.

We can now define the notion of derivation and satisfaction of a derivation w.r.t. a trace.
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Definition 17. Let C be a set of clauses. Let F' be a closed fact and a step 7. A derivation
D of F at step 7 from C is a finite tree defined as follows:

e its nodes (except the root) are labeled by clauses labels (which may be empty or the pair
O,Z) and by clauses R € C.

e its edges are labeled by ground facts and by a step.

o if the tree contains a node labeled by R with one incoming edge labeled by Fy and n
outgoing edges labeled by Fy, ..., F, then R Fy A ...\ F, — Fy.

e the root has one outgoing edge, labeled by F' and T.

The previous definition of derivation is an extension of [Bla09, Definition 17|. We only add
in our definition the steps of the trace in which the facts should be satisfied. The presence
of the trace steps in the derivation is particularly relevant for proving queries by induction
and for proving nested queries. Note that in [Bla09], nested queries can already be proved
without steps in derivations. However, in this paper, we use the steps, required for proofs by
induction, to provide an improved verification algorithm for nested queries.

Definition 18. Let ki, € N. Let D be a derivation of F' at step 7. Let S, be a set of
predicates. We say that a 10-k;,-compliant trace 1" satisfies a derivation D w.r.t. S,, denoted
T,Sy, kio = D, when for all nodes n of D, if Fy, 1o is the label of the incoming edge of n then

1. if n is labeled with then the outgoing edges of n are labeled msg, (N, M), and
att,(N), 7" for some k, N, M, 7', 7" such that 7" < 19 and if att,, € S, then 7" < 19 else
" < 19.

2. if n is not labeled with , then for all outgoing edges of n labeled F', 7',

o pred(F') & S, implies 7/ < 19
o pred(F') € S, implies 7' < 19

3. if n is labeled with (O,Z) then there exists T < 19 such that T|t] = k,p, P, T, A, A and
(P,O,I) e P.

4. if Fy = att(f(My, ..., My,)) with f € Fyaq then

o cither R is the clause att,(x1) A... Nattg(zm) = atte(f(x1,...,2m)) and if att, €
Sy then T, 19 18 Fo;

e or 1 is not the root and the node ' connected to the incoming edge of n is labeled
with the clause att,(f(z1,...,2m)) — atte(x;) for some j and if att, € S, then
f(Mu,...,My) € A where T[] = k,p, P, T, A, A;

else pred(Fy) € Sy implies T, 19 185 Fo

Intuitively, S, represents the set of predicates that we need to prove in the correspondence
query. Hence, Item [ of Definition [I§] requires that fact Fj is satisfied at the step 79 in the
trace T' (e.g. pred(Fp) € S, implies T, 79 F7 Fy). For all facts that have a predicate not
in S, we can be looser on the conditions which allow us to apply more transformations on

these facts during the saturation procedure. Item H4|is a bit more specific when Fj is an
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attacker fact with a data constructor symbol as root. Typically, either the term has been
de/reconstructed in which case we can require that Fy must satisfied at step 7, or the term is
being deconstructed at step 7y (i.e. the term is used as an argument for its projection functions
symbol) in which case we cannot require the satisfaction of Fy since I—’;io" require terms in an
attacker predicate to already be reconstructed. Item [2| indicates that facts with a predicate in
Sp must occur strictly before each other (exception in the case of the clause as stated in
-Item . This condition is necessary to apply the inductive lemma. Finally, Item [3| ensures
that the derivation corresponds to a valid trace w.r.t. to the session identifier and inputs.

Soundness We can now state the link between traces and derivations. Given a trace T' €
T(—4), we denote by C.(T") the set of clauses representing events satisfied in T, i.e. Co(T') =
{— s-event(o, ev) | T, 7 F; s-event(o, ev)}.

Theorem 1. Let C; = po, Py, Ag be an initial instrumented configuration. Let S, be a set of
predicates. Let rk;, € N.

For all T € trace}{s(Cr, =), for all ground facts F' different from a sure-event, for all steps
7, if T, 7 =1 F then there exists a derivation D of F at step T from C4(Cr) UCp(Cr, Kio) U

Ce(T) such that T, Sp, kio = D.

Remark 6. This lemma is very similar to [Bla09, Theorem 1] that states the correctness of
the clauses. However, this theorem only states that F' is derivable from the set of generated
clauses whereas we prove that 7', S, ko = D. This property is crucial to ensure that we can
apply PROVERIF lemmas during the saturation and verification procedure. >

4.3 Clauses generated for equivalence queries and correspondence queries
on bitraces

Similarly to traces, the generation of clauses for bitraces are parametrized by an initial in-
termediate biconfiguration Cy = pg, Py, Ag where we assume that the maximal phase in Py is

RKmax-

4.3.1 Clauses for the attacker

The clauses for the attacker are the same as in [CBI13| extended with clauses for phases and
tables. The first eight clauses are similar to the clauses for correspondence queries. The
last five clauses allow to test if the convergence is not satisfied: intuitively, the predicate
input/ (z,y) indicates that an input may be available on z and y for the left and right side
of the process respectively. On other hand, the predicate msgl (x, z,y, 2’) indicates that an
output may be available on x and y for the left and right side respectively. Therefore, if
the hypotheses of clause are satisfied then it implies that the first condition of
definition [] may be broken.

Similarly, the hypotheses of clauses and can only be derivable if the
evaluation of an expression failed on one side of the process but not on the other. In such
case, the second condition of Definition [6] would not be satisfied.

For all k € {0,..., Kmaz},
For each a € Ay, att/(a[],a]]) (RInit’)
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atty, (boli], bo[4]) (RGen’)

att’. (fail, fail) (RFail’)
For each function h, for all h(Uy,...,Up) — U || ¢ in def(h),

for all h(U7,...,U..) = U" || ¢ in def(h), (Rf)

att) (U, U)) A ... ANattl (Up, U, ) N A ¢ — att (U, U)
msgy (z,y,2',y') A atty (2, 2") — att, (y,y') (R1)
atty (z, z) A att)(y,y') — msg) (z,y,2, 1) (Rs”)
att (z,y) — att 1 (2, y) (Rap’)
table; (z,y) — table) | (z,y) (Rtp”)
att).(x,2') — input/ (z, 2") (RIn’)
input (z,y) A msg.(z, 2,9y, 2") ANy # y — bad (RIBadl’)
input/, (y,z) Amsg,.(y', z,7,2") Ay # vy — bad (RIBad2’)
att/, (z, fail) — bad (RBadl’)
att)(fail, z) — bad (RBad2’)

We denote C'4(Co) = { (RInit)), (RGen)), (RFail)), (Rf), (Rs), (RI), (RIn)), (RIBadl)),
(RIBad2), (RBadl),(RBad2)), (Rap), (Rtp) }-

4.3.2 Clauses for the protocol

Similarly to the case of correspondence properties, we consider traces with I0 compliance
for some phase k;,. Moreover, the translation also introduces two new predicates of arity 2:
s-event’ and m-event’ that are the sure-event and may-event for bitraces. The clauses modeling
the protocol, denoted C’(Co, Kio), are generated by the translation [|P, O, Z|]xHp where p is
a mapping from variables to terms containing potentially diff, H is a conjunction of facts and
formulae. Then, we have C%(Co, kio) = [|Po, 0, 0|J0T po.

10,0, Z||sHp =0
[I"°P,O,I||xHp = [|P,(O,0),(Z,i)||sHp where i is a fresh variable
[IP[Q,0,I][xHp = [|P, O, I[]sHp U [|Q, O, I|]xHp
[Inew a; P, O, Z||xHp = [| P, O, Z||xH(pla — a|Z]])
[lin°(N,x); P,O,Z||xHp =
[|P, (O, 0), (Z,diff[z1, z2])|[]x(H A msg), (fst(Np), z1,snd(Np), z2)) (p[x — diff[z1, x2]])
U{H o1, input’ (fst(Np),snd(Np))} if (N ¢ Apor k < Kkjp) and x1,z2 fresh
[lin°(N,x); P,O,Z|]cHp =
[|1P, (O, 0), (Z,diff[x1, z2])[|6(H A att), (21, z2)) (plz — diff[x1, 22]])
if N € Ay, k > Kip and x1, 9 fresh
[lout(N,M); P,O,Z||cHp = [|P, O, I|]cHp

U{H ot msg/ (fst(Np), fst(Mp),snd(Np),snd(Mp))} it N & Ay or k < Kio
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lJout(N, M); P, O, T{}iHp = [|P, O, Tllwtp U {H 2 att, (fst(Mp), snd (Mp))}
if N e Ag and K > kjo
[llet x = D in P else Q,0,Z||xHp =

ULLIP, O, Zolls(Ho A ¢)(pole — diffpti, pta]]) | (fst(Dp),snd(Dp)) I ((pt1,pta), 0, 6)}
UULI1Q, 0, Zolls(Ho A ¢)(po) | (fst(Dp),snd(Dp)) V' ((fail. fail), o, ¢)}
U{Ho A ¢ 2% bad | ((fst(Dp), snd(Dp)) I ((fail, pt), o, ¢)}
U {Ho A ¢ =% bad | ((fst(Dp). snd(Dp) ¥ (. fail), 0. )}
[levent®(ev); P, O, Z|]xHp = [|P, O,Z|]x (H A s-event'(fst(evp), snd(evp))) p
U{H o1, m-event’(fst(evp), snd(evp))}
[Iphase v'; P, O, Z||xHp = [| P, O, Z|]"Hp if & >k
lIphase x'; P, O, Z||xHp = 0 if ¥ <k
[linsert tbl(My, ..., My); P,O,I|]cHp = [|P, O, Z|]xHp
U{H o1, table, (tbl(fst(Mip), . . ., fst(Myp), tbl(snd(Mip), . .., snd(Myp))}
l|get® T suchthat D in P else Q,O0,Z||xHp =
LHIIP,(0,0), (Zo, Tp'o)[[5(Ho A ¢)(pp'o) | (fst(Dpp'),snd(Dpp')) I ((true, true), o, ¢)}
U{Ho AdAu true 22 bad | ((fst(Dpp'), snd(Dpp')) V' ((true,u), o, ¢)}
U{Ho Ao Au # true 9719, had | ((fst(Dpp'),snd(Dpp’)) IV ((u, true), o, ¢)}

UllQ, 0, ZllxHp
where T' = tbl(z1,. .., Tm), p' = [x; = diff[z], )], and ),z are fresh.

Remark 7. With respect to [CB13], we formally define the translation of phases and tables.
Similarly to correspondence queries, we cannot express in Horn clauses that an element is not
in the table. Thus, the conditions on the table are ignored when executing the else branch. »

4.3.3 Soundness

For biprocesses, we establish two soundness results: one with respect to the convergence of
bitraces, another one with respect to correspondence queries on bitraces. Once again, we

adapt as expected the satisfaction relation - for derivation with bifacts, that we denote F'. In
particular, items [2| and [1] of Definition [18| depend on the clause (RI) instead of .

Soundness for convergence of bitraces. Similarly to our definition of C.(7") on traces,
we define CL(T') on bitraces. For instance, if T' € T(—) then CL(T) = {s-event/(ev, ev’) |
T, i s-event! (ev, ev’) }.

The following lemma shows the soundness of the non-derivability of bad.

Lemma 11. Let Cr = po, Py, Ag be an initial instrumented biconfiguration. Let S, be a set of
predicates such that bad € Sp. Let ki, € N.
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Rio

For all T € trace}(Cr, =), if T is the maximal step in T and —=T[t; then there exists a
derivation D of bad from Cl,(Cr, kio) U C,(Cr) UCST(T) such that T, Sy, ki, H' D.

Remark 8. This lemma is very similar to [CB13l Theorem 1] that states the correctness of
the clauses. Similarly to the case of correspondence queries, this theorem only states that bad
is derivable from the set of generated clauses whereas we prove that T',S,,0 F D. This is once
again required to apply PROVERIF lemmas. >

For correspondence queries on bitraces, we can restrict the set of clauses we consider.
All clause of the form H — bad in C,(Cr, kjp) and C'4(Cy) aim to check whether a bitrace
diverges. Thus we can discard the clauses H — bad. Let us denote C¢(Cy, k;o) be the set of
clauses in C%(Cr, kio) UC'4(Cr) that does not have bad as conclusion. We obtain the following
soundness result.

Lemma 12. Let C;r = po, Py, Ao be an initial instrumented biconfiguration. Let S, be a set of
predicates. Let r;, € N.

For all T € trace}§(Cr, =), for all ground bifacts F different from a sure-event, for all
steps T, if T, 7 565, F then there exists a derivation D of F at step T from C°(Cr, ko) UC,(T)
such that T, Sp, kio ' D.

4.4 Precise actions

We showed in Lemma 2 that all tuples (O,Z) found in the instrumented semantics to be
compatible with one another. However, in the saturation procedure, PROVERIF may build
derivations that do not satisfy this property which may lead to false attacks.

Example 17. Consider Py = new k;out(c, senc(senc(s, k), k));in°(c, x); out(c, sdec(x, k)), po =
[c — ¢[];s — s[]] and the initial instrumented configuration C; = po, Py, {c}. The function
symbols senc and sdec respectively are the symmetric encryption and decryption. Cj satis-
fies the secrecy of s. Intuitively, the process allows the intruder to decrypt only one cypher
encrypted with the key & but not two. Thus, the intruder cannot decrypt senc(senc(s, k), k).
However, from C4(C;) UCp(Cr,0), we can build the following derivation:

atto(s[])

(0) (senc(s{ KD [ atto(seme(a, k) 2HD, i)

atto(senc(s], k[]))

(0) (sene(senc(sl) k1), kD) atto(sene(e K) ™A, iy )|

atto(senc(senc(s(l, k[]), k[]))

0,0 [@) atto(senc(senc(s[], k[]), k[]))}

This derivation will be considered by PROVERIF meaning that PROVERIF will indicate
that it is not able to prove the secrecy of s. However, one can notice that the two tuples
((0), (senc(s[],k[]))) and ((o0), (senc(senc(s|], k[]), k[]))) are not compatible hence this deriva-
tion cannot correspond to a real trace of the instrumented semantics. >
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To prevent PROVERIF from failing on such cases, the set of clauses Cp(Cy, K40) is aug-
mented with an event precise when translating inputs and table lookups as follows:

[in°(M,z); P,O,I|kHp =

[P, (O,0),(Z,2")]x(H A s-event(o[Z], precise(z')) A msg,(Mp,x"))(p[x — 2'])
where 2’ is a fresh variable and Z is obtained from T by keeping only the session identifiers
[get® T suchthat D in P else Q,k,O,H,Z]p =

{[P,(0,0),(Zo, Tp'o)]kx(Ho A s-event(o[Z], precise(Tp'a)) Atables(Tp'a) A ¢)(pp'a) |
equals(Dpp', true) | (true, o, @)}

U[Q, K, O, M, T]p

where T = tbl(z1, ..., 2m), p = [z; — 2}, 2} fresh variables and Z is obtained

from Z by keeping only the session identifiers

To ensure that PROVERIF only considers derivations that satisfy compatibility, we rely on
the newly introduced events precise and the following axiom:

event(o, precise(x)) A event(o, precise(z')) =z = 2/

This axiom indicates that whenever the derivation contains two events precise with the same
occurrence, they should also have the same input messages.

Example 18. Continuing Example we obtain the following derivation with the augmented
set of clauses Cp(Cr,0):

atto(s[])

(0), (M) [atto(senc(x, E[]) A s-event(o]], precise(senc(x, k[])) o) (senclz ), atto(x)]

s-event (o], precise(My))

atto (M) [S_event(o[],precz'se(Ml))}

(0), (Mp) [atto(senc(x, E[]) A s-event(o]], precise(senc(x, k[])) o) (senclz ), atto(x)]

(e Nent(o[] ,precise(Ms))

0,0 @0, atto(Ma) [s—event(o[],precise(Mg))J

with My = senc(s[], k[]) and Ma = senc(senc(s[], k[]), k[]). On this derivation, the application
of the axiom will allow PROVERIF to find a contradiction since M; and M, cannot be equal.
Hence the derivation will be discarded. >

Remark 9. In PROVERIF 2.00, the compatibility property is only taken into account during
an attack reconstruction but not during the saturation procedure. >

Remark 10. The precise axiom is the only built-in axiom in PROVERIF as we provide a proof
in this paper of its correctness. Note that PROVERIF does not prove any of the user-defined
axioms. >
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5 Saturation procedure

In this section, we describe the saturation procedure we use to prove the existence of a deriva-
tion for bad or facts in correspondence queries. We will first explain the resolution rule and
selection function that are at the heart of the procedure. Second, we will present the clas-
sic simplification rules that are already used by PROVERIF. Third, we will present our new
simplifications rules based on lemmas. Finally, we will show how the saturation procedure
handles inductive queries. With this final set of simplifications rules, one can note that the
saturation procedure will from now depend on the query.

Note that in the implementation, PROVERIF uses two different saturation procedures, one
for equivalence queries and another one for correspondence queries. While both of them are
based on the same principle, i.e. generating new rules by resolution, they apply different sets
of simplification rules. Therefore, when describing the latter, we will clarify whether these
simplifications are for correspondence or equivalence queries.

Our saturation procedure removes the labels (O, T) on clauses in Cp(Cr, ko) and C (Cr, Kio).
Intuitively, since we have recorded the information they provide within event precise (see Sec-
tion , we don’t need them in the saturation procedure.

5.1 Resolution rule and selection function

The saturation procedure will generate new clauses by combining two existing clauses. Assume
that C is a set of clauses, the resolution rule proceeds as follows:

H—-CeC FANH —C eC o = mgu(F,C)
HoANH'oc— Clo

(Res)

The resolution rule allows to shorten the size of the derivations, e.g. a derivation for an
instance C'o could directly use the newly generated rule instead of the two rules H — C
and F' A H' — (' separately. To avoid trivial termination issues, the application of (Res) is
restricted by a selection function. In particular, the resolution procedure is parameterized by
a set of facts that cannot be selected.

Definition 19. We say that a fact F' is unselectable when F' is of the form att;(u), s-event(ev)
or s-event’ (ev) for all (may-fail) variables u, for all i € N and for all events ev. We denote
by Fyuser the set of unselectable facts.

We say that sel is a selection function for Fyse when sel is a function from clauses to sets
of facts such that:

° sel(H — C) CH \ Fuser

o attl (z,2') € sel(H A ¢ — C) implies that x or &’ is a variable of ¢ and for all F €
H\Fyser, F =attl,(y,y) for somey,y', K.

o IfC € Fyser and sel(H — C) =0 then for all facts F € H, F € Fy .

For the rest of this paper, we will fix a set of unselectable facts [F,,5.; and a selection function
sel. The resolution rule is applied only when sel(H — C) = () and F € sel(F AN H — ).
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Remark 11. The main goal of the saturation procedure is to apply the resolution rule until
reaching a fixpoint. Thus, the more restrictive the selection function sel is, the more likely the
procedure will terminate. However, it also reduces the precision of PROVERIF since it will stop
resolving fact in more cases. This is one of the reason the default selection function focuses
only on may-events and attacker facts containing only variables: May-events by definition
cannot be solved; an attacker fact with just a variable indicates that the attacker can generate
any term to instantiate the variable. In particular the attacker can replace the variable by a
fresh name, which would not have required any resolution. >

5.2 Classic simplification rules

After generating a new clause by resolution, PROVERIF applies multiple simplification rules.
Some of them are standard and hold for both equivalence and correspondence queries.

CU{FANH — F}
C
CU{HNHAN¢— C} HoCH o= ¢po dom(o) N fu(H,C) =0
CU{H A ¢po — C}

(Taut)

(Red)

Cufatty(zx) NA\HA G — C} x does not appear in H, C
CU{HAN¢— C}

(Att)

CuU{att, (z,y) N\HAN ¢ — C} x and y do not appear in H, C
CU{HAN¢p— C}

(Att")

The rule (Taut) removes a clause that has a fact as both hypothesis and conclusion. The
rule (Red) removes redundant facts from the hypotheses of a clause. The rule (Att) and the
equivalent rule for bitraces (Att’) removes a fact att,(z) where the variable z does not occur
anywhere else in the clause other than in the constraint formula. Intuitively, we can always
obtain an equivalent derivation where we replace x by any fresh name from the attacker or by
a natural number that satisfies the constraint formula. As previously mentioned, PROVERIF
always applies the most general unifier of equalities in the formula when it exists or discards the
clause otherwise. PROVERIF also considers transformations for simplifying the disequalities.
These transformations only modify the formulas in the clause and preserve their solutions. In
particular, it discards the clause when the disequalities are not satisfiable. We will regroup
these transformations under one rule that we call (Rg). We refer the reader to [BAF08| Blal6]
for more details.

Vanilla PROVERIF also considers specific transformation rules to deal with data construc-
tor function symbols. By definition of the clause , we know that for all g/m € Fyutq, for
all phases n, the following clauses are in C 4(Cy).

att, (1) A ... Aatt,(z,) — atte(g(z1,...,20)) (Rfy)
att,(g(z1, ..., 2m)) = atte(z;) foralli e {1,...,m} (Rf,9)

Hence on a clause R = H A att,(g(Mi,...,M,)) — C where g € Fgarq, we can apply the
resolution between R and Rf,. This would lead to the rule H Aatt, (M) A. .. Aatt,(M,,) — C.
Similarly, on a clause R = H — att,(g(Mx, ..., My,)) we can apply the resolution between R
and Rf_s leading to the rules H — att,(M;) forall ¢ € {1,...,m}. To speed up the saturation
procedu}e, we always apply these resolutions, which lead to the following transformation rules.
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CU{R = (atty(g(M1,...,My)) NH — C)} 9 € Fiata R # (Rfs) for all i
CU{att, (M) A ... Nattg(My,) NH — C}

(DataHyp)

CU{R = (H — att(g(Mi,...,Mp)))}  9€ Faua R# (RE)
CU{H — att.(M;)}7,

(DataCl)

As usual, we have a version of these two transformation rules for bitraces that we de-
note DataCl’ and DataHyp’ where bifacts att (g(Ma, ..., M), g(N1,. .., Ny,)) are split into
att;(Ml, Nl), ey att;(Mm, Nm)

5.3 General redundancy

The rule Red focuses on redundant facts within a clause. More generally, we also consider a
transformation that checks whether a clause itself is redundant with respect to the rest of the
clauses with no hypothesis selectable. Intuitively, we will remove a clause R with sel(R) = ()
if for all derivations using R, we can build another derivation for the same fact that does not
use the clause R. We formally define this notion by introducing partial derivations.

Definition 20. Let C be a set of clauses. Let F be a fact (not necessarily closed). A partial
derivation D of F' from C is a finite tree defined as follows:

e its nodes can either be unlabeled or be labeled by clauses R € C. Furthermore, the root
is never labeled and all internal nodes (i.e. not the root nor leaves) are labeled.

e incoming edges of unlabeled leaves can be labeled by facts or formulae. All other edges
are only labeled by facts.

o if the tree contains a node labeled by R with one incoming edge labeled by Fy and n
outgoing edges labeled by Hy, ..., H, (possibly facts or formulae) then R 3 Hy A ... A\
H, — Fy.

e the root has one outgoing edge, labeled by F.
e a node cannot be labeled by a clause att(x) AN H — att (z) where H # 0 or k' # k+ 1.

We denote by Fys(D) the set of all facts and formulae labeling the incoming edges of unlabeled
leaves. We also denote by F4(D) the set of all facts labeling the incoming edges of labeled
nodes.

Intuitively, the leaves without label are facts that haven’t been solved by resolution yet.
Moreover, the last item of the definition indicates that the phase can only be changed by
application of the clause [Rap]

The general redundancy transformation rule is thus defined as follows:

CU{H — F} C'={R €C|sel(R) =0} sel(H— F) =10
3 D partial derivation of F' from C’ s.t.
Fus(D) - F 3 H — F and pred(Fs(D))NS, =0
C

(GRed(S,))
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Note that the rule is parametrized by the set of predicates S,. This is the same set we use in
Theorem [1|to prove the soundness of the initial set of generated clauses w.r.t. the instrumented
semantics. As previously mentioned, the set S, represents the set of predicates that we need
to prove in the correspondence query. For the facts with these predicates, it is crucial that
we preserve the order in which they are satisfied in the trace (as stated in Definition .
However, in the rule GRed(S,), when we replace a clause H — F' by the derivation D, there
is no guarantee that the facts in F4(D) are satisfied by the trace. Therefore, we only apply
the transformation if pred(Fs(D)) NS, = 0.

Specific rules for equivalence properties As previously mentioned, we assume that the
destructor equals is defined by the following set def(equals):

equals(z, x) — x; equals(fail, u) — fail
equals(u, fail) — fail;  equals(z,y) — fail || x #y

Therefore, in the clauses for the attacker, two of the instances of the clauses (Rf’) will be:

att),(z,2") A att) (z,y') A2’ # ¢y — att] (z, fail)
att) (x, 2") A att] (y,2') Az # y — att) (fail, 2’)

By simple resolution between these clauses and (RBadl’) and (RBad2’)), we obtain the clauses

att) (x,2") A att] (z,y') A2’ # y' — bad
attl (z,2') A att] (y,2') Az # y — bad

We can be more general by considering two attacker facts that are not in the same phase
thanks to the rule (Rap’). Hence we have the following two rules:

att] (x,2) Aattl, (x,y') A2’ #y — bad (REq1)
att) (x,z") Aattl, (y,2') Az # y — bad (REq2)

These clauses allow us to apply the following simplification rules.

CU{R = (att’,(M,N) Aatt',(M,N') A\H - C)} R+ (REq])
CU {attl,(M, N) Aatt", (M, NY A H A (N = N') — C}

(Eqi)

CU{R = (att,,(N, M) Aatt, (N, M) ANH - C)}  R# (REq2)
C U {att), (N, M) Natt (N, M) NHA (N =N') = C}

(Eqz)

Indeed, if a derivation of bad exists where the last clause is R and N # N’, then we can
replace the application of R with (REql) or (REq2)) and derive bad immediately. Therefore,
we can restrict R to apply only when N = N’.

5.4 Natural numbers

As mentioned in Section formulae now contain predicates on natural numbers, such as
M > N, -nat(M) and nat(M). The simplification rules presented in this section aim to
determine whether they are satisfiable or if some equalities are forced by these predicates.
Following the work in |[CCT18|, we rely on the algorithm of Pratt [Pra77| for checking the
satisfiability of inequalities.
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Proposition 2 ([CCT18|). There is a polynomial time algorithm checkeq that given a con-
Junction ¢ of inequalities between terms returns:

o | if ¢ has no solution

e a substitution o’ such that for all solutions o of ¢, there exists a substitution § such that
o=ad}.

Relying on the algorithm checkeq, we can consider the following simplification rules specific
for natural number predicates.

CU{HAN¢p—C} ¢ =N\; M; > N; checkeq(¢) = o
CU{Ho AN ¢po — Co}

CU{HA¢p—C} ¢»=N\,M; > N; checkeq(¢) = L
C

In [CCT18|, the negation of M > M’ is directly translated into M’ > M + 1. This is only
possible because they consider a semi-typed attacker differentiating terms of type natural
number from other terms. As such, in a process in(c,z : nat); P, x can only be instantiated
by a natural number. In this work however, we consider a fully untyped attacker. Therefore,
in our setting, the semantics of M > M’ is that both M and M’ are natural number and M 1is
greater than M'. Thus, the negation of M > M’ is —nat(M)V —nat(M')V M’ > M + 1. The
following transformations handle the predicates —nat(M), nat(M) and check that all terms
M, M’ in an inequality M > M’ can be natural numbers.

Cu{M>MANH—C}
CU{nat(M)Anat(M'YNM > M NH — C}

CuU{nat(succ(M))NH — C}
Cu{nat(M)NH — C}

C U {—nat(succ(M)) NH — C}
Cu{-nat(M)NH — C}

CuU{nat(f(My,...,M,))NH — C} f & {succ, zero}
C

CU{—nat(f(M1,...,M,))NH — C} f & {succ, zero}
CU{H — C}

CU{—-nat(M) Anat(M)\NH — C}
C

It is easy to see that these transformations preserve the solutions of a formulae. In the
rest of this paper, we will regroup all these transformations into a single transformation rule,
called Nat, which typically corresponds to the application of these rules on a formula of a
clause until either reaching a fixpoint or until removing the clause from the set (when the
formula has no solution).
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Specific rules for correspondence properties By definition, an attacker knows all nat-
ural numbers since the function symbols zero and succ are public. In particular, the following
clauses can be found in C4(Cy):

att,(x) — att,(suce(x)) (R+)
— atty(zero) (RO)

Hence, when the resolution generates a clause H A ¢ — att,(M) where M is a natural
number, we can ignore this clause. This is sound since we can always build a derivation of
att, (M) from the clauses (R+) and (R0). Note that this derivation satisfies any trace from
trace}5(Cr,—i) as they require the attacker to always build the natural number used in the
trace at its beginning.

The rule is thus formalised as follows:

CU{R=(HAN¢ — att,(M))} ¢ = nat(M) R ¢ {(R+),(R0)}
C

(NatCl)

Specific rules for equivalence properties As in the correspondence properties, the fol-
lowing clauses are in C'4(Cy):

attl (x,y) — att,(suce(x), succ(y)) (R+)
— att/(zero, zero) (RO")

Thus we can once again apply a simplification rule when the conclusion of a clause is a natural
number.

CU{R=(HA¢ = att.(M,M))} ¢ nat(M) R¢{(RD),(RO)
C

Additionally when we obtain a clause R = (att),(M,N) A H — C) where M or N is a
natural number, we can enforce that M = N. Indeed, we know from Definition [12] that we
only consider traces where the attacker build the natural number in the trace directly at its
beginning. Thus, intuitively, if a derivation relies on the clause R, then it would imply that
T,7 7 att), (M, N) for some step 7 and that there is a derivation D of att] (M, N). By a
minimality argument, we can assume that D does not rely on the clause R. (Otherwise, there
is a smaller derivation D’ of att, (M, N) within D.) Assuming that M € N and M # N ,
we would therefore be able to build a derivation of bad using D, the clause and the
derivation of att],(M, M) using the clauses (R+’) and (R0’). Note that this derivation of bad
does not use the clause R.

(NatCl’)

Cu{att, (M,N)ANHAN¢ — C} ¢ = nat(M) V nat(N)
Cu{att,(M,N)AHANPAN(M =N)— C}

(NatHyp’)

5.5 Applying PROVERIF lemmas

As mentioned in Section [2.4] we introduce in this paper PROVERIF lemmas that are cor-
respondence queries F1 A ... A F,, = 1 that do not contain any injective event nor nested
query. These lemmas are typically declared and proved before the current queries. Thanks
to Lemma [T, we know that all queries can be transformed into queries in disjunctive normal
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form (DNF). Hence, we assume in this section that all lemmas are in DNF. In this section,
we will denote £, L, ... the sets of lemmas.

Concretely, given an initial instrumented configuration Cy, an integer k;,, a set of PROVERIF
lemmas £ and a 10-k;,-compliant query o, PROVERIF will first try prove that C; satisfies all
lemmas in £ without any assumption, then it will prove that C; satisfies ¢ using the proved
lemmas in the saturation. In that respect, PROVERIF will thus saturate twice the main set of
clauses C4(Cr) U Cp(Cy, ki), once to prove the lemmas in £ and a second time to prove the
query o but using the simplification rules we describe in this subsection.

In Lemma , we showed that for all predicate sets S, for all executable facts F' in a
trace T' at step 7, there exists a derivation D of F' such that T, S,, ki, = D. In particular,
T, Sy, kio - D indicates that for all facts F' in D, if pred(F') € S, then T, 7' 7i5 F' for some
7/. Thus, given a lemma Fy A ... A F, = \/[%, ¢;, if there exists a substitution o such that
Fio,...,F,o are facts of D with allowed predicates (i.e. predicates in S,) then it implies that
there exists ¢ € {1,...,m} such that ;o holds on the trace T'.

This property is the core of the simplification rule below. For this rule, given a conjunc-
tion of atomic formulas v, we denote by [¢]**"¢ the formula obtained from v by replacing
all events event(ev) with sure-events s-event(x, ev) with x a fresh variable and all bievents
event/(ev, ev’) with sure-events s-event’(ev, ev’). Similarly, given a query conclusion 1, we
denote by [¢]™* the query conclusion obtained from v by replacing all events event(ev) with
may-events m-event(z, ev) with x a fresh variable and all events event(ev, ev’) with may-
events m-event’(ev, ev,”). Moreover, we denote by Cgy the set of clauses containing for all
phases the clauses , , , , (Rfy), (Rf’g), (R,f;_ig) and (Rfﬁig) for all g € Fyata
and ¢. Note that since the function symbols succ and zero are data constructors, the set Cgg
contains the clauses for natural numbers (R+) and (RO).

CU{R=(H - C)} N Fi= Vi) €L R Cag
Vi, pred(F;) € S, and either [Fyo|*""¢ € H
or ([Fio|™® = C and Vj,VF € ¢;, mgu([Fo|™¥,C) = 1)
CU{H A [¢jo]*me — CHL,y

(Lem(L,Sp))

Notice that we require [F;o|**"® € H and not Fyo € H. Indeed, events in lemmas are
expressed using the predicate event whereas events in the hypotheses of a clause are expressed
using the predicate s-event. Similarly, when matching a the premise of the lemma with the
conclusion C, we require that [F;o|™® = C and not F;o. Notice that in this case, we also
require the conclusion C' to not be unifiable with any of the events in the conclusion of lemma
\/}nz1 ;. The reason for this condition is that we want to ensure that any events in the
hypotheses of a clause occurs strictly before the conclusion of the clause. However, a lemma
only guarantee us that the events in \/;":1 1j occur before or at the same time as the fact
F;. Hence, by requiring that the conclusion C' is not unifiable with any events in \/;n:1 )i, we
ensure that they occur strictly before C.

Finally, notice that we prevent lemmas to be applied on clauses in Cgyq: these clauses
are useful to guarantee some properties of the resolution algorithm, and so should not be
modified by applying lemmas. Applying lemmas to these clauses is also unlikely to bring
useful information during the saturation procedure.

Applying inductive lemmas The rule Lem(£,S,) can only be applied when PROVERIF
already proved that the lemmas in £ are true. For proving an inductive lemma, we can in fact
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use a similar simplification rule. As mentioned in Section [3.3] we prove queries by induction
on the size of the trace and the multiset of the steps on which the hypotheses of the query are
satisfied.

As for the application of non-inductive lemmas, we know from Theorem [I] that for all
predicate sets S, for all executable facts F' in a trace T' at step 7, there exists a derivation D
of F such that T, S,, ki, = D. Hence by Definition for all nodes of the derivation, if the
rule labeled on the node is not the rule then all facts on the outgoing edges of the node
(i.e. its hypotheses) are satisfied by the trace at a step strictly before the fact on the incoming
edge (i.e. its conclusion), provided they have predicates allowed by S,. Moreover, Item
of Definition (18| indicates typically that when a fact att,(f(Mi,...,M,)) with f € Fgarq is
in the hypotheses of a rule then either the rule is a projection rule or 7,7y F} F when
pred(F) € S,. Therefore, we can apply on these facts our inductive hypothesis. Note that
even if the conclusion of the clause may not have an allowed predicate, the main derivation
will necessarily have allowed predicates in its conclusion since we are proving the query by
induction.

CU{R=(H—>C)} R¢Cu
(/\?:]_ E = \/;n:]_ ¢]> S £ VZ,pTed(E) [ Sp and |>F‘Z.0-—|Su1”e c H
CU{H A [9;0177 > OYL,

(Ind(L, Sp))

5.6 The saturation procedures

We combine the simplification rules to define our saturation procedures for both correspon-
dence and equivalence queries. Let £, £; be two sets of lemmas. Intuitively, £ is the set
of lemmas that was already proved whereas £; is the set of inductive lemma obtained from
queries that need to be proved by induction. Let C be a set of clauses. Let S, a set of pred-
icates. We define the algorithm simplifyﬁ’: l:i((C) as the repeated application on C of the rules
Taut, Red, Att, Att’, Ry, DataHyp’, DataHyp, DataCl, DataCl’, Nat, NatCl, NatCl’, and the
rules Lem(L, Sp), Ind(L;,Sp) until a fixpoint is reached.
We say that a clause is simplified when it is left unchanged by the rules used in simplify‘z’: . (C)

other than the rules Lem(L,S,) and Ind(L;,S,). As such, all clauses in simplifyifﬁi(((:) are
simplified.

Note that simpIify‘Zf’ 3 (C) includes the application of the rules on clauses and biclauses.
However, the syntax of clauses and biclauses being distinct, in pratice a rule for biclauses will
never be applied when proving a correspondence query and vice-versa.

We also define the function condenses,(C) that eliminates from C the clauses that are
subsumed by other clauses from C and that applies the rule GRed(S,) repeatedly until a
fixpoint is reached.

Finally, we define the algorithm satu rate‘Z’: r,(C) that (i) applies condensegp(simplify‘zfﬁi (C)),
(ii) generates a new clause R by application of the resolution rule Res and simplifies it hence
generating a new set of clauses C' = simplify‘Z’: . ({R}), (iii) condenses the set C' with the
current set of clauses, (iv) repeats the steps (ii) and (iii) until a fixpoint is reached, (v) returns
the set of clauses R such that sel(R) = 0.
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5.7 Soundness of the saturation procedures

The soundness of the saturation procedure holds for all sets of clauses that satisfy some
origination property defined as follows.

Definition 21. We say that a clause H — C is well originated when

e for all variables x (different from a session identifier variable), if x occurs in C (resp.
fst(C), snd(C)) or in a fact F (resp. fst(F'), snd(F)) of H different from an event (resp.
bievent) then there exist F' in H and a term M such that x occurs in M and either
F' = att, (M) (resp. fst(F'),snd(F")) or F' = att,(N, M) (resp. fst(F'),snd(F")) for
some N or F' = table,(M) (resp. fst(F"),snd(F")).

e if C is a fact with phase k then for all facts in H with phase k', we have k > K'.
A set of clauses is well originated when all its clauses are well originated.

In terms of processes, the well-origination property states that all variables in the clauses
have always been introduced by an input or a table lookup. Moreover, it also states that
phases can never decrease. All clauses generated by PROVERIF are in fact well-originated.

A mentioned in Section 3.3 PROVERIF is now capable of proving queries by induction and
can rely on lemmas. Therefore, our soundness results also exhibit the inductive hypotheses
and lemmas. We gather these properties in the predicate Hype ¢, (T, 7) defined below.

Definition 22. Let C; be an initial instrumented configuration. Let L, L; be two sets of
lemmas. Let R be a set of fully 10-k;o-compliant restrictions. Let T be a tuple of steps. Let
T € trace}5(Cr, —i)ir- We define the predicate Hypr o, (T, 7) to hold if and only if
o forall p € L, (F}§, i, tracets (Cr, —i)|R) F 0;
e for all o € L;, for all T" € trace}5(Cr, —i)r, for all tuples of steps 7', if (T',7') <ind
(T,7) then TH(T', 7).

We can now state the soundness of the saturation procedures.

Theorem 2. Let Cr be an initial instrumented configuration. Let S, be a set of predicates.
Let L, L; be two sets of lemmas. Let R be a set of fully 10-k;,-compliant restrictions. Let
T € tracej5(Cr, =) |r -

For all well originated sets of clauses C containing Cgq, for all derivations D of F' at step
7 from CUC.(T) such that Hypr c,(T, (1)) and T, Sp, kio = D, there exists a derivation D' of

F at step T from saturate‘z”uR £,(C)UC(T) such that T, Sp, kio = D"

In Lemma [I2] we showed a soundness result for correspondence queries on bitraces by
focusing only on the set of the clauses C¢(Cy, ki,) which does not contain clauses with the
fact bad as conclusion. Hence, the natural next step would have been to saturate only the
set C¢(Cr, Kkio). However, our experiment showed that on many examples, the saturation
would enter a loop and never terminate whereas the saturation on the full set of clauses
C%(Cr, kio) U C/4(Cr) would terminate. At first glance, this result may seem counter intuitive
as C°(Cy, ki) is strictly included in C%(Cy, ki) U C'4(Cr). However, one of the main reasons
for this behaviour comes from our definition of subsumption (Definition in which a clause
with bad as conclusion can subsume a clause with a conclusion different from a fact bad.
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This definition of subsumption is tailored for equivalence properties as it indicates that we
can remove a clause if we are already able to derive bad from its hypotheses. However, when
removing all clauses with bad as conclusion, clauses that would have been removed are now
kept in the saturation which leads to the termination issues we experimented. To circumvent
such problems, we allow some clauses with bad as conclusion to be saturated. Next theorem
shows that we can consider a flexible set of clauses to saturate. Once again, we consider the
predicate ”Hyplﬁ@ (T, 7) for the bitrace T' and tuple of steps 7.

Theorem 3. Let C; be an initial instrumented biconfiguration. Let S, be a set of predicates.
Let L, L; be two sets of PROVERIF [0-k;,-compliant lemmas on bitraces. Let R be a set of
fully 10-k;o-compliant bi-restrictions. Let T' € tracelo(Cr, —ir)|r -

For all well originated sets of clauses C containing C.,,, for all derivations D of F (F
possibly being bad) at step 7 from C U C,(T) such that Hyp o (T, (7)) and T,Sp, kio ' D,

there exists a derivation D' of either F or bad at step T from saturate‘Z‘CJRﬁi (C)UCL(T) such
that T, Sp, kio H' D'

Since we added possibly some clauses with bad as conclusion, Theorem [3|indicates that we
may not be able to build a derivation of the fact F' but rather a derivation of bad. In such a
case, PROVERIF cannot prove the correspondence query. Though this is a limitation w.r.t. the
correspondence query, this is still satisfactory in the context of equivalence queries. Indeed,
correspondence queries on bitraces are introduced in PROVERIF only as lemmas for a proof of
equivalence. Hence, if the saturation for the correspondence query yields bad to be derivable,
we can deduce that the lemma would not be sufficient to help proving the equivalence query
itself (as it would most probably also yield a derivation of bad).

In the implementation PROVERIF, we had to decide how to choose C°(Cr, kip) € C C
Ch(Cr, Kio) UC/4(Cr). Taking C too close to C(Cr, ki) UC'4(Cr) would help terminating but
would often derive bad. On other hand, taking C too close to C¢(Cy, ki) would often lead
the saturation procedure into a loop. Experimentation showed that a good tradeoff would be
to remove all clauses with bad as conclusion in (C;;(CI, Kio) but to keep all the clauses from
C’4(Cr). Intuitively, it means that we let the attacker distinguish processes from its knowledge
while preventing him from distinguishing the processes through their control flow.

Remark 12. Lemmas on bitraces are best proved by induction since the inductive hypothesis
is also applied during the saturation procedure. This increases the chances to avoid obtaining
a derivation of bad. >

6 The solving procedure

The saturation procedures described in section [f| provide a simplified set of clauses such that
all executable facts are derivable from this set of clauses. In this section, we describe how we
verify that a correspondence or equivalence query holds on the set of saturated clauses.

6.1 The conjunction predicate

The correspondence queries we aim to verify are of the form Fy A ... A F,, = 1 meaning
that we need to find derivations for instantiations of Fiy, ..., F,. However, the saturation only
provides us with clauses H — C' where C is a single fact. Therefore, we introduce a new
predicate that will represent the conjunction of facts F1 A ... A Fj,.
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Definition 23. Consider a sequence of predicates seq = [p1,...,pn| with i1,..., i, their re-
spective arity. We define the predicate conjg., as a predicate of arity ix + ... + in. The
conjunction of facts N\j_, p/rg(pt”f7 . ,ptfk) 1s then represented by the following comjunction
fact F:

F = conjseq(pt%, e ,pt%l,pt%, coL Pty Pt )

Intuitively, the conjunction fact F' regroups all the arguments of all facts px (pt’f, e ptfk)
in its own arguments.

Ezample 19.  Let seq = [m-event, m-event]. The clause s-event(o1[], A) — conjg,(02[], B, 03[,
represents that when both events B and C are executed respectively at occurrence oz[] and
03] then the event A was previously executed at occurrence o1[].

Note that it is important for seq to be a sequence and not a set. By being a sequence, we
can retrieve from a conjunction fact the corresponding conjunction of facts. >

For sake of simplicity, we will now denote by A, F; the conjunction fact representing
Ni=y Fie
Remark 13. Note that in the rest of this section, even if the sequence seq contains only one
predicate, we will still rely on the predicate conj,, for the solving procedure. >

6.2 Ordered clauses and derivations

Given a query A, F; = 1, we use the conjunction predicate A;_, F; to generate a set of
clauses that represents any executable instantiation of A, F; and that we compute from

the set of saturated clauses Cg,; obtained with saturate‘z’: Li(C) as described in the previous
section.

Intuitively, we will saturate the set of clauses Coor U {A\;_{[Fi]™Y — Aio,[Fi]™¥}. At
the end of the saturation, the set of clauses with no selectable hypothesis and whose conclusion
is an instance of \;_,[F;]™* will represent the set of possible executable instantiations of
Nizy Fie

We cannot however reuse exactly the saturation procedure saturate‘Z”’ﬁi (C) due to the
transformation rules for proving PROVERIF lemmas by induction. Indeed, these rules rely on
the fact that we only consider derivations of a fact that satisfy T',Sp, ki, = D. In particular,
an inductive lemma is applied during the saturation because we know that all facts in the
hypotheses occurs strictly before the conclusion. Since we now consider conjunction of facts
with the clause A [F;|™% — Ai_,[F;]™%, we would like to apply the inductive lemma
when the hypotheses of the clauses on which the lemma is applied satisfy the strict inductive
order <;pq defined in Section [3.3] and in particular the strict order on multisets of steps.

To achieve this, in a clause H — A, F;, we augment each fact F’ in H with a partial
function that indicates whether the fact occurred before or strictly before each fact F; of the
conclusion. Hence assuming that the facts F; are satisfied at steps 7; in the derivation, these
partial functions allow us to compute whether some facts FY,..., F), in H satisfied at step
Ty .., Tp, verify the strict order {r{,..., 7.} <m {m1,-.., ™}

Definition 24. We call ordering function a partial function 6 : N — {<, <}. We call ordered
facts, denoted F°, a fact F annotated with an ordering function 8. Finally, an ordered clause
is a clause of the form H — A\, F; where each elements of H are ordered facts.
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Example 20. Consider the ordered clause:

02

s-event (o1, ev1 )% A s-event (0, ev2)?? — m-event (o3, ev3) A m-event (o4, evy)

with §; = [1 = <;2 — <] and 62 = (). The clause indicates that event ev; occurs before (not
necessarily strictly) evs, and occurs strictly before evy. However, since d; = ), we have no
indication other than evy occurs before evs or evy (not necessarily strictly). >

When the partial function 4 is not specified in an ordered fact, we assume that § = ().

Definition 25. Let S, be a set of predicates. We say that an ordered clause Fl‘sl/\. AEO NG —
C satisfies S, when for alli € {1,...,n}, if pred(F;) ¢ Sp then < & img(0;).

We now extend the notion of derivation to take into account ordered clauses.

Definition 26. Let x;, € N. Let Cyqy be a set of selection-free clauses. Let C be a set of
ordered clauses. Let F = \i_, F; be a closed conjunction fact. Let T = (11,...,7,) be a tuple
of steps. An ordered derivation D of F at steps T from C and Cgot is a finite tree defined as
follows:

1. the root is unlabeled; the child of the root is labeled by an ordered clause from C and all
other nodes are labeled by clauses in Cgyqy;

2. the incoming edge of the child of the root is labeled by F,T; all other incoming edges of
nodes are labeled by a fact and a step;

3. if the child n of the root is labeled by a clause R = G‘fl A... NG N ¢ — C then there
exists a substitution o and some steps 17q,,...,7q,, such thatt=; po, Co = F and n has
m children n1, . ..,nm where for all k € {1,...,m},

(a) the edge between n and ny, is labeled by Gro, 7, ,
(b) the subtree rooted in ny, is a derivation of Gro at step 1q,, and
(¢c) forallie{1,...,n}, if 6x(i) is defined then 1¢, k(i) 7.

Let T be a 10-kio-compliant trace. Let F = \! | F; be closed facts and 7 = (71,...,7)
be a tuple of steps. We say that T satisfies an ordered derivation D of F' at step 7 w.r.t. Sy,
denoted T, Sp, Kio = D when

1. forallie{1,...,n}, T,7 78 Fi;

2. if the child n of the root is labeled by a clause R = Gfl Ao NGO A ¢ — C with
Go,T
My Nm children such that for all k € {1,...,m}, n N M. then we have for all

ke {1,...,m}, the subderivation Dy rooted in ny satisfies T, Sy, Kio - Di;

Intuitively, an ordered derivation is a conjunction of multiple derivations that may share
hypotheses and that satisfy the ordering functions of ordered clauses. In particular, item [3c| of
the definition indicates that when the ordering function dx () is defined, i.e. either 0y (i) = <
or 0x(1) = <, the steps 7¢, and 7; must satisfies the ordering function, i.e. 7q, < 7 or 7¢, < 7
respectively.
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6.3 Ordered transformation rules

The saturation procedure described in Section [5|only takes into account standard clauses and
so we need to modify all transformation rules for ordered clauses.

Resolution rule. As mentioned in the beginning of this section, the solving procedure
typically aims to saturate the set of clauses Cgqr U{ A [Fi]™™ — Ai;[Fi]™*}. Note that
all clauses R in Cgq satisfy sel(R) = () and no more transformation rules can be applied on
them. Hence, we can separate them from the set of clauses we will build through the solving
procedure. In particular, we can show a simple invariant that conjunction facts can only
occur as a conclusion of a clause. Thus, the application of the resolution rule is necessarily
between a clause H — C in Cgq and an ordered clause H, A F® — A?:l F;. Recall that
Theorem [2] indicates that we are only interested in derivation where all facts of the hypotheses
of a standard clause are satisfied strictly before its conclusion unless their predicates is not in
Sp. Hence, when applying a resolution between C' and F 9 it implies that all facts in H are
satisfied strictly before F' and the ordering function § can be strictly propagated to the facts
in H.

Formally, given an ordering function §, we denote by §< the partial function with the
same domain as § and such that 6<(7) = < for all i € dom(d). The resolution rule is therefore
defined as follows:

BAN.ANE, = CcCuy FOANH, = C' eC o = mgu(F,C)
for all i € {1,...,n}, 6; =< if pred(F;) € S, else §; =0

FlgA...ANFiro NHyo — Clo

(Reso(Sp))

Ordered subsumption. We also need to modify the subsumption definition so that it takes
into account the ordering functions on facts.

Definition 27. Given two ordering functions § and &', we denote § 3, &' if for all j € N,
(i) if 6(j) is defined then 6'(j) is defined (i) if 6(j) = < then §'(j) = <.

Given two multisets Hy and Ho of ordered facts, we denote Hy C, Hy if H| = {{Fl‘sl, . ,an}},
Hy = {{Ffi,...,Fgg}} U HY and for alli € {1,...,n}, 6; J, 0.

Let Hy AN ¢1 — C1 and Ho A ¢po — Co two ordered clauses. We say that Hy N ¢1 — Cy
subsumes Ho N\ ¢pg — Co, denoted (Hy A ¢p1 — C1) I, (Ha A ¢ — C3), when there exists o
such that (i) either Cio = Cy or Cy = bad (ii) Hio C, Hy (iii) ¢2 = ¢10.

Note that Definition 27| only differs from the original definition of subsumption (Defini-
tion on the notion of multiset inclusion C, of ordered facts . Typically, we need to ensure
that the subsumed ordered clause Hy A ¢o — C5 has stronger ordering functions w.r.t. the
subsuming clause H1 A ¢1 — C1. In particular, the subsumption of ordering function satisfies
the following property.

Lemma 13. Let 6,8 two ordering functions such that & 3, &'. For all steps 7,7, for all
i € dom(0), if T 0’ (i) T’ then T §(i) 7'.

Proof. Let 7,7" two steps and ¢ € dom(d) such that 7 ¢'(i) 7. Since ¢ € dom(d), then either
d(i) = < or 6(i) = <. In the former case, we deduce from ¢ J, ¢’ that ¢’(i) = < = §(¢). Hence
7 8'(i) 7" implies 7 6(7) /. In the latter case, we know that ¢’(i) € {<;<}. Hence 7 §'(i) 7/
implies 7 < 7/ and so 7 §(4) 7. O
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Example 21. The following holds:
e The empty order function subsumes all ordering functions, i.e. # 3, ¢ for all 4.
e [1— <], 1~ <]
o [1— <320 <] 2,1 <]
Consider now the ordered clause R = att(a[]) A s-event(o[], A(a[])) — att(h(a[])). We have:
e att(x) — att(h(z)) Jo R
e but att(z)"7< = att(h(z)) Z, R

The att(z)!'”<] = att(h(x)) does not subsume R since we have a stricter condition on the
predicate att(z), i.e. that it does appear strictly before att(h(x)). >

Classic simplification rules. Amongst the classical simplification rules, we only need to
focus on the rule Red and DataHyp. The other rules remaining as they are (other than they
are applied on ordered clauses rather than clauses. In particular they preserve the ordering
functions). Note that the rule DataCl will in fact never be applied since the conclusion of an
ordered clause is always a conjunction fact and so not an attacker fact.

For the rule Red, when an ordered fact Fi/(si is a duplicate after instantiation of another
fact Ffi in the hypotheses of the ordered clause (i.e. F/o = F;) and the ordering function 0,

subsumes ¢; (i.e. 0] J, 0;) then we can keep the ordered fact Ffi and remove Fi@ since any

derivation of an instance of FZ-‘S" would also be a derivation of an instance of F;(sg satisfying
the ordering function. Note that when F; = F}, we don’t need to require 0, J, ¢; and we can
consider the intersection of ordering functions d; and ¢, which intuitively corresponds to the
conjunction of constraints given by §; and ..

Formally, 0; N0} is the ordering function defined on the union of domains of ¢;, 9} and such
that for all j € dom(d; N d}), (6; Nd.)(j) = < when < € {8;(4),9.(4)} and (6; N d})(j) = <
otherwise. Intuitively, if 7 and 7/ are the steps on which F; and F] are satisfied then it implies
that 7 and 7’ satisfy the ordering function §; and . respectively. Notice that in such a case,
min(7, 7") necessarily satisfies both ¢; and ¢}, so satisfies d; N 2. Hence, we can keep only the
derivation corresponding to the step min(r,7").

For the rule DataHyp, we argued that this transformation rule was corresponding intu-
itively to an application of the resolution rule with the clause (Rfy) = att.(z1)A...att,(z,) —
atte(g(z1,...,2,)). Note that sel(Rfy) = ) since the facts att,(x;) are not selectable. Hence
(Rfy) € Cyar and so the same argument is valid for ordered clauses.

CU{HANGAN, F ANF” 5 C} Vi,Flo=F, and (F/ = F; or 8/ 3, &)
¢ = ¢o dom(o) N fu(H,C, Fy,...,F,) =10

CU{H Ao AN, F'% = 0}

(Red,)

(CU{attH(g(Ml,...,Mm))(s/\H—>C} g € Faata
if att,, € Sp then ¢’ = ¢< else &' =0

CU {att (M) A ... Aatt (M) NH — C}

(DataHyp,)
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As usual, we have a version of the transformation rules for bitraces that we denote
DataHyp’, where bifacts att. (g(Mji, ..., My,),g(N1, ..., Ny,)) are split into att) (M, Ny), ...,
att! (M, Np).

General redundancy In order for the general redundancy rule to take into account ordering
functions, we need to amend the notion of partial derivation. First, as we need to consider a
derivation of a conjunction fact, only the rule labeling the child of the root will be an ordered
clause and all the clauses labeling other nodes are standard clauses from Cg,:. Second, all
edges are labeled by ordered facts instead of just facts. Third, the ordering functions of the
ordered facts must satisfy the ordering functions of the ordered clause. The formal definition
is given below.

Definition 28. Let Cyo¢ be a set of clauses. Let C be a set of ordered clauses. Let S, be
a set of predicates. Let F be a conjunction fact (not necessarily closed). A partial ordered
derivation D of F' from C and Cyq; w.7.t. S)p is a finite tree defined as follows:

e The root is not labeled and has one outgoing edge labeled F'.

e The child of the root is labeled by an ordered clause Ffl A...NF"N¢ — C from C and

has n outgoing subderivation Dzl,, ..., Dy and one outgoing unlabeled leave whose edge is
labeled ¢.
o There exists a substitution o such that Co = F and for i = 1...n, D;; s a partial
derivation of Fyo from Cgg.
For alli € {1,...,n}, we define the multiset F; of formulas and ordered facts as follows:

o if Dzi) contains only a root and an unlabeled leaf, i.e. Fus(D;) = {Fio} then F; =

{ro )

; op, . d )
e clse Fys(D,,) is some multiset {F1,. .., Fn i, @i}y and F; = {{FI’?”,...,FHZT’Z,@}}

where for all j € {1,...,n;}, if pred(Fj;) € Sp then dp;, = 0 else dp,, = 6;.

Finally, we denote by Fs(D) the set of all facts labeling the incoming edges of labeled nodes in
D, and we denote by Fys(D) the multiset {po} U, Fi.

The general redundancy rule thus becomes:

CU{H — F} sel(H— F) =10
3 D partial derivation of F' from C and Cgy w.r.t. Sp such that
Fyus(D) = F J, H — F and pred(Fs(D)) NS, =0
C

(GRed,(Sp))

Natural numbers All other rules for dealing with natural numbers remain as they are and
preserve the ordering functions.
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Application of lemmas Intuitively, the application conditions for a lemma A} , F; =
\/;71:1 1; remain the same. However, when we add the conclusions v; of the lemma in the
hypotheses of the ordered clause, we need to assign ordering functions on all facts of ;.
Since lemmas are satisfied on all traces T, we know that if Fjo,..., F,0 are satisfied at
steps T,..., T, respectively then the facts in ;o0 are satisfied for some 7 such that 7 <
max(7y,...,7,). On an ordered clause, we cannot compute the max of step since we only have
ordering functions 01, ...,0, of [Fio]*"¢, ... [F,0]%""¢ as information. The next best thing
is to consider an ordering function that subsumes all functions 41, ..., d,. Given a conjunction
of atomic formulas 1 and an ordering function J, we denote by [¢]5""¢ the formula obtained
from [1$]°“"¢ by replacing every fact F in [¢]*"¢ by the ordered fact F?°.

Cu{H—-C} (AL Fi=Vii¢)el
for all ¢, pred(F;) €S, F;=[Fo|*"* Fi/éi €eH ¢33,
CU{H A [¢jol3ire — O},

(Lem, (L, Sp))

Application of inductive lemmas Similarly to standard lemmas, we will need to add an
ordering function on the application of an inductive lemma. Moreover, we also need to modify
the application conditions of the rule. First, note that the clauses (Rl) and the projection
clauses (Rf_s) for data constructor function symbols are not in Csq, which simplifies the
application conditions. Second, in rule Ind(L,S,) for the saturation procedure, we do not
need to verify that the hypotheses on which we apply the inductive lemma satisfy the order
<ind since the derivation we consider satisfies the trace w.r.t. F7/, i.e. we know that the
facts occur strictly before the conclusion and so they satisfy the order <;,4. In the verification
procedure, we do not have this property since the conclusion of an ordered clause contains
possibly multiple facts. However, thanks to the ordering functions, we can still determine
when to apply the inductive lemma.

Definition 29. Let n € N. Let 61,...,0y ordering functions with dom(d;) C {1,...,n} for
alli=1...m. We say that 41,...,0,, are n-strict when :

1. either for all k € {1,...,m}, there exists i € {1,...,n} such that di(i) = <
2. orm <n and there exists {ji,...,jm} C{1,...,n} such that:

(a) for allk € {1,...,m}, 6r(ji) is defined;
(b) for all k, k" € {1,...,m}, k # K implies j # ji;
(c) if n =m then there exists k € {1,...,m} such that §(ji) = < .

Intuitively, when d1,...,Jd,, are n-strict, we can apply our inductive lemmas on the facts
annotated by 41, ..., 0. This is demonstrated in the following lemma.

Lemma 14. Let n € N. Let 61,...,0, be n-strict ordering functions. Let 11,...,7, and
iy Ty, Steps. If foralli € {1,...,n}, forallj € {1,...,m}, 6;(i) defined implies 7; 6;(i) 7;

r'm

then {r1,....70. % <m {m1,-.-, ™}

Proof. Let us do a case analysis on which item of Definition [29]is satisfied by d1, ..., dp.
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e Item 1: In such a case, we know that for all j € {1,...,m}, there exists i € {1,...,n}
such that (i) = < implying that §;(¢) is defined. Thus by hypothesis, Tj{ <7<
max(7,...,7,). Since for all j € {1,...,m}, 7 < max(7,...,7,), we directly obtain

that {r1,..., 7.} <m {1, .7 }-

e Item 2: Thanks to Item 2B we know that the indices ji, ..., jm are distinct and by
Item [2a] that 0y (jx) is defined for all k£ € {1,...,m}. By being defined, we deduce that
for all k € {1,...,m}, 74 0x(jx) 7j, meaning that 7; < 7;,. Hence, we have show that
the steps 71, . . ., T, are smaller than m distinct steps of the multiset {7, ..., 7,}}. When
m < n, it directly entails that {7{,...,7,} <m {m1,...,7m}. When m = n, Item
guarantees that at least one of the ordering functions is strict, i.e. dx(jx) = <, and so
7, < 7j,. This allows us to conclude that {{,.... 7, } <m {r,...., ™} O

We can now state our transformation rule for inductive lemmas.

CU{F" A ANESmNH — \"_|F'}  61,...,0, are n-strict
(N Fo= Vg e L Vi pred(Fy) € S,, [Fio]*'™ = F/ and 6 3, ;

CU{FP AL NERm NH A [j0]50e — Ay I

(Indo (L, Sp))

6.4 The procedure and its soundness

The procedure is the same as the saturation procedure except that we rely on the transfor-
mation rules described in this section. We will denote simplifyS‘Zp r,(C), condenseSg, (C) and

saturateSff’ l:i((C, Csat) the corresponding algorithms for verification of correspondence queries.

Theorem 4. Let C; be an initial instrumented configuration. Let S, be a set of predicates
containing the event predicates m-event and s-event. Let L, L; be two sets of lemmas. let R
be a set of fully 10-k,-compliant lemmas. Let T € trace}ss (Cr, —i)|r- Let C be a set of well
originated, simplified, selection free clauses containing the selection free clauses of Cgg.

For all ordered clauses R satisfying Sp, for all ordered derivations D of \;-, F; at steps T
from {R} and CU C.(T') such that Hype,r,(T,7) and T, Sy, kio = D, there exists an ordered
derivation D' of \i-, Fi at steps T from saturateS‘ZﬁRﬁi({R},C) and CU C.(T) such that
T, Sp, Rio =D

The ordered clause R in the Theorem [4]is typically the initial clause we generate from the
query we are proving. For example, when proving a query event(A) Aevent(B) = event(C), we
will apply the solving procedure with the ordered clause m-event (z, A)%4 Am-event(y, B)°5 —
m-event(x, A) A m-event(y, B) where d4 is defined only on 1 with §4(1) = < and dp is defined
only on 2 with dp(2) = <. This ordered clause typically requests all derivations that satisfy
both event(A) and event(B). Note that we can use the ordered clause to verify more complex
requests. For instance, by defining the same ordered clause but with a dg being defined as
0p(1l) = 0p(2) = <, we are essentially requesting all derivations where both events A and B
are satisfied and the event B must have occurred before event A.
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7 The verification procedure

In this section we explain how we verify a query from the set of saturated of clauses. The
complete procedure is quite complex as we need to be able to handle queries that may contain
nested queries and injective events at the same time. For clarity sake, we will start with simpler
queries which will allow us to explain the different components of the procedure separately
and then we will show how to combine all of them to handle the most complex queries.

In Section we made the distinction between axioms and lemmas, with lemmas being
intermediate correspondence properties that PROVERIF needs to prove before proving the
main queries; and with axioms being similar to lemmas but do not need to be proved since
they are typically guaranteed by other means (e.g. proof by hand). In this section however, as
we explain the verification procedures for a set of queries Q, we will consider a set of lemmas
L guaranteed to hold, independently of how they have been proved. As such, in the statement
of our algorithms and theorems, we will assimilate axioms and lemmas and only talk about a
set of lemmas.

7.1 Equivalence queries

Equivalence queries are the simplest queries in term of verification as most of the work is done
during the saturation procedure. In fact they are the only queries that do not rely on the
solving procedure as we will only look at whether bad is derivable or not. Moreover, equivalence
queries are not proved by induction meaning that the set £; in the saturation procedure is
empty. Finally, the set of predicates S, used in the saturation and solving procedures matters
to guarantee that facts occur strictly before other. The complete algorithm for verifying
equivalence queries is given in Algorithm

Algorithm 1: prove’ (Cy, £, R): Verification procedure for equivalence queries

input: An initial instrumented biconfiguration Cy, sets of lemmas £ and restrictions
‘R on bitraces
Kio := the smallest natural number such that all restrictions in R are fully
10-k;-compliant
C:= (C;;(C[, /‘fio) U (C;l(C[)
Sp is the set of all predicates in LUR

S,
Coat := saturateBE”URm (©)

return -3 (H — bad) € Cyyy

The soundness of the algorithm is given in the following theorem.

Theorem 5. Let C = &, P, A be an initial biconfiguration and Cy; be its associated initial
instrumented biconfiguration. Let L, R be respectively sets of lemmas and restrictions.
If the following holds:

e for all o € L, names(o) C & and (Fy,trace(C, —v)R) F 0
e prove’ (Cr, [L]i,[R]i) terminates and returns true

then trace(C, —>o’)|R¢T-
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Proof. By Lemma (] trace(C, — )" is equivalent to trace(Cr,—i)|r), f:- By Lemma |§|,
we deduce that trace(C, —, )|zl is equivalent to tracef,(Cr, —)|r)41i- Similarly, relying on
Lemmas [5| and we know that for all ¢ € L, (v, trace(C,—y)r) = ¢ implies (Ffq/, e
,trace'fO(CI, _>Z’)|[’RL) ): 0.

Let us now assume by contradiction that trace(C, — ) {1 does not hold. Hence, tracef,(Cr, =
)HR]'L‘LTi does not hold. This implies that there exists a bitrace T' € tracef,(Cr, —>i’)|[R]i such
that =T{f". By lemma there exists a derivation D of bad at step 7 from C%(Cr, Kio) U
C'4(Cr) UCS(T) such that T, Sy, ki F' D.

Denoting C = C%(Cr, ki) U C/4(Cr), we now apply Theorem [3| (by considering the empty
set for the set of inductive lemmas, and the set [£]; for the set of lemmas) which allow us to
deduce that there exists a derivation D’ of bad from satu rateB‘[SZ’]iu[R]i’m (C)UCST(T) such that
T, Sp, Rio H D.

By construction, D’ being a derivation of bad implies that the child of the root of D’
must be labeled by a clause of the form H — bad. Since C57(T') does not contain any clause

concluding bad, we deduce that (H — bad) € satu rateB‘[%]iU[R

prove’ (Cr, [L];, [R]:) terminates and returns true, which implies by definition that =3 (H —
Eaiid) € saturateB‘[Sﬁp]iU[Rh,@((C). Hence we obtain a contradiction and so trace(C,%O/)‘Rg
olds.

y ¢(C). However, by hypothesis,

7.2 Simple correspondence queries

A simple correspondence query does not contain nested queries nor injective events, thus the
conclusion of the query may still contain attacker, message and table facts, events, and generic
predicates. Events are the simplest to check since they are never reduced by the saturation
or solving procedure. Hence, we only need to check whether they occur in the hypotheses of
the clauses obtained through the solving procedure.

This is however not the case of attacker, message and table facts. For example, a fact
att((a,b)) would never occur in the hypotheses of the clauses since it would be split in
att,(a) A att,;(b) by the transformation rule DataHyp. For a query event(A) = att,((a,b)), it
is not sufficient to check whether the fact att,((a,b)) occurs in the hypotheses of the clauses
obtained through the solving procedure. To be more specific, it would be sound but would
yield too many false positives as the procedure would always fail. Furthermore, the clause we
generate ensures that the facts are satisfied w.r.t. F7/5 which is stronger than the satisfaction
relation ; for the attacker and table facts. Therefore, in the following definition, we show
how to prove a fact w.r.t. F; from the hypotheses of a clause.

Definition 30. Let F' be an attacker, message or table fact. Let Iy, ..., F, be a set of facts.
We say that F' is deducible from F1, ..., F, under ¢ if there exists a partial derivation D of F

from {(RInit)), (RGen)), (RFail), (Rf), (Rap), (Rtp)} such that:
e all facts in Fyus(D) are in {F1,..., Fp}

e ¢ is the conjunction of all formulae in Fys(D)

Intuitively, FY, ..., F), represent the hypotheses of the clause we obtain through the solv-
ing procedure. Notice that we only allow in the partial derivation the rules (RInit)), (RGen)),

(RFail]), , (Rap)) and (Rtp|) which correspond to either initial knowledge of the intruder
(rules (RInit) and (RFail)) or the application of the transition rule I-App, I-NEW, I-PHASE
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(rules 1) and (Rtp))). Note that by requiring that the facts in F,s(D) are in {F1, ..., Fy,},
we ensure that the variables of {F1,..., F,,} are not instantiated and so the derivation would

hold for any instantiations of the variables of {Fi,..., Fy,}.

The last difficulty comes from checking disequalities and inequalities. When the query
requires to prove a disequalities, say M # N, PROVERIF 2.00 directly checks whether the
hypothesis of the clause and in particular its disequalities imply the ones of the query. However,
when the conclusion of the query contains disjunctions, this implication of disequalities does
not allow PROVERIF to prove simple queries.

Example 22. Consider the query event(A(z)) = event(B(a)) V & # a and assume the solv-
ing procedure generates the clause s-event(o1[], B(x)) — m-event(oz[], A(z)). In PROVERIF
2.00, the verification would fail since the hypothesis of the clause does not imply = # a
and event(B(a)) does not match event(B(z)). In this paper, based on the algorithm presented
in [CCT18], we try to prove the query on a complete coverage of the clause. In our example, the
clause s-event(o1[], B(z)) — m-event(oz][], A(x)) would be split into s-event(o1[], B(x)) Az =
a — m-event(oq[], A(z)) and s-event(o1[], B(z)) A x # a — m-event(oz[], A(z)). The latter
would imply = # a trivially, whereas the former would be simplified into s-event(o;[], B(a)) —
m-event(oz[], A(a)) and so would also satisfy the query. >

We formally define the notion of complete coverage as follows.

Definition 31. Let H — C' be an ordered clause. Let C be a set of clauses. We say that C is
a complete coverage of H — C when C = {H A ¢; — C}7_, where:

e forallie{l,...,n}, fo(e;) C fu(H,C)
e p1V..Vo,=T

Gwen two sets of clauses C,C'. We say that C completely covers C' when C = |J! C; (as
set equality), C' = {H; — C;}, and for all i € {1,...,n}, C; is a complete coverage of

Example 23. Coming back to Example the following set C is a complete coverage of
s-event(o1[], B(x)) — m-event(oz|], A(x)):

C_ { s-event(o1[], B(x)) A x = a — m-event(o0z]], A(x)), }
s-event(o1[], B(x)) A © # a — m-event(oz[], A(x))

| 2

Queries extended with event occurrences The verification of a simple correspondence
query then tries to find one disjunct in the conclusion of the query that matches the hypothesis
of the ordered clauses generated by the solving procedure. Recall that in a correspondence
query on traces, we use the predicates event and inj,-event with arity one (for the event)
in both premises and conclusions of queries. However, in ordered clauses, we rely on two
different predicates: (i) s-event(o,ev) for events in conclusion (ii) m-event(o, ev) for events
in hypotheses In particular, note that the event predicates in ordered clauses contain the
occurrence name of the event giving more information on when this event was executed.
Querying the event event(A(M)) can be seen as showing that A(M) was executed without
any condition on its occurrence. However, for nested queries and injective queries, it will
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be useful to also query events with some conditions on their occurrence. Thus, from now
on, we consider that queries rely on the overloaded predicates event and inj,-event that take
into account the occurrence (see Section [3| for the semantics). Note that query with standard
event(A(M) (resp. inji-event(A(M))) can be easily transformed into an equivalent query with
the overloaded definitions of events by adding a fresh variable in the occurrence argument, i.e.
event(x, A(M) (resp. inj,-event(x, A(M))) where x is fresh.

Finally, in Section we already introduced the operator [v¢]°%"¢ that replaces in
all events event(ev) (resp. inj,-event(ev)) with a sure-event s-event(z,ev) with x a fresh
variable. We thus consider the same transformation for our new event predicates, that is
[event(o, ev)|*"" = [inj,-event(o, ev)]%“"® = s-event(o, ev). Similarly, we consider the opera-
tor [¢]™ that replace in ¢ the facts event(o, ev) and inj,-event(o, ev) with may-event, i.e.,
[event(o, ev)|™™ = [inj,-event(o, ev)|™*¥ = m-event(o, ev). We also extend these definitions
by replacing all bi-events event/(ev, ev) by m-event/(ev, ev’) and s-event/(ev, ev’) respectively.

Checking the query. Recall that queries are in disjunctive normal form. Hence, a query
o is of the form A, F; = \/;n:1 1j where 1; is a conjunction of atomic formulae. Thus to
check a query against an ordered clause R, we need to find a substitution instantiating the
facts of one of the disjuncts that match the facts of the clause. In other words, we always
check whether there exists j € {1,...,m} such that R satisfies the subquery A", F; = ;.
Such a subquery is called a disjunct query. Formally, a disjunct query is a non-nested and
disjunction free query.

Definition 32 (Solution of a disjunct query). Let o = (A;_, Fi = H A ¢) be a disjunct query.
A solution of o is a pair (R,0) where o is a substitution and R = (H' AN ¢/ — A\ F}) is an
ordered clause such that:

o forallic{l,...,n}, [Fjo|™™ = F!

e for all (inj-)event F € H, either there exists F'* € H' such that [Fo]*“¢ = F' or there
exists i € {1,...,n} such that [Fo|™ = F!

« ¢ Edo

e for all attacker, message and table facts F in H, Fo is deducible from {F € H' |
pred(F) € Sp} under some ¢" such that ¢' |= ¢".

We denote R, o = o when (R, o) is a solution of g.

The first item of the definition requires that premises of the query match the conclusion
of the clause after instantiation by o. The second item states that the events in the query are
satisfied when either they occur in the hypotheses of the clause or directly in its conclusion.
Indeed, the semantics of the satisfiability of the query does not proscribe two events in the
conclusion and premises of the query to be matched by the same event in the trace. For
example, the query event(A4) = event(A) is always true.

Example 24. Let o = event(z, A(z")) A event(y, B(y')) = event(z, C(2',y)) AN atty ((2/,y')) A
2’ #y'. Assume that a name af is in the initial knowledge of the attacker. We have R, o = o
with:

e R =s-event(os[], C(al],y1))Ay1 # a]]Aatto(y1) — m-event(o1[], A(a[])) Am-event(oz[], B(y1))
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e o={z— o2 = all;y— oal;y — y1;2 — o3[]}

Since we assume that a[] is in the initial knowledge of the attacker, we know that — atto(a[])
is amongst the rules . Using the rule allowing the intruder to change phases and
the application of tuple from (Rf), we can build a partial derivation D of att;((a[],y1)) where
Fus (D) = attO(yl)' >

The main procedure. The complete verification procedure, defined in Algorithm [2] starts
by generating the set of inductive lemmas £; from the queries in Q. It then generates the
set of allowed predicates S,. Note that S, does not gather the predicates that are in the
premises of the queries but only in their conclusion. Indeed, as mentioned in Section [] facts
in the conclusion of the queries will be matched with hypotheses of Horn clauses. Hence, we
need to ensure the relation order between the facts in the hypotheses of the clauses and their
conclusion. Since transformation rules such as general redundancy preserves such properties
only on predicates in S, we need to include the predicates of the conclusion of the queries
inside S,. The third and fourth steps of the algorithm consist of generating the initial clauses
and saturating them, yielding the set of ordered saturated clause Cg,¢. These four steps are
in fact common to every verification procedure for correspondence queries (nested, injective,
simple). The final step consists of verifying each query in Q. Note that when we write return
¢ with ¢ being a formula containing some quantifiers, we consider that the function returns
true if the formula is true, and false otherwise.

The verification function starts by solving the ordered clause, yielding the set Cs. We
distinguish whether the query g is in £; or not. Intuitively, when we try to prove the lemmas
in £;, we solve the ordered clause by considering the lemmas in £; as inductive hypothesis,
i.e. we apply saturateS‘g’CJR Li({Rq}’ Csat). Once all lemmas in £; are proved, we can prove
the remaining %ueries by cénsidering the lemmas in £; similarly to the lemmas in £, i.e. we
apply satu rateSﬁfMiuRﬂ({Rq}, Csat)-

Theorem [ indicates that for all derivations from the request clause, there exists a deriva-
tion of the same facts from the set Cg. Thus, by verifying that all rules in C; satisfy the query,
we guarantee that the derivation corresponding to the concrete facts of the trace also satisfy
the query. The function verify as described in Algorithm [2| is non-deterministic due to the
existential checks. In the implementation, the pair (o, Cy) is generated by continuation on the
fly until the algorithm finds one pair that verifies all conditions.

7.3 Nested queries

When verifying that an ordered clause R and a substitution o are solution of a disjunct query
0, we intuitively verify that events in the conclusion of ¢ occur before one of the facts in o’s
premises. However, proving a disjunct containing a nested query requires to order different
facts within the conclusion of the disjunct. This is not directly possible in our setup, even with
ordering functions in ordered clauses as they order facts from hypotheses in a clause w.r.t.
facts in its conclusion. Thus, to prove a nested query, we proceed in two steps as described in
the following example.

Ezxample 25. Consider a query event(z, A(M;)) = event(y, B(Mz)) ~ event(z, C(Ms)). We
start as if we are proving the simple correspondence query event(z, A(M;)) = event(y, B(Ms))
hence

1. Saturating the set of saturated clauses Cgut
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Algorithm 2: Verification procedure for simple correspondence queries

input: An initial instrumented configuration Cy, a set of instrumented lemmas £ on
traces, a set of instrumented queries 9, a set of restrictions R

Function verify (o, R,)

Data: p is a query of the form A ;| F; = \/;":1 1; where v;s are conjunctions of
facts and generic predicates

Data: R, is an ordered clause

if o € £; then

‘ Cs := saturateS‘Z’L’JR’Li({Rq},(Csat)
else

L C, := saturateS‘Z’L’JﬁiuR’@({Rq},Csat)

return 3C, completely covering Cs
VR € C|
Jje{l,...,m} and o
L L R,o ):/\:L:IFZ:>¢]

/* Generation of the inductive lemmas and allowed predicates */
Li:= {0 | o€ QA ™ does not have T as conclusion}
&1 is the set of all predicates in the conclusions of queries in Q
Sy is the set of all predicates in £, L;, R
Sp =S USU {atti | att; € SN < j} U {tablei ’ tablej eS1Ni <
j} U {m-event, s-event }

/* Generation of initial clauses */

Kio := the smallest natural number such that all queries in Q are 10-k;,-compliant
and all restrictions in R are fully 10-k;,-compliant

C :=Cp(Cr, Kkio) UCA(Cr)

/* Saturation */

Coat := saturate‘ZfJRﬁi((C)

/* Verification */
return Vo = (A, F; = ¢) € QU L;
Gy :=[F|™,...,Gy = [F,|™
R, = (G[IIHS] A GZLHS} — A?:l G;) /* The ordered clause */
verify (o, Ry)
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2. Generating the ordered clause R, = m-event(x, A(M1))° — conj m-cvent] (Ts A(M1)) with
0=1[1— <]

3. Solving the ordered clause C; = satu rateSi’: £, ({Bq}, Csat)

In the verification of simple correspondence query, we would check that for all ordered clauses
R € Cq, R,0 | event(x, A(My)) = event(y, B(M,)) for some substitution o. In other words,
we check that R is of the form H A s-event(yo, B(Mza))? — conj m-event] (20, A(M10)).

To prove the nested query event(B(Ms)) ~ event(C(Ms)), we use the substitution o and
generate the following new request clause Rfl:

H As-event(yo, B(Msa))? Am-event(yo, B(Mao))? — m-event(zo, A(M,)o) Am-event(yo, B(Mao))

where &' = § o [2 — <]. By adding m-event(yo, B(Mc))® in the hypothesis of the clause, we
request to find the derivations that trigger the event B(Ms0) at occurrence yo. Moreover, by
also adding m-event(yo, B(Ms0)) in the conclusion of the request clause, we will be able to
order the events of the derivation with respect to m-event(yo, B(My0)).

The procedure then solves Rfl resulting in a set C, and checks the ordered clauses in
C’. against the query event(zo, A(Mi0)) A event(yo, B(Myo)) = event(zo, C(Mszc))?~<] in
which the ordered fact event(zo, C(Ms0))?~<] requires event(zo, C(Mso)) should occur at
the same time or before event(yo, B(Mao)). This additional condition allows us to ensure
that the nested query holds. >

In Example we showed queries should allow conditions on the order between a fact of
the hypotheses and a fact of the conclusion. Thus, we extend the syntax of the queries by
allowing ordered facts. The satisfaction relation = for an annotated formula is also extended
as follows: for all trace T, for all substitution o and all tuples of steps 7,

ki, T, (7,0)) = FO* iff (7, 0) is defined, T, u(7,0) F; F and Vi € Domé, pu(7,0) 6(i) 7

We will call ordered queries the queries containing ordered facts.

We also extend the definition of disjunction query to ordered disjunct query and their
solutions (updating Definition to take into account the ordering functions in the query.
To ease the reading, we highlight in red the modifications w.r.t. Definition

Definition 33 (Solution of an ordered disjunct query, Subsume Definition . Let o =
Nizi Fi = H A ¢ be an ordered disjunct query. A solution of ¢ is a triple (R, o, M) where o
is a substitution, R = (H' N ¢/ — \;_, F!) is an ordered clause, and M is a multiset of pairs
of ordered facts and ordering functions such that:

o {Fc H|F isan (inj-)event } = {F° | (F°,8') € M}
o foralliec{l,...,n}, [Fo|™¥ = F/

o for all (F°,8") € M, 6 3, &' and either there exists a fact F' such that F' € H' and
[Fol®“m¢ = F' or there exists i € {1,...,n} such that [Fo|™™ = F! and §' = [i — <]

.« ¢ £ do

e for all attacker, message and table facts F? in H, Fo is deducible from {F" | FY e
H' N pred(F') € S, Ao J, 0"} under some ¢ such that ¢' |= ¢".
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We denote R,0,M = o when (R,0,M) is a solution of p.

A solution (R, 0,M) of an ordered disjunct query g indicates that all events in the con-
clusion of the query o can be found in the hypotheses of the rule R after instantiation by o.
However, since the query and the rule both contain ordering functions, we need to guarantee
that the ordering functions in R imply the ones in the query (6 J, ¢’ in the definition). We
record in the multiset M the ordering function ¢’ in R with whom the ordered event F° from
the query was matched. For attacker, message and table facts, similarly to Definition we
do not request that the fact after instantiation by o directly occurs in the hypotheses but that
it is deducible from the hypotheses of R.

The main procedure The procedure follows the same initial steps as for simple correspon-
dence queries (Algorithm , i.e. generation of inductive lemmas, generation of set of allowed
predicates, generation and saturation of initial clauses. The procedure differs in the function
verify where nested queries has to be taken into account. The updated function verify is
displayed in Algorithm [3| and the parts related to nested queries are highlighted in red.

The beginning of the function is the same, i.e. the ordered clause R, is solved yielding
the set of ordered clauses Cs. Then the procedure finds a set C/, completely covering Cs
such that all ordered clauses R = (H — C') must be solution of at least one disjunct of the
query (represented by j) with some substitution o and some matching M. Since the notion of
ordered disjunct query does not include nested queries, we only keep the premises of the nested
queries inside the disjunct when searching for solutions: R,o,M = A" F; = ¢; A /\k: B 6’“ I
Note that when there is no nested query, i.e. ¢; = 0, the disjunct query R,o,M = A7, F :>
1; exactly corresponds to the one considered in simple correspondence query (the multiset
M being ignored). When there are nested queries, i.e. ¢; > 1, the procedure generates a
new ordered clause Rf] and a new ordered query ¢’ that include the nested queries v ; and
recursively calls itself on (o', Ry).

The generation of the new ordered clause R’ and query ¢, described in the function
gen_nested, follows the ideas given in Example . More specifically, the premises G, of the
nested queries G/ LI ¥, are added in the conclusion and hypotheses of the ordered clause.
In the hypothebeb of the ordered clause, the fact Gy is associated to the ordering function
0k[n + k — <]. The part [n + k — <] intuitively indicates that Gy, should occur before itself.
This is obviously always true but it allows to keep track of the facts deriving G when solving
the ordered clause R;.

Finally, to build the ordered query o', we replace the nested relations G‘;’“ ~> 1, with

w‘s’“ [ +e=<1 5 but we add G0 in the premise of the query. The subquery wé’“ n+k'_> <l indicates

that every fact in v has the ordering function dx[n + k — <]. Once again, this intuitively
means that the facts in 1 should occur before the n + k-th facts of the conclusion, i.e. Go.

7.4 Injective queries

Checking simple correspondence queries or nested queries requires to show that each ordered
clause generated by the solving procedure is a solution of the query for some substitution. Note
that proving that ordered clauses are solutions of the query is done separately, i.e. ordered
clauses are independent of each other. This is reflected by the first item of Definition
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Algorithm 3: Updated function verify for nested correspondence queries
Function gen_nested(p, (H — C,0,M))
Data: ¢ is an ordered query of the form A", F; = ¢ A /\iz1 Gi’“ ~ 1)}, ) where
;s are conjunctions of ordered facts and generic predicates
Data: (H — C,0,M) is a solution of A™_, F; = ¥ A \b_, Gi‘“

/* Generate the nested request clause and corresponding query */
0 d
Take (G1',0)),...,(G}",d)) € M
&) k
R, = H AN [GR P hmang oy )6%:1 [Gr ™Yo
4 l +k—<
o = Ny Fio A Ny Gro = o A Ny 907 =lg
| return R, ¢
Function verify(p, R;)
Data: ¢ is an ordered query of the form Ai_; I = /L (¢ A /\ijz1 F,fzj ~ P 5)
where 1);s are conjunctions of ordered facts and generic predicates
Data: R, is an ordered clause

if o € £; then
‘ Cs = saturateS‘zﬁR,ﬁi({Rq},Csat)
else
t Cs := saturateSiﬁﬁiuR’w({Rq},(Csat)
return 3C, completely covering Cs
VR=(H — C) e C,|
35 € {1,...,m}, a substitution o, and a matching M
R,0,M = NIy Fs = ;A\, Fy and
if ¢; > 1 then / /* Nested queries */
R, o' = gen_nested(\[_| F; = ¢; A /\i’:1 F,jky’ ~ 1y i, (R, 0,M))
verify (o', R})

However for injective queries, we additionally need to verify a global injective property on all
the solutions (item 2 and 3 of Definition [10)).

Ezxample 26. Consider the query inj;-event(z, A(M;)) = inj,-event(y, B(Ms)). We start as
if we are proving the simple correspondence query event(z, A(Mp)) = event(y, B(M2)), as in

Example
1. Saturating the set of saturated clauses Cgqyy

2. Generating the annotated clause R, = m-event(x, A(M;))°® — oMy m-event] (T A(M1))
with § = [1 — <]
3. Solving the annotated clause Cs = saturateSi”UR’Li({Rq}, Csat)

Once again, we check that all rules R in C, are of the form H A s-event(yo, B(Mso))® —
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CONf[_event] (205 A(M10)) for some o, M and 6, i.e. R,0,M [ event(x, A(M1)) = event(y, B(M2)).
For the purpose of this example, let us assume the C; only contains two ordered clauses
R; and Rs, as follows:

e Ry = H As-event(yo1, B(Myo1))* — CONJ m-event] (T01, A(Mi 1))
e Ry = Hjy As-event(yoa, B(M1032))% — CONf [_event] (202, A(M1032))

Now consider a concrete trace T' and two steps 71, 7o such that T, 7; F; event(xo;, A(Mio;)
for i = 1,2. TheoremsP|and[d]indicate the events event(yo1, B(Mao1)) and event(yoa, B(Maos))
are respectively executed before event(xoy, A(Mio1)) and event(zoa, A(Myo2)), i.e. there ex-
ists 71 and 75 such that T, 7] b; s-event(yo;, B(M20;)).

Therefore, when checking the query, we can consider the partial function p = [(71,01) —
715 (12,02) + 74] for building the annotated query conclusion ¥ = injy-event(y, B(Ms))H.
However, in order to satisfy the injectivity property of the query (items 2 and 3 of Definition ,
we need to ensure that if 71 # 79 then 7{ # 74, i.e. if the events event(zo1, A(Mio1)) and
event(zog, A(Mjog)) do not occur at the same time then the events event(yoy, B(Mso1)) and
event(yog, B(Mjo2)) do not occur at the same time in the trace 7.

Ordered clauses do not directly give precise indications on the steps on which the events
are satisfied. However, from Lemma [2| we can derive that the occurrence terms o in an event
event(o, ev) are unique in a trace, i.e. if two events with the same occurrence term are executed
in the trace then these two events are the same events and are necessarily executed at the
same time. Using this property, we can prove injectivity of the query by building the following
clause and by checking that it is not satisfiable:

Hy A Hy A s-event(yoq, B(Maoy)) A s-event(yoe, B(Mi03)) A yo1 = yoa A xo1 # xo9
_>
m-event(zoq, A(Myo1) A m-event(xog, A(Ma, 02))

In PROVERIF 2.00, the injectivity check is also done by gathering the environment of
events (a notion similar to our occurrence terms) and by then checking that the formula
yo1 = yoo A xo1 # xoo is unsatisfiable. In this work, we build the above clause and use
the solving procedure to check whether the clause is satisfiable. This is strictly stronger as it
allows us to apply PROVERIF lemmas during the solving procedure which could remove false
attacks. >

As illustrated in Example [26] the verification procedure needs to gather for each ordered
clauses in the set of solved clauses the substitution o that satisfy the query. In the imple-
mentation, the set of solutions is built by continuation while verifying the non-injective query.
However, for sake of clarity, we present here the algorithm as if it first guesses the set of
solutions and second verifies that it is indeed a set of solutions. In Algorithm [4] we present
the updated function verify that takes as input the additional set S,; and verifies that Sy
is a set of solutions. Note that S, is a set of tuples (R, 0’, ¢') where R’ is an ordered clause,
o’ is a substitution, and ¢’ is an ordered disjunct query. In Example we ignored ¢ as the
query event(z, A(My)) = event(y, B(M2)) does not contain any disjunction nor nested query.
However, in the general case, we need to know to which disjunct ¢’ the 3-tuple (R',¢’, M) is
solution of for some matching M. As for the nested queries, we highlighted in Algorithm
the parts that were changed for injective queries.
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Algorithm 4: Updated function verify for injective correspondence queries.

Function verify (o, Ry, So1)

Data: ¢ is an ordered query of the form Ai_; I = /L (¢ A /\?:1 F,fj“]ﬂ ~ P 5)
where 1);s are conjunctions of ordered facts and generic predicates

Data: R, is an ordered clause

Data: S, is a set of tuples (R, o', ¢') where R is an ordered clause, ¢’ is a
substitution, ¢’ is an ordered disjunct query.

if p € L; then
‘ Cs := saturateSiﬁRvﬁi({Rq},(Csat)
else

t Cs := saturateS‘ZﬁEiuRﬁ({Rq},(Csat)

return 3C, completely covering Cs
VR=(H—C)eC,

35 € {1,...,m}, a substitution o, and a matching M
R,o,M = N\, Fi = A /\ij:1 F,fzfj and
if ¢; > 1 then /* Nested queries */

0 Ok i
Ry, ?’ = %en/_nested(/\?:1 Fi= 9 AN kajﬂ ~ Yg iy (R, 0,M))
verify (o', Ry, So)
else
L (R0, Niy i = ;) € Sa

Algorithm [5] describes the function verify_inj that checks whether a set of solutions Sy
verifies the injective property of the query, as illustrated in Example Note that the function
verify_inj also takes an integer n which was not mentioned in Example 26] Intuitively,
when the query contains a nested query, the different disjuncts in the set of solution S,; do
not necessarily have the same number of facts in their premises since the function gen_nested
generates new request clauses by adding facts in the premise (see Algorithm. However when
verifying the injective property, we should only consider the premise of the initial query. Note
that gen_nested only adds facts in the premise after (as a sequence) the initial facts, hence
if n is the number of facts in the premise of the initial query then we know that the first n
facts of a disjunct query’s premise from S,; are the ones corresponding to the initial query’s
premise. In Algorithm [5, we also rely on the function occ, () to build the disequality in the
clause. This function takes an integer n and a conjunction of facts as arguments and returns
the tuple formed of occurrences of all injective events from the first n facts in the conjunction.
Formally, occ, (A~ Fi) = (0i,...,0;,) where i1,...,i, is the longest sequence of increasing
indices such that for all £ € {1,...,r}, iy <n and Fj, = inj,,-event(o;,, ev) for some ky, evy.

Example 27. Consider the initial query p = inj;-event(z, A(M;)) A atto(N) = inj,-event(y,
B(Ms)) ~ injs-event(z, C(M3)). Before verifying the nested query, the function verify will
check the query p; = inj;-event(z, A(M;)) A atto(N) = injy-event(y, B(Mz)) hence yielding
solutions of the form (o, H — m-event(x, A(M;)) Aatto(N), ¢'). The initial query only contain-
ing two facts in its premises, we apply occ,(-) with n = 2. Thus occa(inj;-event(z, A(M7)) A
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Algorithm 5: Function verify_inj checking injectivity of solutions.

Function verify_inj(S,;,n)

Data: S,; is a set of tuples (R',0’, ') where R’ is an ordered clause, o’ is a
substitution, ¢’ is a disjunct query.

Data: n represents the number of facts in the premise of the initial query

return V(Hl — Cl, o1, /\?:11 FZ'71 = 1/J1), (HQ — CQ, 02, /\;;21 Fi,Q = 'lbg) S Sol
/* H — C1,Hy — (Cs,01,092,... are assumed to have been freshly

renamed */
Vinjy, -event (o1, evy) € ¥y U {Fi,l}?:lnﬂ,
Vinjy,, -event(oz, eve) € 1o U {Fin}i2,
/* tests item [2| of Definition E
if k1 = k9 then

0 1= occa( A, Fi)

o = occa( A2, Fia)

R, = (Hio1 N Hao3 N 0101 = 0202 A 0jo1 # 0oz — C1 A Cs)

saturateS‘z’L’miUE@({Rq}, Csat) =10

*/

and
Vinjy, -event (o1, evy) € ¥y U {Fi,l}?:lnﬂ,
Vinjy,, -event(oz, eve) € 91 U{Fi1}i2, 4
/* both events are from the same query A, Fj; = 1 */
/* tests item |3| of Definition */
if kl = ]{32 then
| (o101, ev101) = (0201, €v201)

atto(N)) = x. However, when checking the nested query, the function verify will call
gen_nested(p, R) with R an ordered clause, yielding the query s = inj;-event(z, A(My))o’ A
atto(N)o’ A injy-event(y, B(Ms))o! = injs-event(z, C(M3))°B~=lg’ for some ¢’,d. Note that
in g9, even though we have the presence of the injective event inj,-event(y, B(Ms))o’, the
injectivity of the query should only be checked w.r.t. inj;-event(x, A(M7))o’. This is re-
flected when applying occ,(-) with n = 2 since occa(injq-event(z, A(My))o’ A atto(N)o' A
injy-event(y, B(Maz))o') = xzo’ which does not include the occurrence yo’. >

Algorithm [6] presents the complete procedure for verifying correspondence queries. In
particular, it subsumes Algorithm As previously mentioned, the algorithm is presented
as a non-deterministic procedure that guesses the set of solution S, and verifies both the
non injective aspect of the query (verify(p, Ry, So)) and the injective property of the query
(verify_inj(Sy,n)).

The soundness of the algorithm is given in the following theorem.

Theorem 6. Let C =&, P, A be an initial configuration and Cr be is associated initial instru-
mented configuration. Let L be a sets of lemmas. Let R be a set of restrictions. Let Q be a
set of correspondence queries.

If the following holds:
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Algorithm 6: prove(Cy, £, R, Q): Verification procedure for injective nested corre-
spondence queries
input: An initial instrumented configuration Cy, a set of instrumented lemmas £ on
traces, a set of instrumented queries Q

/* Generation of the inductive lemmas and allowed predicates x/
L;i:={0"| o€ QA ™ does not have T as conclusion}
Sy is the set of all predicates in the conclusions of queries in Q
S, is the set of all predicates in L, L;, R
Sp =S USU {attz- | att; € SN < j} U {tablei ’ tablej ceS1Ni <
j} U {m-event, s-event }

/* Generation of initial clauses */

Kio := the smallest natural number such that all queries in Q are 10-k;,-compliant
and all restrictions in V are fully 10-x;,-compliant

C :=Cp(Cr, Kio) UCA(Cr)

/* Saturation */

Csat := satu rate‘zﬁnﬁi (©C)

/* Verification */
return Vo = (AL, Fi = /7L ;) € QUL;
IS, /* Guess of a set of solutions */

Gr:=[F ™, ... ,Gy = [F,]™
R, = (G[llHS] A NGRS iy Gi) /* The request clause */
verify (o, Ry, Sp) and verify_inj(S,,n)

o forallpe LUQUR, names(p) C &
e for all o € L, (Fo,trace(C, —o))r F 0
e prove(Cr, [L]i, [R]i, [Qli) terminates and returns true

then for all o € Q, (o, trace(C, —o)r) F o-

7.5 Correspondence lemmas on bitraces

When proving a set Q of queries on bitraces, we rely in fact on the same procedure prove (Cy, £, Q)
in which we only modify the set of initial clauses C and the set of saturated clauses Cgq¢. Fol-
lowing Theorem [3| the set of initial clauses C is such that C°(Cr,nr0) € C C C,(Cr, Kio) U
C;\(C 1) where K, is the smallest natural number such that all queries in Q are 10-k;o-
compliant. We denote by proveB(Cy, L, Q) the procedure for verifying the set of queries
on bitraces @ in the initial biconfiguration Cj.

The soundness of the algorithm is given in the following theorem.
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Theorem 7. Let C = &, P, A be an initial biconfiguration and C; be is associated initial
instrumented biconfiguration. Let L be a sets of PROVERIF lemmas. Let Q be a set of
correspondence queries on bitraces.

If the following holds:

e forallpe LUQ, names(p) C &

o forallp € L, (Fy,trace(C, —y)) = 0

e proveB(Cy, [L]y, [Qli) terminates and returns true

then for all o € Q, (F,,trace(C,—y)) = o.
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’Hyplg L (T, 7), inductive predicate for correspondence query on bitrace,
<ind, inductive order,

0" the PROVERIF inductive lemma obtained from p,

initial instrumented configuration associated to an initial configuration,
10-k-compliant, 29]

M

MaXstep(T'), maximal step in T,

msg,. (M, N), message fact,

msg,. (M, N, M', N'), bi-message fact,

minus/1, minus function symbol for natural numbers,

N
n-strict ordering functions,
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N, set of names, [f]
nat /1, predicate for terms being natural number,

(@)

occy (1)), occurrence of a conjunction of facts,
ordered clause, [54]

ordered derivation,

ordered disjunct query,

F9_ ordered fact,

ordered query,

J, ordering function,

0<, strict ordering function,

P

partial derivation, [46]

partial ordered derivation,

precise, event for precise actions, [43]

wf, i-th projection of data constructor function symbol f, EI
PROVERIF lemma,

7

R

[¢]5%r¢, adding ordering function § on [t]%",

[0]i, replacement of o into an equivalent instrumented query,
[1]™% replacement of events with may-events in 1,
[1]%U7¢  replacement of events with sure-events in 1),

S
satisfaction
(Fi, T, (7,0)) = FO", instrumented satisfaction of annotated ordered facts,
(F,T,(7,0)) = U, satisfaction of the annotated query conclusion ¥,
(F,8) E o, satisfaction of the query g,
(Fv,F3,8) | o, restricted satisfaction of query,
T,Sp, kio = D, satisfaction of the derivation D,
T,7t, F, satisfaction of facts,
T, T+, F, satisfaction of bi-facts,
T, 1 F; F, instrumented satisfaction of facts,
T, 7 F; m-event(o, ev), instrumented satisfaction of may-event fact,
T, 7 b, s-event(o, ev), instrumented satisfaction of sure-event fact,
T,7 5, F, 10 satisfaction of the fact F,
T,7 Fio F, 10 satisfaction of bi-facts, 31]
T, 7 Fj, m-event(o, ev), IO satisfaction of may-event fact,
T, 7 Ff, s-event(o, ev), 10 satisfaction of sure-event fact,
satisfaction of correspondence queries on bitraces,
saturateSi”’ l:i((C, Csat), saturation of ordered clause&

saturateipﬁi(C), saturation of clauses,
sel(H — (), selection function,
Semantics relation

)4 . . .

—,, on instrumented biconfigurations,
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4 . .

—,, on biconfigurations,

L . .

—;, on instrumented configurations,

£>O, on configurations,
steps(T'), set of steps in T,
¥, signature, [0]
simplified clauses,
simplifyS‘Zf’ 3 (C), simplification of ordered clauses,

simplify‘zzj ¢, (C), simplification of clauses,
solution
R, 0 = o, solution of disjunct queries,
R,0,M = p, solution of ordered disjunct queries,
subsumption
(H1 AN ¢p1 — C1) 3 (Ha A ¢ — C3), subsumption of clauses,
(H1 N1 — C1) Do (Ha A ¢p2 — Cq), subsumption of ordered clauses,
0 3, ', subsumption of ordering functions,
suce/1, successor function symbol for natural numbers,

T
table, (tbl (M, ..., My,)), table fact,

tablel, (tbl(Mj, ..., My), tbl(Mj, ..., M})), bi-table fact,
F, temporal facts,

T[], -th configuration in the trace T,

trace(Ap, —), set of trace from Ay by —,

7-th step of T,

T(—), traces by —,

tracef5(C, —;), I0-k-compliant traces from C,

T[T] I-Arp(f,Mi,...,.My)

i T[T + 1], transition corresponding to the application of the rule
I-APP at step T, [20]

U
unselectable facts,

A%
V, set of variables, [0]

W

well originated clauses,

Z
zero/0, constant 0 for natural numbers,
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A  Proof of Lemma

The completeness of our restrictions is easy to prove.

Lemma 15. Let C; = p, P, A be an initial instrumented configuration. Let k € N. Let 1 be
an 10-k-compliant correspondence query such that names(v) C dom(p).

We have (4, trace(Cr, —;)) [= 1 implies (F}g, i, trace} o (Cr, —4)) = .

Proof. Note that the relation 77 implies b, i.e. for all traces T, for all steps 7, for all facts
F, T,7 ;5 F implies T, 7 I; F. Moreover, we also have trace[’ (Cr,—;) C trace(Cr, —;).
Hence, the result holds. O

Proving the soundness of our restrictions is much harder. To do so, we introduce an
intermediate satisfaction relation on facts, denoted F;5, and that is defined as follows: T, 7 b
F when T[r| =n,p,P, T, A, A and

o if F' = att,,(M') then m =n, M’ = Mp and M € A for some M

o if I/ = table, (tbl(Mj,...,M],)) then m = n, M{ = Mp, ..., M}, = M,,p and
thl(My, ..., M,,) € T for some My, ..., My,

e T 7H+; F otherwise

The satisfaction relation F;s is an intermediate relation between H; and I—?éo that will
allow us to prove the soundness of our restrictions in several stages.

Given a trace T, let us denote steps(T) = {1,...,maxsep(T)}. Given a query ¢ =
(Fy N...NF, = ¢) and a trace T, let us denote Prem(¢,T') = {(71,...,Tn,0) | T1,...,Tn €
steps(T) and o is a ground substitution with dom(o) = vars(Fiy,...,F,)}. Moreover, given
a satisfaction relation b, given P C Prem(v,T) and given an annotated formula ® w.r.t.
(n, maxsiep(T)) such that ® = ¢, let us denote (-, 7,P) | (Fi,..., F,), ® when:

1. for all (71,...,7n,0) € P, if T,7; F Fjo for i = 1...n then there exists ¢’ such that
Fio=Fio' fori=1...nand (F;,T,(1,...,™,0)) E ®o'.

2. for all inj,-event(ev) occurring in ®, p(m,...,7n,0) = u(r,...,75,0') implies that
7j = 7; for all j such that F; = inj, -event(ev;) for some k;, ev;

3. for all inj,, -event(evy )"t and inj,,-event(evy)? occurring in @, k1 = kg implies p1 = p2

Remark 14. This notation allows us to talk more precisely of the different elements in Def-
inition [4] that describes when a query is satisfied. Formally, given an initial instrumented
configuration C; and a correspondence query ¢ = (Fy A ... A F, = ¢), the definition of
(Fi,trace(Cr,—i)) = @ can be rewritten as follows: for all T' € trace(Cy, —;), there exists
an annotated formula ® w.r.t. (n, maxse,(T)) such that ® = ¢ and (-;, T, Prem(¢,T)) =
(Fy,...,F,),®.

Similarly, the definition (k;s,F;,trace(Cr,—;)) = ¥ can be rewritten as follows: for all
T € trace(Cr, —;), there exists an annotated formula ® w.r.t. (n, maxst,(7T)) such that ® = ¢
and (b5, T, Prem(y,T)) = (F1, ..., F,),®. >
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Remark 15. In the definition of (F, T) |= v for some query 1, some set of traces T and some
satisfaction relation -, we can always consider that the annotated formula ® associated to a
trace T € T assigns to a fact F' occurring in ¢ a partial function p that is defined only on

satisfiable facts. Formally, we can request that if F* occurs in ® then for all (71,...,7,,0) €
Prem(v, T), if u(71, ..., Tn, o) is defined then there exist o’ such that T, u(m1,...,7,0) b Fo'.
Such restriction trivially preserves (-, T) |= 4. >

As previously mentioned, we will prove the soundness of our restrictions in several stages.
All these stages will typically consist of mapping a trace from one set of traces to another in
a way that preserves the satisfaction of the query. In the following definition, we describe the
properties we will ensure every time we create these mappings of traces. In Lemma we
show the soundness of our mappings w.r.t. the correspondence query.

Definition 34. Let C; = pr, Pr, Ar be an initial instrumented configuration. Let 1,9 be
two intermediate satisfaction relations on facts. Let two sets of intermediate traces T, To C
trace(Cr, —;). Let njo € N.

We say that (F1,T1) is nyo-mapped by (2, T2) when for all Ty € Ty, for all finite sets
S CA{(r,F) € steps(Th) xF | T1,7 b1 F}, there exist To € To, a mapping v from steps(Ts) to
steps(T1) and a mapping 0 from S to steps(Ty) such that:

For all 7,71, 9 € steps(T2)

1. for all T € steps(Ty), for all F € F, if F is an attacker fact att, (M) with n < njo or a
table, message or event fact then To, Tt F implies Ty, ~(T) F; F

2. for all T, 72 € steps(Ta), 11 < T2 itmplies y(11) < v(72)
3. for all events Fy, Fy € F, if To, 71 by Fy and To, 7o b Fy and (1) = y(12) then 71 = 1o
4. forall (t,F) e S, T5,0(1,F) g F

5. for all (11, F1), (12, Fy) € S, if F1,Fy are both events and (1, F1) = 0(72, F») then
(11, F1) = (12, F»)

We say that (1, T1) is mapped by (F2, T2) when the condition n < nyo in item 1s replaced by
n € N (i.e. the property should hold for all phases which is similar to considering nyo = 00).

Mappings between pairs of satisfaction relations and set of traces is transitive and stable
by union.

Lemma 16. Let C; = pr, Pr, Ar be an initial instrumented configuration. Let nio € N. Let
F1,F2,3 be three intermediate satisfaction relations on facts. Let the sets of intermediate
traces Tq, To, T}, Th, T3 C trace(Cr, —;). We have:

o if (F1,T1) is nro-mapped by (F2, T2) and (F2, T2) is nro-mapped by (3, T3) then (1
, T1) is nro-mapped by (3, T3)

o if (F1,T1) is nro-mapped by (F2, T2) and (F1,T)) is nro-mapped by (F2, Th) then (1
, T1UTY)) is nio-mapped by (F2, ToUTH).

o if (F1,T1) is njo-mapped by (2, T2) then (F1,T1) is nfn-mapped by (F2,Th) for all
T5 2 Ty and all n}y < njo.
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Proof. Proving the stability by union is direct from the definition. The proof of transitivity
is slightly more complex.

Consider T} € T; and a finite set S C {(7, F') € steps(T1) xF | T1,7 F1 F}. Since (F1,T1)
is mapped by (F2,T2), we know that there exists T € Tg, a mapping v; from steps(T»)
to steps(Th) and a mapping 01 from S to steps(T») that satisfied the properties stated in
Definition [341

Let us define S = {(61(7,F),F) | (1,F) € S}. By definition of §, we know that
(01(7, F), F) € steps(Th)xF. Moreover, by item [4]of Definition [34] we know that T, 6(t, F) t5
F. Hence, we can use the set S and the trace T, to obtain from (2, T2) being mapped by
(F3, T3) that there exist 75 € T3, a mapping 2 from steps(T3) to steps(Ts) and a mapping
Oy from S’ to steps(T3) that satisfied the properties stated in Definition

Let us define v = [7 +— y1(72(7)) | 7 € steps(T3)] and § = [(1, F) — 62(61(7, F), F) |
(1, F) € S]. We now prove that v and 6 satisfy the desired properties with the trace T5.

Let 7,71, 2 € steps(T3).

1. Let F' € F be an attacker fact att, (M) with n < nyo or a table, message, or event fact.
If T3, 7 b F then we know from (2, T2) being mapped by (3, T3) that T, v2(7) b F.
From (Fq,T1) being mapped by (2, T2), we deduce that 17,741 (v2(7)) F; F and so
Tl, ")/(T) l_z F.

2. Since 1 and 2 preserve order relations, we deduce that 71 < 7o implies 1 (y2(m1)) <
Y1(72(71)) and so y(71) < y(72)

3. Let Fy, Fy € F be two event facts such that T3, 7 F; Fy and T3, 79 F; Fy and () =
~(12). Since (2, T2) being mapped by (3, T3) (item , we deduce that T, vyo(m1) F; Fi
and T, v2(m2) Fi Fo. Thus with (F1, T1) being mapped by (2, T2) (item , we deduce
that vy(71) = v(72) implies v2(71) = Y2(72). By applying again item With ~9, we obtain
that T — T9.

4. Let (1, F) € S. We already showed that (61(7, F), F') € S’. Hence by item [4] on 0, we
obtain that T3,02(01(7, F), F) 3 F and so T3,6(7, F) k3 F

5. Let (11, F1), (72, F2) € S such that Fy, Fy are both events and 0(7y, F1) = (72, F»).
By definition of 8, we have 05(61(m1, F1), F1) = 02(601(m2, F2), F»). Moreover, since
01(71, F1),01(72, F2) € S’, we can apply item [5| on 6y to obtain that 61(r, Fy) =
01(12, F3). By applying item [5{on 61, we conclude that 71 = 7.

This allows us to conclude that (F1, Ty) is mapped by (3, T3). O
We can now show how mappings allow us to prove the soundness of our restrictions.

Lemma 17. Let C; = py, P, Ar be an initial instrumented configuration. Let njo € N. Let
Y= (F1AN...F, = ¢) be a I0-nio-compliant correspondence query such that names(y) C
dom(py).

Let 1,9 be two intermediate satisfaction relations on facts. Let two sets of intermediate
traces Ty, To C trace(Cr, —). If (Fa,ti, T2) E ¥ and (F1,T1) is nyo-mapped by (F2, T2) then
for all T € Ty, for all finite sets P C Prem(y), T), there exists an annotated formula ® w.r.t.
(n, maxstep(T)) such that ® = ¢ and (-1, T1,P) E (F1,...,Fy), .
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Proof. Consider a trace Ty € Ty and a finite set of P C Prem(¢, T1). Note that all elements in
P are of the form (7,...,7,,0) where 71,...,7, € steps(11) and o is a ground substitution
such that dom(o) = vars(Fy,...,F,). With P being finite, we can thus build a finite set
So ={(r1, F10);...; (T, F0) | (71,...,T,0) € P}. To match the hypotheses of Definition [34]
we can remove from Sy the pairs that do not correspond to the satisfaction of a fact, i.e. we
build S = {(T,F) € 5o ‘ T, 17 F}

Since (1, T1) is nyo-mapped by (F2, T2), we know by definition that there exist Th € To,
a mapping v from steps(Ts) to steps(T1) and a mapping 6 from S to steps(Ts) that satisfy
the properties stated in Definition [34]

By hypothesis, we also know that (F2,F;, T2) = 9 hence there exists an annotated formula
" w.r.t. (n,maxstep(Th)) such that = ¢ and (2, s, Prem(v, Ty)) = (Fi,..., F,), ®. We
build a new annotated formula ® w.r.t. (n, maxsep(71)) from @’ by replacing every occurence
FF in @ by F* where p is defined as follows:

o dom(u) CP

e forall (rq,...,7n,0) € P, u(11,...,7n,0) is defined if and only if p/'(0(71, F10), ..., 0(7,
F,0),0) is defined

o forall (11,...,m,0) € P, it p/(0(71, Fro),...,0(1,, Frho),0)is defined, then u(my,...,7,0) =
7(//(9(7_17 Flg)a s 79(Tn7 FnO'), U))

By construction, ® = ® = ¢. Hence, it remains to show that (F,71,P) = (Fi,...,F,), ®.
We prove the three properties of (F1,71,P) E (Fi,..., F,), ® separately:

1. Let (11,...,7n,0) € P. Assume that Ty, 7; b1 Fyo for alli =1...n. Thus (7, Fio) € S
for all i = 1...n. Let us consider 77,..., 7, such that 7] = 0(r;, Fio) for all i =1...n.
By item [4] of Definition we know that Ty, 0(7;, F;o) bo Fijo for all i = 1...n. Since
(F2, Ty, Prem(1), T5)) = @ holds, we deduce that there exists o’ such that Fyo = Fjo’
foralli=1...n and (-, Ty, (7],...,7,,0)) E 0.

We now prove that (-;, 71, (11,...,7n,0)) E ®d’. To do so, let us look at any oc-
currence F* in ®. By definition, we know that the corresponding occurrence in ®’ is
F" where u(ti,...,m,0) is defined if and only if 4/(7/,...,7.,0) is defined. More-

over, if (ki Ty, (71,...,7.,0)) = Fo'® then it implies that x/({,...,7,,0) is defined

y 'm Yy 'n
and Ty, p/(74,...,7),,0) Fi Fo'. Since 9 is I0-njo-compliant, we know that if F' is an
attacker fact att;(M) then i < nro. Thus, we can apply item [1] of Definition [34] which
implies Ty, v(u/(71,...,7,,0)) ki Fo'. Since u(ri,...,n,0) = v/ (71,...,7,,0)), we

deduce (i, T4, (11, ...,Tn,0)) &= Fo'*.

Moreover, to cover nested queries, we also need to prove that order between steps
are preserved. Thus consider a second occurrence F"*" of a fact in @ such that
W (r,..., 7, 0)is defined and p/(7{,...,7,,0) < u"’(7,...,7},0). Once again by con-
struction of @, we know that the corresponding occurrence of F”#" in @ is the annotated
fact F”*" where p/"(11,...,Tn,0) = y(u"(7},...,7,,0)). By item [2| of Definition
wi(ry,...,7h0) < p'(r{,...,7,0) implies v(u/'(71,...,7},0)) < (W' (r4,...,7},0))
and so p(711,...,Tn,0) < (11, THy0).

This conclude the proof of (k;, T4, (T1,...,Tn,0)) E ®o’.
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2. Consider an injective event inj,-event(ev)” occurring in ® such that u(r1,...,7,,0) =
wu(ry,...,7,0"). By definition of ®, we know that the same occurrence of the injective
event in ®' is inj,-event(ev)” where u(r1, ..., T, 0) = (W (0(11, F10), . ..,0(tn, Fno),0))
and p(ry,...,7,0") = y(W'(0(r], Fio’),...,0(7),Fno),0")). Since u(mi,...,7n,0) is
defined then both p/(0(m1, Fi0),...,0(7n, Fno),0) and p/(0(r, Fro’),...,0(7),, F,o),0’)
are defined meaning that there exist ¢”, ¢ such that Ty, /' (0(71, F10), . .., 0(mn, Fr0),0) F;
inj,-event(ev)o” and Ty, (' (0({, F1o'),...,0(7), F,o),0’) b inj,-event(ev)e”. Thus by
item [3 of Definition 4] we deduce that 1/ (6(71, F10),...,0(7n, Fno),0) = i/ (0(1], Fio”),
ooy 0(7y,, Fno),0'). But since (2, T2) = ¢, we deduce that 6(7j, Fjo) = 0(7}, Fjo') for
all j such that F} is an injective event. Thus, by item [5| of Definition we conclude
that 7; = Tj/- and Fjo = F;o’, which allows us to conclude.

3. The third property is direct by construction of ®.
This concludes the proof of (F1,T1,P) = (F1,..., F,),®. O]

Lemma [17] does not allow us to directly prove that a correspondence query is satisfied by
the set of traces T1. Indeed, the lemma tells us that for all traces T of Ty, for all finite subsets
of P C Prem(1), T), there exists an annotated formula ® that verifies the correspondence query,
ie. (F1,11,P) = (F1,...,F,),®. However, to show that T satisfies the correspondence query
1, we need to show that there exists an annotated formula ® such that (1,73, Prem(y,T)) |=
(F1,...,F,),®. Ideally, we would like to take P = Prem(¢,T) and apply Lemma to
conclude. But this is impossible since Prem (1), T') is infinite and P must be finite in Lemma
The next lemma solves this issue.

Lemma 18. Let C; = py, P1, A1 be an initial instrumented configuration. Let ¢ = (Fy A ... A
F, = ¢) be a correspondence query such that names(¢)) C dom(pr). Let T C trace(Cr, —;).
Let = be an intermediate satisfaction relation on facts.

If for all T € T, for all finite sets P C Prem(,T), there exists an annotated formula
w.r.t. (n,maxseep(T)) such that ® = ¢ and (-, T,P) = (F1,...,F,),® then (b, T) E 1.

Proof. Consider a trace T' € T. In this proof, we annotate all injective events of ¢ from 1 to
Njey Where n;e, is the number of injective events in ¢. Thus, an injective event occurring in
¢ will be denoted injj-event(ev)’. Similarly, we also annotate all facts in ¢ different from an
injective event from 1 to n e Where n ¢4 is the number of facts in ¢ different from an injective
event. For an annotated formula ® w.r.t. (n, maxs.p(71')), we also annotate the injective events
and facts different from injective events in a similar fashion, meaning that an injective event
occurring in ® will be denoted inj,-event(ev)** where i € {1,...,ney} and p is the partial
function from Prem(w,T) to steps(T) as defined in Section [2.3.1] These annotations allow
us to more easily talk about a specific occurrence of an injective event in ¢ or an annotated
formula ®. Finally, given an annotated formula ®, we define the functions ag and S such
that for all ¢ € {1,...,ne}, @ (i) = o where inj,-event(ev)! occurs in @ for some ev, k; and
for all i € {1,...,n¢qct}, Ba(i) = p where Fbt occurs in @ for some fact different from an
injective event.

Finally, given (71,...,7,,0) € Prem(T, 1), we denote by Sol(71, ..., 7,,0) the largest set of
tuples (i1, ..., 1p,,,) such that (i1,...,in,,) € Sol(71,..., T, o) when there exists an annotated
formula ® w.r.t. (n,maxse,(T)) such that ® = ¢, (5,7, {(71,...,m,0)}) E (Fi,..., F,),®
and for all k € {1,...,njev },
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o if ag(k)(T1,...,Tn,0) is defined then ag(k)(71,..., T, 0) = ix; and
o if ag(k)(T1,...,7n,0) is not defined then i = 0.

Intuitively, Sol(71, ..., Ty, o) represents all the possible ways to match the injective events
from the query to the trace in order to satisfy the query. Note that by definition of annotated
formulae, (i1,...,%ev) € Sol(71,...,7,0) implies 0 < i < maxgep(T') for all k. Thus,
for all (71,...,7m,0) € Prem(T,4), Sol(1,...,Tn,0) is finite. Moreover, by our hypothesis,
we know that there exists an annotated formula ® w.r.t. (n, maxs.,(7)) such that & = ¢
and (-, 7,{(71,...,m,0)}) E (F1,..., F,),®. Therefore, for all (1,...,7,,0) € Prem(T, 1)),
Sol(11,...,7Tn,0) is finite and non empty.

We define the binary relation ~ on Prem(T, ) such that (71,...,7n,0) ~ (74,...,7},0') if
and only if Sol(71, ..., 7p,0) = Sol(r{,...,7,,0") and 7; = 7} for all j € {1,...,n}. Notice that
the quotient set Prem(T’, 1))/ ~ is finite (to be precise it contains at most 2(Mastep(T)+1)"ev 5
(maxgtep(T) +1)" elements). We consider the set @) defined by taking a representative of each
equivalence class in Prem(T',v)/ ~.

Since Prem(T,1)/ ~ is finite then @ is also finite, meaning that we can applying our
hypothesis on ). This allows us to deduce that there exists an annotated formula ®¢ w.r.t.
(n, maxstep(T')) such that &g = ¢ and (-, 7T, Q) = (Fi, ..., F,), Po.

For all (11,...,7n,0) € Prem(T,v), if (r1,...,7,0") € Q such that (m,...,7,0) ~

(T1,..-,Tn,0’) (the representative exists and is unique) then we know from (F,7T,Q) E
(F1,...,F,),®o that there exists (i1, ..., liey) € Sol(T1, ..., T, 0’) such that ag,(k)(71,. .., Tn,
o) =i for all k € {1,...,n4ey}. Moreover, since Sol(7y,..., T, o) = Sol(r1,...,Tn,0’), we

also know that there exists an annotated formula ®; such that (F,T,{(m,...,m7,0)})
(F1,...,F,),®1 and ag, (k)(11,...,Tn,0) = aa,(k)(T1,...,7n,0’) for all k € {1,...,Niey }-
Let us denote the annotated formula ®; by AF(1y,...,7y,0).

We can now build that annotated formulae ® that will cover completely Prem(T, v)) as the
annotated formula that satisfies the following property: For all (7q,...,7,,0) € Prem(T,v),
if ® = AF(m,...,Tn,0) then

o forall k € {1,... ,Niev}, aa(k)(T1,...,Tn,0) = ag (k)(T1,...,Tn,0)

o forall k € {1,...,nfact}, Bao(k)(T1,. .., Tn,0) = Bar (k) (T1,. .., Tn,0)

Intuitively, the value of the partial function on (7q,...,7,,0) for an occurrence of a fact
(injective or not) in @ is the same as the value of the partial function on (74, ..., 7,,0) for the
same occurrence in AF(1y,...,Ty,0).

It remains to prove that (-, T, Prem(y,T)) = (F1,..., Fy,), ®. We consider the three items
of the definition separately:

1. Let (71,...,7n,0) € Prem(T,1). Assume that T,7; I; F;o for all i = 1...n. By defi-
nition, we know that (b, 7, {(m1,...,7,0)}) E (Fi,..., F,), ®1 where &1 = AF(rq,...,
Tn, o). Therefore, there exists ¢’ such that Fjo = Fjo’ fori =1...n and (F;, T, (74, . ..,
Tn,0)) = ®10’. Since forallk € {1,...,njep }, aa (k) (71, .., Tn,0) = aa, (k) (71, .., Tn,0)
and for all & € {1,...,nfqct}, Bo(K')(71,...,Tn,0) = Ba, (K')(T1,...,7n,0), we deduce
that (3, T, (71,...,7n,0)) F ®o’.

2. Let inj,-event(ev)“* occurring in ®, i.e. i € {1,...,Njey}. Assume that u(r,..., 7, 0) =
w(ri,...,7},0"). By definition of ag, u = ag (7). Hence, ag(i)(11,...,Tn,0) = as(i) (79,
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7)., 0'). Moreover, by definition of ®, we know that ag(i)(71,...,Th,0) = ag, (i)(m1,

CTh
ceeyTn,0) with &1 = AF(m,...,7y,0). By definition of AF(7,...,m,0), we de-
duce that there exists ¢” such that (71,...,7,0") € Q and ag,(i)(71,...,Tn,0) =
g, (1) (11, .., T, 0") and so ae(i)(T1,...,7n,0) = aa,(i)(T1,...,Tn,0”). Similarly,
there exists o’ such that (71, ...,7,,0") € Q such that ag (i) (71, ...,7,,0") = as,(?) (71,
Ty,

Therefore, we obtain that ag,(i)(71,...,7n,0") = as,(@)(r{,...,7,,0"). Since (F
T1,Q) E (F1,...,Fy), % and (11,...,7,0") € Q and (71,...,7),,0") € Q, we can
conclude that 7; = 7} for all j € {1,...,n} such that Fj is an injective event.

3. Let two injective events injj, -event(evi)™ ! and inj,,-event(evs)>#2 occurring in @
with k1 = ko. We need to show that pu; = o, ie. as(iy) = ag(iz). Since (F
T1,Q) &= (F1,...,F,),®y, we know that Oapo(il) = Oupo(ig). Let (71,...,7,0) €
Prem(T,v). By definition of ®, we know as(i1)(11,...,Tn,0) = aa,(i1)(T1,...,Tn,0)
and ag(io)(T1,...,Tn,0) = aa, (i2)(T1, ..., Tn,0) where &1 = AF(71,...,T,0). More-
over, by definition of AF (7, ..., Ty, 0), we know there exists ¢’ such that (71,...,7,,0’) €
Q, qu;l(il)(Tl, ey Ty 0') = Odq;o(il)(Tl, e 7Tn,O'/) and Oéq>1(i2)(7'1, ey Th, 0) = a%(ig)(n,
ey Tny0'). Since ag,(i1) = a,(iz), we deduce that ag(i1)(71,...,Tn,0) = as(iz)(m,
..., Tn,0). Hence we conclude that ag(i1) = ag(ia).

This concludes the proof that for all traces T' € T, there exists an annotated formula ® w.r.t.
(n, maxstep(T)) such that ® = ¢ and (F,T,Prem(¢),T)) = (Fi,...,F,),®. Therefore, we
conclude that (F,;, T) E . O

By direct application of Lemmas [I7] and [I§ we obtain the following corollary.

Corollary 1. Let C; = py, Pr, Ar be an initial instrumented configuration. Let nyo € N. Let
= (Fy N...F, = ¢) be an 10-njo-compliant correspondence query such that names(y) C
dom(pr).

Let 1,9 be two intermediate satisfaction relations on facts. Let two sets of intermediate
traces T1, Ty C trace(Cr, —i). If (Fa,ti, T2) = ¢ and (F1,T1) is nyo-mapped by (F2, T2) then
(F1,Fi, T1) E .

A.1  (k;,trace(Cr,—;)) is mapped by (s, trace(Cr, —))

Lemma 19. Let C; = pr, P, A be an initial instrumented configuration. (i;,trace(Cr,—;))
is mapped by (F;s, trace(Cr, —4)).

Proof. Let Ty € trace(Cr,—;). We need to prove that for all finite sets S C {(7,F) €
steps(Th) x F | Th, 7 bF; F}, there exist Ty € trace(Cr,—;), a mapping v from steps(T»)
to steps(T1) and a mapping 6 from S to steps(T») that satisfy the properties stated in Defi-
nition B4l

We prove this result by induction on |S|. However, for our inductive hypothesis, we need to
reenforce the properties required on 6. Let us denote Sy = {(7, F') € steps(T1) x F | Ty, 7 F;
F}. First, instead of 6 being a mapping from S to steps(T»), we ask 6 to be a mapping
from S,y to steps(Tz). Second, item M| remains unchanged on S (i.e. for all (7, F) € S,
T5,0(r, F) ks F) but is extended to the whole domain of 6 as follows: for all (7, F) € Su,
T5,6(r, F) ; F. Note this additional condition is not in conflict when restricted to S since
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T5,0(t, F) ;s F implies Ty, 6(7, F) ; F. Third, item [5 applies not only to S but to the whole
set Squ, i.e. for all (71, F1), (12, F2) € Squ, if Fi, F are both events and 0(11, F1) = 0(72, F»)
then (7‘1,F1) = (TQ,FQ).

Moreover, in the rest of the proof, we will say items [4] and [§] when talking about the
corresponding reenforced properties stated above.

Base case |S| = 0: We directly conclude by taking T5 = T}, the identity mapping for -y
and the mapping [(7, F') — 7 | (7, F') € Sqy] for 6.

Inductive step |S| > 0: In such a case, S = {(79, Fo)} US’ for some 79, Fy, S’. By applying
our inductive hypothesis on S’, we obtain a trace Tj € trace(Cr,—;), a mapping 7' from
steps(Th) to steps(T1) and a mapping 0" from S,y to steps(Ty) that satisfy the inductive
properties.

Let us do a case analysis on Fy:

o Case Fy = event(o, ev) or Fy = inj,-event(ev) or Fy = msg;(M, N): by definition of -,
T4, 10 by Fp if and only if T%, 79 bis Fp.

Let us consider 7o = T3 and v = 4/. In such a case, items and [3| directly hold since
~' satisfies the inductive properties. Moreover, by taking # = 6, we also deduce that
item [4] and [5] hold for #. Indeed, by definition of S, we know that 11,79 ; Fy. Hence
since 0’ satisfies item {4l on S’ and T4, we have Ty, 0(19, Fp) i Fy. Finally, since Th = T}
and T4, 70 F; Fo if and only if T3, 7 ;5 Fy, we conclude.

e Case Iy = table;(tbl(Mj,...,M),)): Let us look at the configuration Tj[maxstep(15)] =
n,p, P, T,AA. If n < i then we consider the trace on which we apply i — n times
the phase rule I-PHASE at the end of T3, i.e. To = T3[0] —F Th[maxstep(Ty)] —F
i,p, P, T, A, A for some P'. If n > i, then we consider Tp = T7.

In both cases, we define v as the mapping ~'[maxgep(T5) + j — maxgep(Ty) | j €
{1,...,i —n}]. (When n > i, this definition gives us v = +'.) Intuitively, all the steps
that we added at the end of T3 in Ty are mapped to maxsep(14). First, by construction,
we trivially have that v satisfies item [2|since it holds for 4/. Second, since we only added
possibly some instances of the phase I-PHASE, we deduce that that for all facts F, for
all steps 7, if To, 7,; F' and F' is an event, injective event or message predicates then
T < maXgtep(Ty). Thus, item [3| holds for v since it holds for /. Third, if T, 7 F; F then
either 7 < maxgtep(14) and in such a case we have v(7) = +/(7) and T5,+/(1, F) ; F, or
T > maXstep(Ty) and F is necessarily an attacker and table lookup predicates since we
only added some instances of the phase rule I-PHASE. In such a case, by definition of
i, we deduce that Th, maxssep(T5) i F. This allows us to conclude that item |1} holds
for ~.

We now define 6. First, for all (7, F) € Su; \ {(70, Fo)}, we define 6(7, F) = 0'(, F).
For (79, Fp), we need to find a step 7} such that Tb,7) Fis Fy. By definition of S,
T1, 710 F; Fy. Since itemholds for #', we deduce that T3, 6’ (70, Fy) i Fp. Thus there ex-
ists tbl(My, ..., M,) € T(T3[¢' (10, Fp)]) such that tbl(My, ..., My)p = tbl(M{,..., M),).
Since the semantics rules ensure that the set of elements inserted in tables can only grow
and by construction of 75 (i.e. the phase at step maxgep(73) in 15 is greater or equal to
i), we deduce that there exists 7, > ¢'(79, Fy) such that Ty, 7} F;s Fo. Thus, we define
(0, Fo) = 7). By construction, we obtain that 6 satisfies item |4l Moreover, since Fp is
not an event fact, we directly deduce that item [5| holds for @ since it holds for 6'.
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e Case Fy = att;(M'): Since #' satisfies item , we deduce that 14,0 (70, Fo) Fi Fp.
Let us denote 7, = ¢'(19, Fy). By definition of I;, we know that there exist M and
Tyl =¥ C =1i,p, P, T, A, A only by the rules I-App, I-NEW and I-PHASE such that
M' = Mp and M € A. W.lo.g., we can assume that Th[r)] —F C' —7F C where
T[] =¥ C' consists of k applications of only the rules I-ApP and I-NEW (k possibly
being 0), and C" —7 C consists only of applications of the rule I-PHASE. Note that
since the rules I-APpP and I-NEW only increase the attacker knowledge, we have that
A = Ti[r{] U Ay for some Apy.

We build T by inserting the rules applied in T3[7)] —F C’ in the trace T3 between the
transitions T4[7)] and Ty} + 1], and possibly adding some rule PHASE at the end of
the trace if the phase of Tj[maxstep(1”)] is strictly smaller then ¢ (similarly to the case
where Fjy was a table lookup predicate). Formally, we build the following trace T5:

0y Ly 0y
Lo Tot! o t+2 otN x ol
i Cl G e i CN - C

l_
f T,
T5[0] =5 Ty[1] 2 ... =2 To[r] =5 C

where N = maxstep(13) — 7)), only the rule I-PHASE is applied in Cy —7 C”, the phase
of C" is greater than ¢ and for all j € {1,..., N}, if I3[+ 4] =74, p/, P, T', A, A then
Ci=1d,p, P, T AUAy,N.
By construction and more specifically since we only added instances of I-App, I-NEW
and [-PHASE rules, we obtain that for all F' € F,

— forall T < 7}, T3, 7 b; Fif and only if Th, 7 b; F; and T4, 7 ;s F implies To, 7 b5 F

— for all maxssep(Ty) > 7 > 7, Ty, 7 Fif and only if To, 7+ k F; F; and Ty, 7 b5 F
implies 1o, 7 + k F;s F.

— for all maxgsgep(T2) > 7 > maxsiep(Ts) + k, To, 7 b F implies T4, maxgep(1Ty) i F

— if F is an event fact and Ty, 7 b F' then 7 < 1) or maxsep(T5) + k> 7 > 75+ k.

— since M € A (and so M € A(T[r)+k+j]) for all j > 0) and since the phase of C" is
greater than ¢, we know that there exists a step 7 > 76 + k such that T5, 7 ;s Fp.

We conclude by building v and 6 as follows:

~ (1) if 7 <7
~ (74 fri<r<7+k
V() = v (1 — k) if 70+ k < 7 < maxggep(Ty) + k
Vl(maxstep(Té)) if maxstep(Té) +k<T
7'1 if (7, F') = (70, Fo)
O(r,F) =4 0(1,F) if (7, F) € San \ {(70, Fo)} and 0'(7, F') < 7

O (r,F)+k if (1,F) € Say \ {(70, Fo)} and 0’ (7, F) > 7

A.2  (F, trace(Cr,—)) is njo-mapped by (ks trace}’ (Cr, —))

In the traces of trace}’ (Cr, —i), we consider our two main restrictions, that are data compli-

ance and 10-njo-compliance. To show the mapping of (F;s, trace(Cr, —;)) by (Fis, trace} (Cr,
—;)), we will need to transform the traces by applying several instances of the I-App, I-MsG,
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I-OuT and I-IN rules. Thanks to Lemma we know that our mappings are transitive and
stable by union, meaning that we can show first show mapping for our very small transforma-
tions and then combine them by multiple instance of Lemma

Lemma 20. LetCr = pr, Pr, A be an initial instrumented configuration. Let T € trace(Cr, —;
). Let 19 € steps(T'). Consider the trace T' build by inserting an application of the I-APP rule
at the step 9. Formally, T is defined as follows:

0 Lr, Lro+1 Lry42 Lro+N
i Cl G e >i CN

A Mo,
by o) L S, T DARRAL M)

T[0] ; Co

I-App(f,Mi,....Mm)

where N = maXxsiep(T) — 70, the application of T[] i C yields the term M
(i.e. f(My,...,My) |} M) and for all j € {0,...,N}, if T[ro+ 4] =, p, P, T, A, A then
Ci=1i,p, P, T WA U{M} N.

We have that (Fis, {T}) is mapped by (Fis, {T'}).

Proof. Let S be a finite set such that S C {(7, F) € steps(T) x F | T, 7 s F'}. Let us define
the following mapping v and 6:
For all 7 € steps(T"),
T it <o
7(7—):{ T—1 if7>mn
For all (1, F) € S,
T if 7 <y

H(T’F):{ T+1 7>

Let us now prove that « and 6 both satisfies the properties stated in Definition First notice
that item 2| trivially holds. Moreover, for all 7 € steps(T”), for all F' € F, if T',7 F; F and
7 < 79 then we trivially have that T, ~v(7) F; F. Otherwise, if 77,7 F; F and 7 > 79 then we
know that 7”[7] is the same configuration as T[T —1] except that A(T"[7]) = A(T[r—1])U{M}.
Hence, if F is an attacker fact att,,(N') then 7", 7 F; F implies T'[r] =X C =, p/, P, T", A", A’
with N/ = Np/ and N € A’. Since My,...,M,, € A(T[rp]) and 7 > 79, we have T[r —

A s Mo . ;
1] EAPPU M M) i T[t] =7 C which allow us to conclude that T,7 — 1 ; F. When F is

not an attacker fact, the result directly holds since for all 7 > 7y, T(T"[r]) = T(T[r — 1]) and
it T'[r — 1] 51 [7] with ¢ an event or message label then T[r — 2] 5, T[r — 1]. This allow
us to conclude that item (1] holds. For item [3] it suffices to notice that the only case where
v(11) = v(12) and 71 # T9 is when 71 = 79 and 75 = 79 + 1. But no event fact F' satisfies
T, 79+ 1 F; F hence the result holds.

The properties on € are proved in a similar way: For all (7, F) € S, if 7 < 79 then we
directly have that 7,7 t;s F. Moreover, if 7 > 79 then we know that T[r — 1] 5, T[]
implies T"[7] LT [T + 1] with T"[7 + 1] being the same configuration as T[7] except that
AT +1]) = AT[r]) U{M}. Thus, T, 7 b;s F implies T', 7 + 1 k5 F and so item [ holds.
Finally, for item [5] it suffices to notice that if T, 7 ;s Fy and T,7 b;s Fy with Fi, Fo two
events facts then F; = Fy. Hence if 0(7y, F1) = 0(72, F») then 71 = 7 by construction of 6
and so I} = F5. O

Lemma 21. Let C; = py, P, A; be an initial instrumented configuration. Let njo € N. Let

T € trace(Cr,—;). Let 19 € steps(T') such that T[] Wﬁ T[ro + 1] by application
of the rule I-1/O such that N € A; and the phase of T|19] is n > nro. Consider the trace
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T build by replacing the application of the rule 1-1/O by an application of the rule I-OUT
followed by an application of the rule 1-IN (this is allowed since N € Ay). Formally, T' is
defined as follows:

0 , : ‘, ‘
Tl] 25, T] 25, . 5, Tl 28D, o mssOVIM), o Frov2, - Dotk o
. . msg(N[},M) ‘ L
where k = maXxgep(T) — 10, the transition T'[rg) —————=; C is an application of the I-OUT

rule, the transition C msg(N[J.M) i C1 is an application of the I-IN rule and for all j € {1,...,k},

if Tlro+ 4] =74, p, P, T, A A thenC; =, p, P, T, A U{M'}, N with M'p" = M.
We have that (Fis, {T}) is nio-mapped by (Fis, {T'}).

Proof. Let S be a finite set such that S C {(7, F) € steps(T) x F | T, 7 ;s F'}. Let us define
the following mapping v and 6:
For all 7 € steps(T"),

T ifr<mg
y(r)=4¢ T0+1 ifre{rn+1;70+2}
T—1 ifr>7m+2

For all (1, F) € S,
T ifr<m
T+1 if7>m7

0(r,F) = {

Let us now prove that v and € both satisfies the properties stated in Definition [34. First
notice that item [2] trivially holds. Moreover, for all 7 € steps(T"), for all F' € F such that F
is not an attacker fact att;(L) with i > n, if T/, 7 +; F and 7 < 79 then we trivially have that
T,~(7) b; F. Furthermore, for 7 > 79, since the phase of T'[ry] is n > njo, we deduce that
F is not an attacker fact. Thus, if 7 € {79 + 1;79 + 2} then F is either msg, (N]], M) or a
table fact. But T(T[ro + 1]) = T(T"[r]) hence T,~(7) F; F. Finally, if 7 > 79 + 2, we know
that T'[r — 1] 5; T'[r] implies T[r — 2] %; T[r — 1] with T(T[r — 1)) = T(T"[r]). Hence,
T,7—1F; F and so item[I] holds. For item [3] the only possible problematic cases occur when
v(11) = y(m2) = 70 + 1, meaning that 71,7 € {79+ 1; 70 + 2}. But for theses steps, there is no
event F' such that 7,7 F; F. Thus, item [3] holds.

The properties on 6 are proved in a similar way: For all (7, F) € S, if 7 < 79 then we

directly have that 7,7 ;s F. Moreover, if 7 > 79 then we know that T[r — 1] 5, T[]
implies T"[7] 4.1 [T 4+ 1] with T’[r + 1] being the same configuration as T[r]| except that
A(T'[r +1]) = A(T[r]) U{M'}. Thus, T, 7t F implies T",7 + 1 k5 F and so item [4] holds.
Finally, for item [5] it suffices to notice that if T, 7 ;s F1 and T,7 b;s Fy with Fi, F5 two
events facts then Fy = Fy. Hence if 0(m1, F1) = 0(72, F3) then 71 = 7o by construction of
and so F1 = F5. O

Lemma 22. LetC; = pr, Pr, Ar be an initial instrumented configuration. Let T € trace(Cr, —;

). Let 79 € steps(T) such that T[] Mh» T[ro + 1] by application of the rule I-OUT.

Consider the trace T' build by adding after the I-OUT rule an instance of the I-MSG rule with
the same label msg(N, M). Formally, T' is defined as follows:

¢, . .
(o] by, T'[ro] meg(N, M) msg (V. M) ] 0+2 0tk

FEN iT[To—i—k]

Z'T[T(]—f—l] Z‘T[To—i—l
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N,M ‘ o
where k = maXxgiep(T) — 10 and the transition Tty + 1] Mi Tlro + 1] is an application

of the I-MsG rule.
We have that (Fis, {T}) is mapped by (Fis, {T'}).

Proof. Let S be a finite set such that S C {(7, F') € steps(T)) x F | T\, 7 ;s F'}. Let us define
the following mapping + and 6:

For all 7 € steps(T"),
(7) = T fr<rm+1
TNI=V 721 ifr>m+l

For all (1, F) € S,
T ifr<m+1
Q(T’F)_{ T+l T >T+1

Since the trace T” contains exactly the same configurations as T with one configuration being
"duplicated", that is T'[ro+ 1], the proof of v and 6 satisfying the desired properties is a direct
application of their definition. O

Lemma 23. Let C; = pr, Pr, Ar be an initial instrumented configuration. Let njo € N.
(Fis, trace(Cr, —;)) is nro-mapped by (Fis, traceT (Cr, —)).

Proof. Thanks to Lemma we only need to show how we transform a trace T' € trace(Cr, —;)
into a trace T" € trace}}y’ (Cr, —;) by only using the transformations described in Lemmas

and 22]
I-Arp(zero)

First, we look at the greater natural number N in T" and we insert the transitions ———;

I-A N-1
MZ at the beginning of the trace (using the transformation described in

Lemma m yielding a trace T;. Second, we remove in T} all applications of the rule I-I/O on
a channel from A; at a phase n > nyo by successive application of the transformation from
Lemma thus yielding a trace T. Third, after all applications of the rule I-OUT in T3, we
add an application of the I-MSsG with the same message and channel, i.e. the transformation
described in Lemma thus yielding a trace T3.

It remains to make T3 data-compliant. This is done by applying successively the following
transformations by going through the steps in increasing order:

N,M D
e When the 7-th step of T3 is a transition Mi by application of the rule I-OUT or a
1-App(f,My,....Mm o . .
transition PR/ My ) ; yielding the message M with f not being a data construc-

tion symbol or a projection of a data construction symbol, then we insert after the 7-th
step the necessary transitions to deconstruct/reconstruct M, yielding a trace Ty such

that Ty[r] = T3[7] and Ty[7] éd Ty[r'] for some 7’. Note that the added transitions

;
are only applications of the rule I-APp with data constructor function symbols or pro-
jections of a data constructor function symbol. Hence these additions correspond to the
transformation described in Lemma 20l

e When the 7-th step of T3 is a phase transition, we consider the terms in attacker knowl-
edge A(T3[7]) = {M,...,M,,} that we order by increasing size, i.e. i < j implies
|M;| < [Mj|. Then we insert after the 7-th step the necessary transitions to obtain a

trace Ty such that Ty[7] = T3[7] and Ty[7] M, = [7'] for some 7'. Once again,
r r
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note that the added transitions are only applications of the rule I-APP with data con-
structor function symbols or projections of a data constructor function symbol. Hence
these additions correspond to the transformation described in Lemma

e When the 7-th step is any other transition, we do not modify the trace.

By construction, the yielded trace is in trace};’(Cr, —;) which allows us to conclude. O

A.3 (s, trace}y’ (Cr,—)) is njo-mapped by (F}5, i, trace}y’ (Cr, =)

Lemma 24. Let C; = pr, Pr, Ar be an initial instrumented configuration. Let njo € N.
(Fis, traceT? (Cr, —4)) is nro-mapped by (75, trace}y’ (Cr, —i)).

Proof. Let T € tracej§y’ (Cr,—i). Let S be a finite set such that S C {(, F) € steps(T) x
F | T,7 bis F}. To prove (b, trace]’ (Cr, —;)) is nro-mapped by (F}&°, trace[ (Cr, —4)),
we need to find a trace 7" and two mappings v and 6 that satisfy the properties stated in
Definition [341

We take 7' = T and v the identity function. Thus we trivially deduce that items
and |3| of Definition [34] hold. In the following, we define # and show at the same time that it
satisfies item [4]

For all (7, F) € S,

nio

e if IV is an event fact or a table fact then we define 6(7, F') = 7. By definition of F}/7,
we have that T, 7 b F implies T, 7 F}5° F. Thus, since (7, F) € S, we conclude that
T,7Hy F.

o if F = msg,(N',M") then T,7 b4 F implies T[r — 1] =2,

i,p, P, T, A A.

If I-OUT is the rule applied for this transition, i > n, N' = N[, M’ = Mp with N € A;

N'.M’
msg( ) ) rLT[T,+1]

i T[r] with T[r] =

then we know by definition of trace}’ (Cr, —;) that T'[7] édr T[r']

N, M’
for some 7" where T'[7'] meg (N, M) i T[7" + 1] is an application of the rule I-MsaG. In

such a case, we define 6(7, F') = 7’ + 1. Note that since T[] Mi T[m' 4+ 1] is an
application of the rule I-MsG, we have that T, 7" + 1 +}5° F and so T, 0(r, F) F7i> F
Otherwise, we define 6(7, F) = 7. In such case, by definition of F}}’, we have that
T, 7 Fis F implies T, 7 F}}’ F and so the result holds.

o if ' = att;(M’) then T,7 F;s F implies that M’ = Mp and M € A with T[r] =
i,p, P, T, A A. Either M € data(7T,7) and in such a case, we define (7, F') = 7 or else
we know by definition of trace}’ (Cr, —;) (specifically item 1 of Definition|12)) that there

exists two steps 7/, 7" € steps(T') such that T[7’] M7 [7"]. Moreover by construction
dr

of T'[7'] N T[r"], we have that M € data(7T,7"). Hence we define (7, F) = 7". Since
d

r
M € data(T,7"), we have by definition of F75’ that T,7"” F}§’ F and so the result
holds.

Finally, since for all (7, F) € S, 0(7, F) = 7 when F is an event fact then item [5|of Definition
directly holds. O
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We finish this section by combining all our different intermediate results to prove Lemmalg]

Lemma 8. Let C; = p, P, A be an initial instrumented configuration. Let k € N. Let o be an
10-k-compliant correspondence query and R be a set of fully 10-k-compliant restrictions such
that names(p,R) C dom(p).

We have (i, trace(Cr, —i)ir) = o if and only if (Ffo, i, tracef5(Cr, —i)ir) F o

Proof. The completeness of our restriction is given by Lemma [I5] For the soundness, by
Lemma (Fi,trace(Cr,—;)) is mapped by (F;s,trace(Cr,—;)). Hence by Lemma (Fi
,trace(Cy, —;)) is n-mapped by (s, trace(C;,—;)). By Lemma (Fis, trace(Cr, —4)) is n-
mapped by (s, trace},(Cr, —;)). By Lemma (Fis, trace(Cr, —)) is n-mapped by (F;§’
,Fi,trace’(Cr, —;)). Using the transitivity of the mappings, i.e. Lemma we obtain that
(Fi,trace(Cr, —;)) is n-mapped by (F75, 4, tracel, (Cr, —;)). Finally, using Corollary |1} we
conclude that (F7,,F;,trace},(Cr, —;)) = ¢ implies (4, trace(Cr, —=;)) = 9. O

B Proof of Theorem [1]

Before proving Theorem (1, we state an invariant on the traces in trace},(Cr, —;).

Definition 35. Let S, be a set of predicates. Let njo € N. Let C; = po, Py, Ao be an
initial instrumented configuration. Let T € tracejl’ (Cr,—i). Let 7 € {0,..., maxgep(T)}.
Let C(1) = Ca(C1) UCpH(Cr,ni0) UCS™(T). We say Invs, (T, 7) holds if and only if T[r] =
n,p, P, T, A A and:

1. for all M € A, there exists a derivation D' of att,(Mp) at step 7/ < 7 from C(7") such
that T, Sp,nio = D' and 7' is the smallest step such that T, 7' =75 att,(Mp); and

2. for all tbl(My, ..., M,) € T, there exists a derivation D' of table, (tbl(M, ..., M,)p) at
step T < 1 from C(7) such that T,S,,nio = D' and 7’ is the smallest step such that
T, 7" 75 table, (tbl(My, ..., M,)p); and

for all (P,O,T) € P, there exist P',H', ', p', 0’ such that:
3. [P, O, Z|nH p C Cp(Cr,nj0); and
4. Po=Ppo, To'"=TI; and

5. for all F' € H'c', there exist 7' and a derivation D' of F' at step 7' from C(7') such that
7 <7 and T,Sp,nio = D'. For all formulae ¢ € H', o' |= ¢.

Items [1] and [2| indicate that any terms added to the attacker knowledge or in a table can
be derived by the set of initial clauses. Note that the trace T always satisfies these derivations
w.r.t. the set of allowed predicates Sp,. Items [3| and {4 show the link between the concrete
trace and the symbolic representation of the process within the transformation [P, O, Z]|nHp.
Similarly to the first two items, item [5| also indicates that the concretisation of facts in H can
be derived by the set of initial clauses.

In Definition we define an invariant on trace that we will rely on to prove Lemma
Contrary to what could be expected, given a trace T', we will not show that Znvs, (T, 7) for
all steps 7 € {0, ..., maxgep(T")}. The main reason being that all derivations in Definition
must be satisfied by the trace w.r.t. the set of allowed predicates S,. Such a property is in fact
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problematic for terms that have a data constructor function symbol as root. However, since T’
is data compliant, we know from Definition [12|that the trace always deconstructs/reconstructs
terms when they are first introduced. We will in fact show that our invariant always holds at
the end of such deconstruction/reconstruction phase.

B.1 Handling data constructor function symbols

Given a trace T' and a step 7, if T'[7] =n,p,P, T, A, A, we denote by A(T'[7]) the set A.
Given a derivation D, a trace T and a set of allowed predicates S,,, we consider a weaker
notion of satisfiability, denoted 7', S,, n10 - D, that follows Definition |18 except that item @
of Definition [18|is weakened in the case where Fyy = att;(f(Mi, ..., M,)) with f € Fyurq when
n is the root of the derivation. In such case, we only request that f(Mj,..., M,) € A(T|[m]).
Finally, we denote by Ag(T'[7]) and A, (T[7]) the two disjoint sets such that A, (T[7]) is
the smallest set satisfying the following properties:

o A(TIr]) = Aa(T[7]) U Au(T7])

e for all M € A, (T[r]), there exist 7/ < 7 and a derivation D of att, (Mp) at step 7’ from
C(7') such that T, S,,nro -y D; and

e for all M € Ay(T[r]), there exists a derivation D of att,(Mp) at step 7/ < 7 from C(7')
such that T', Sy, nro = D and 7’ is the smallest step such that T, 7" F75° att,(Mp).

o forall M € A(T[r]), M € A4(T[r]) if and only if there exists 7/ < 7 such that T, 7/ F7%°
att, (Mp).

Note that Ag(T'[7]) and A, (T[r]) do not necessarily exist (for instance if M € A(T[r]) and
there is no derivation of att,, (Mp)).

Lemma 25. Let T' € trace} s’ (Cr, —;). Let T € N. Assume that Aq(T'[7]) and Ay (T[7]) ewist.
For all M € A(T[7]), if T|7] EC T[] or T|7] éd T[], then Aq(T[7']) and A, (T[7'])
exist with Ay (T[7']) = Aw(T[7]) \ {M} and M € Ay(T[7")).

Proof. We prove this lemma by induction on the size of M. Cousider T[] = n,p, P, T, A, A.

Since M is a ground term, we have M = f(My,..., My,).
If M € Aq(T7]), then by definition, there exists 77 < 7 such that T, 7" F}}° att,(Mp).

Hence M € data(T,7”) which implies M € data(T, 7). By definition of T[] &N T[r'] and
r

T[7] %d T[], we deduce in both cases that 7/ = 7. As such, Ay(T[r']) and A, (T[7])

trivially exist. Moreover, since Aq(T[7']) and A, (T[7']) are disjoint and M € A4(T'[7]), we
obtain that A, (T[7']) \ {M} = A, (T|7']) = Aw(T[7]).

If M & Ay(T[7]), i.e. M € Ay(T[r]), then f € Fyqra (otherwise T, 7 F}5° att,(Mp),
which would imply M € A4(T[7])).

I-A M1,y M,
We focus first on T'[7] M, T[']: By definition, 7/ = 7 + 1 and T[r] pp(f,My,..., )\i
r

Tir + 1] and My, ..., M,, € data(T,7). Thus, for all i € {1,...,m}, T,7 -5 att,(M;p)
and so My,..., My, € Aq(T[7]). Hence, for all i € {1,...,m}, there exists a derivation D; of
atty, (M;p) at step 7; < 7 from C(7;) and T, Sp, nro = D; where 7; is the smallest step such that
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T,7; F1 att,(M;ip). By definition, we know that f(z1,...,2m) — f(z1,...,2m) € def(f).
Hence we can thus build a derivation D of att,, (Mp) at step 7+ 1 by applying the rule [Rfl on
Dl, ce ,Dmi

att,(Mp), 7+ 1

(attn(21) A Aatta(zm) = atta(f (21, 7))
attn(Mlp),Tl attn(Mmp),Tm

Since T'[7] i T[T+ 1] and f(M;,...,M,) € A(T[t + 1]), we deduce that
T, 7+ 1F} att,(Mp) and so D satisfies item 4] of Definition Moreover, since 7; < 7 for
all i, we also deduce that item [3|of Definition[I8]is satisfied. Items[I]and [2are trivially satisfied
since T, Sp,nro = D; for all i. Therefore, T',S,,njo - D. Note that since M & Aq(T[7]), we
do have that 7 + 1 is the smallest step such that 7,7 + 1 F}} att,(Mp) meaning that
M € Ay(T[r + 1]) and so M & A,(T[r + 1]). Since the attacker knowledge of T'[r] and
T[r + 1] is the same (M was already in .A), we can conclude.

I-App(f,Mi,....Mm)

We now focus on T'[7] X7 [7']. By definition, there exist 7o, ..., 7, such that 7/ = 7, +
dr
1, 70 = 7 and T[] % T[m1] é . % T[] é T[T +1]. Let us show that for all
d,1 r

b 72 ,m
i <m, {M,...,M;} C Aq(T[r;]) and A (T[:]) = Aw(T[7]). This proof is done by induction
on i. The base case (i = 0) being trivial, we only focus on the inductive step. By our inductive
hypothesis, we know that A;(T[1i—1]) and Ay, (T'[ri—1]) exist, Aw(T[ri-1]) = Aw(T[7]) and
{My,...,M;_1} € Ag(T[ri—1]). We do a case analysis on T'[7;_1] gd MAE
o Case 7, = 7;—1 and M; € data(T,7—1): In such a case, T,7; F}5° att,(M;p) and so
M; € A4(T[1i—1]). Since our inductive hypothesis gave us A, (T[ri—1]) = Aw(T[7])
and {Mi,...,M;_1} C Ay(T[ri—1]). We conclude that A,(T[r]) = Ay(T[7]) and
{Ml, ey Mz} Q .Ad(T[TZ])
I-A 7rf,M )
o Case T[r;_1] Pr(m M) i Tmic1 + 1] M, T'[ri]: Since M € A, (T'[7]), we know that
dr
there exists 7”7 and a derivation D of att, (M p) at step 7”7 from C(7”) such that 7" < 7,4

. I—APP(ﬂ'lf,M)
and T, Sp,nro Fw D. Since T'[7;_1]

D; of atty, (M;p) at step 7,1 + 1 by applying the rule related the projection 7

i T'[mi—1 + 1], we can build a derivation
f.
-

attn(Mi ), Ti-1+1

[attn(f(:):l, e Tm)) = attn(xi)}

att, (Mp), 7"

D
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Thanks to T', Sp, nro Fw D and the root node of the derivation D; being the application of
a projection of f, we obtain T, S,, nyo vy D;. Hence, Ay (T[7-141]) and Ay(T[r-1+1])
exist.

If the root of M; is not a data constructor symbol, then 7', 7;_1 + 1 F”’ O atty, (M;p) and
so T,Sp,n1o F D;. Note that we know that M; ¢ data(7T, 7;—1) meaning that 7,1 + 1
is the smallest step such that T', 7,1 + 1 F75° att,, (M;p). Hence, M; € Aq(T[r—1 + 1])

and Ay, (T[ri—1 + 1]) = Ay (T[mi-1]). Moreover, by definition of T[r_; + 1] %d T[m),
7i = Ti—1+1. Therefore we can conclude that A, (T[r;]) = Aw(T[7]) and {Mj, ... ,rJ\L} -
Ad(T[TZ])
If the root of M; is a data constructor symbol, then A, (T[1i—1 + 1]) = Ay (T[1i-1]) U
{M;}. Indeed, we cannot have M; € data(T,7;—1 + 1) since M; & data(T,7,_;) and
I—APP(W{,M)

T[rio] ———— ]

|M|, we can apply our main inductive hypothesis which allows us to deduce that

Aw(T[13]) = Aw(T[ri—1+1)\{M; } and M; € Ayg(T[7;]). Thus, Ay ([1]) = Aw(T[15-1]) =

Ay (T'[7]). Moreover, since {Mj, ..., M;_1} C Ay(T[1;-1]), we conclude that { My, ..., M;} C

Ag(T'[mi]).

We have shown that {Mi,..., My} C Aq(T[rn]) and Ay (T[mm]) = Aw(T[7]). Since

Tlrm] 2 T[] with M = f(M,..., M,,), we have already shown that Ay(T[r]) and
Ay (T[7']) exist and Ay (T[7']) = Aw(T[m])\{M}. With A, (T[1]) = Aw(T[7]), we conclude

our proof. O

i Tlric1 + 1] 2, T[r;]. Since T'[r;—1 + 1] :$ T[Tz and |M;| <
dr

B.2 Proving the invariant

We start by showing the soundness of D' |}/ (U’,¢’, ¢) with respect to D |} U. The following
lemma is the same as [BAF08, Lemma 11| but extended to may-fail terms and rewrite rules
with conditional formulae.

Lemma 26 ([CB13|). Let o be a closed substitution.

Let D be a plain expression. If Do | U, then there exist U',o1,¢ and o} such that
DV (U 01,9), U="U'0y, 0 = (0107)|dom(s) and 07 = .

Let Dy, ..., D, be plain expressions. If for all i € {1,...,n}, Do || U;, then there exist
Ui,..., U}, o1,¢ and o such that (Dy,...,Dy,) V (Uf,...,U}),01,9), Ui = Uld} for all
i€{l,...,n}, 0 = (0101)|dom(s) and o} = .

Lemma |1| considers IO-compliant traces. From Definition a trace T € trace[ (Cr, —)
has a particular shape:

. . I-Arr(0) I-Appr(succ,0 I-Aprp(suce,n—1
e The first transitions of 1" are the transitions © i ( ) P ( ) i

for some integer n.

e An output transition is followed by a deconstruction/reconstruction phase when needed,
N,M
Le. if T[r] gV AD), T|7'] by the rule I-OUT then T[] % T[T”] for some 7”.

msg(N,M)
—

Moreover, if n > nyo and N € Ay then T'[7”] T[r" + 1] by the rule I-MsG.
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e An function application transition is also followed by a deconstruction/reconstruction
I-App(f,M1,...,Mp, .
PR Mu), i) ikl f(M, ..., My) b M then

phase when needed, i.e. if T[7]
T[] M, T[r"] for some 7".
dr

e A phase transition is followed by a reconstruction of all terms in the attacker knowledge,
i.e. if T[rg — 1] —; T'[ro] by the rule I-PHASE then T'[7] M, T[m] SR N T[]
r r r
for some 7i,...,7, and A(T[rp]) = {M;,..., M,}.

We call these sequences of transitions complete transitions, denoted —.. We also define
C —. C" when C —; C' is an application of a rule other than I-OuT, I-APP and I-PHASE.
Therefore, a trace T' can be seen as a sequence of complete transitions, i.e. T = T[0] —
T[mi] =¢ ... =c T[] where 71,..., 71 < Maxgep(T) and 7, = maXxgep(T). We say that
0,71,...,7, are the complete steps of T. In the next lemma we show that Znvs, (T, 7) for any
complete steps 7 of T

Lemma 27. Let S, be a set of predicates. Let njo € N. Let C; = pr, Pr, Ar be an initial
instrumented configuration. For all T € tracejly’ (Cr,—), for all complete steps T of T,
Invs,(T,T).

P ~po
directly gives us that S, C S}, and T, S}, nio = D' implies T, S, njo = D'. Therefore, S, C
and Znvg; (T, 7) implies Znvs, (T', 7). Thus, it is sufficient to prove the lemma when S;, contains

all predicates. The proof is done by induction on 7.

Base case T =0: T[0] =C; =n,p, P, T, A, A with P = {(P1,0,0)}, p=pr, A=A, T =10,
A =0 andn =0. By defining P' = P;,7/ =0, H' = T, p' = p; and ¢’ = id, we directly obtain
that item [4] of Definition [35] holds. Moreover, by definition, Cp(Cr,n50) = [(Pr,0,0)]0T pr
hence the item [3| holds. Since H'oc’ = T and T = (), items [2| and |5| also hold. By definition
of an initial instrumented semantics, A; only contains names that are included in dom(py).
Moreover, for all a € A, ap; = al|]. Hence for all a € Aj, we can build a derivation of
atto(a[]) that is satisfied by T at step 0 w.r.t. Sp by using the clauses RInit|from C4(Cr, ns0).
Therefore, we conclude that Znvs,(7',0) holds.

Proof. First of all, note that for all derivations D’ and all sets of predicates S, S, Deﬁnition
S
P

Inductive step 7 > 0: Since 7 > 0 and 7 is a complete step, we know that there exists a
complete step 79 < 7 such that T'[ry] —. T'[7]. By our inductive hypothesis, we deduce that
Invs,(T,79) holds. Note that when the transition T'[r9] —. T'[7] does not correspond to a
change of phase, it is sufficient to prove the invariant on the modified elements between T'[7g]
and T'[7] to prove Znvs, (T, 7) (the invariant directly holds on unmodified elements in T'[7]
from the fact the invariant holds on T'[rp]). Let us denote T[rg] = no, po, Po, To, Ao, Ao and
Tt =n,p,P, T, A A.

We do a case analysis on the complete transition T'[7g] —. T[7]:
e Rule [-N1L: Trivial since P C Pp.
e Rule [-MsaG: Trivial since the derivations are unchanged.

e Rule [-PAR: In such a case, Py = P'U{(P | Q,0,1)}, P=P U{(P,0,7),(Q,0,1)},
p = po, n = ng. By our inductive hypothesis, we know that there exist P/, Q", 7, p', H', o’
such that (P’ | Q)p'c’ = (P | Q)p, Z'¢’ = T and [P’ | Q',O0,Z'nH'p’ C Cp(Cy).
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By definition, it implies that [P, O,Z'|nH'p’ C Cp(Cr,ni0) and [Q', O, Z'|nH p' C
Cp(Crymy0). Thus the result holds by associating P, H',Z', p/, o/ (vesp. Q',H',T',p',0")
to (P,0,) (resp. (Q,0,T)).

Rule I-REPL: In such a case, Py = P'U{(1°P,O0,7)}, P = P'U{(P, (0,0),(Z,\)}, p =
po, 1 =mng, A = AgU{A} with A € Ay. By our inductive hypothesis, we know that there
exist 1°P",H',T', p', 0’ such that [I°P',O,Z'|nH'p" C Cp(Cr,n10), (1°P)p = (1°P")p'c’
and Z'0’ = Z. By definition [!1°P’, O, Z'|nH'p' = [P, (O, 0),(Z',i)[nH p’. Let us define
o = o'[i — A]. We obtain that (Z’,i)¢” = (Z, \). Moreover, since i is fresh, we deduce
that Pp = P'p'c”. Similarly, H'c’ = H'c” meaning that item [5| holds for H'c”. Hence
we conclude the proof by associating P, H', (Z',i), p/, 0" to (P, (O,0), (Z,\)).

Rule I-RESTR: In such a case, Py = P'U{(new a; P, O, T)}, P = P'U{(P{% /a}, O, T)}
and p = pola’ — a[Z]] where a’ & dom(pg). By our inductive hypothesis, we know that
there exist P',Z', p/, H', o’ such that (new a; P")p'c’ = (new a; P)py (note that since we
consider application of mapping modulo renaming of bound name, we can have the same
a in both new a; P" and new a; P), Z'0’ = T and [new a; P, O, Z'|nH'p' C Cp(Cr,n10).
By definition [new a; P', O, Z'|nH'p' = [P', O, T'|nH'(p'[a — a[Z']).

Let us define p” = p'[a — a[Z']]. Since Z'c’ = T and o’ & dom(pg), we have P{% /,}p =
P{¥/}pold’ +— a[Z]] = Ppola + a|T]] = Ppola — a[T']o’]. With Ppy = P'p'c’, we ob-
tain P{* /,}p = P'p"o’. We conclude by associating P',H',Z', p", o’ to (P{% /,}, O, T).

Rule I-1/O: In such a case, 7 = 19+1, p = po, Po = P'U{(out(N, M); P,01,T1), (in°(N,
1);Q,09, L)} and P = P’ U {(P,01,T1), (Q{M/.},(02,0), (T2, Mp))}. Moreover,
since T € trace}y’ (Cr,—i), we have n < njo or N ¢ A;. By our inductive hy-
pothesis, we know that there exist N', M', P',Q', I}, T5, p}, ph, H}, H’, 0}, 0h such that
(out(N, M); P)p = (out(N', M'); P')ghot, (in°(N, 2); Q)p = (in*(N", 2); @) pht, Ty} =
7, and Zhol, = T. Moreover, we have [out(N', M'); P', Oy, Z1nH| p| € Cp(Cr,n10) and
[in®(N",z); Q, O2, Th|nH,ph C Cp(Cr,nr10).

By definition, since n < nyo or N € A; (which implies N’ ¢ A; and N” & Aj), we have

01,7/
lout(N', M"); P, Oy Zi|nHipy = [P, O, ZiTnHiph U {H5 225 msg, (N6, M'p)))

and [in?(N", 2); Q, On, TylnHyph = [Q, (02, 0), (T ) (Hl A s, (N, ) (e >
x').

Let us define pfj = phlz — 2'] and of = o)z’ — Mp|. Since 2’ is fresh and z is
bound, both x and 2’ does not occur in p, py and ob. Thus, Q{™ /. }p = Qp{**/,} =
Q' phob {Mr/.} = Q' pyol. Note that we also directly have that (Z},2')o% = (Za, Mp).
Therefore, items {4] and |3| hold by associating P', H},Z}, p}, o} to (P,01,Z;) and by as-
sociating @', (H4 A msg,, (N"ph, ")), (T4, 2'), ply, o8 to (Q{M/z},(O2,0), (2, Mp)). We
now show the other items of Definition Items [I] and [2] trivially hold since Ay =
A and 7o = T. Thus it remains to prove item |5 for msg, (N"p), a')cly, that is,
msg,, (N" py05, 2'0y) = msg, (Np, Mp).

Let us assume that H} = Fiy A ... A Fi, A ¢. Since Invs, (T, 1) holds, o} = ¢ and
there exist 71, ..., 7, and some derivation D, ..., Dy of Fio},..., Fyo} at step 71,..., Tk
respectively from C(7p) such that 7; < 79 and T, Sp,njo F D; for all j = 1... k. But

U

O 7I . . .
the rule H;, —=% msg,,(N'p}, M'p,) is in C(7) and 75 < 7. Therefore, we can build the
following derivation D of msg,, (N p, Mp) at step 7:
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msgn(N p,Mp), T

(O1,Z101) ’H’ 1—’>msgn (N'py, M

F10’1,T1 / \. kaprk

Since T, 7,no Fis msg,,(Np, Mp), 11 < 7, ..., 7 < 7 and (P, 01,Z{0]) € P, we deduce
that T',S,,njo = D which allows us to conclude.

Rule I-LET1: In such a case, p = po, Po = P’ U {(let z = D in P else Q,0,7)} and
P =P uUf{(P{M/,},0,T)} with D || M. By our inductive hypothesis, we know that
there exist D', P',Q', ', p',H', o’ such that (let x = D’ in P’ else Q")p'c’ = (let x =
D in Pelse Q)p, Z'0’ = T and [let x = D' in P’ else Q',O0,Z'InH'p' C Cp(Cr,n10)-
Since p is a mapping from names to name patterns such that for all a,b € dom(p), a = b
iff ap = bp (thanks to Lemmal[2), D |} M implies Dp |} Mp. Since Dp = (D'p)o’, we can
apply Lemmato obtain that there exist M’, 01, 0/, and ¢ such that D'p’ |}/ (M’, 01, ¢),
Mp= Moy, o' = (0101)dom(o) and o] = ¢.

By definition of [let x = D’ in P’ else Q', O, Z'|nH'p’, we have [P',O, T c1|n(H o1 A
o) (poifx — M']) C Cp(Cr,n10). Let us define P = P, 7" = T'oy, H" = H'oy A ¢,
p" = poilr — M| and ¢ = o]. We show that the invariant holds by associat-
ing P"H", I",p" and ¢ to (P{M/,},0, I) We already proved that item I 3] holds.
Moreover, P{M /,}p = (Pp){M?/,} = P'p/o’{M'?1/,}. But o’ = = (0101)|dom(o") hence
P{M/3p = (Ppor{™ /,})o" (note that = ¢ dom(c})) which implies P{/,}p =
P"p"¢". Furthermore, T = T'0’ = T'010) = I"0}. Hence item [4| holds. Finally, the
facts in H'c’ are the same as in H'o10} and so in H”o”. Since o] = ¢, we conclude that
item [l holds.

Rule I-LET2: Similar to the previous case.

Output transition: Since T'[rg] —. T'[7] is a complete transition, one of the following
two cases hold:

1. T[mo) Mﬁ Tl + 1] N T[7'], 7 = 7’ and either N & Aj or n < njo.
dr
2. Tro) 22 iy 1) 25 1) 2D ) with 1 = 7 41, N € A,

dr
msg(N,M)

n > nro and T[1 — 1] i T[] is an application of I-MsG.

Note that T'[1p + 1] => T[7'] only modifies the attacker knowledge and the rule I-Msc
leaves the conﬁguratlon unchanged Let us denote A; the attacker knowledge of T'[7p+1].
We have Py = P'U{(out(N,M); P,O,Z)}, N € Ay, A1 = AgU{M} and PU{(P,O,T)}.
By our inductive hypothesis, we know that there exists N, M', P', 7', p', H', o’ such that
(out(N', M"); P")p'a’ = (out(N,M); P)p, 'c’ = T and [out(N', M'); P',O,T'|nH'p’ C
Cp(Cr,n10)-

We do a case analysis on the two previous cases:
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— Case 1: by definition Jout(N', M"); P!, O, Z'|nH'p" = [P/, O, Z'|nH 'p' U {H' oL,
msg,, (N'p', M'p")}. But we know that N € Ag. Thus Znvs,(T,7') ensures that
there exists a derivation Dy of Np at some step v < 79 from C(7x) such that
T,Sp,nro F Dy. Moreover, item [5| also ensures that if we denote H' = Fy A ... A
Fi A ¢ then ¢’ = ¢ and there exist 71,...,7; and some derivations Dy, ..., Dy
of Fio’,...,Fyo' at step T1,..., 7 respectively from C(79) such that 7; < 7y and
T,Sp,nio = Dj for all j = 1...k. Thus we can build a derivation D of att,,(Mp)
at step 70 + 1 from C(7p + 1) as follows:

attn(Mp), To + 1‘

msgn x,y) A atty(z) — att (y)}

msg,, (Np, Mp), TOV att,(Np), Tn

OI/, ’H”—>msgnN”M”j

F1U T S \ Fro', 1

Note that we do not necessarily have that T',S,,n;0 = D when Mp has a data
constructor function symbol at the root. However, we do have that T',S,,n;o - D.
Furthermore, since Znvs, (T, 79) holds and in particular item |1} we deduce that
Aq(T[ro + 1]) and A, (T[r0 + 1]) exist with A, (T[r9 + 1]) € {M}. Thus we can
apply Lemma |25 which allows us to deduce that M € A4(T[r]) and in particular
Aw(T[7]) = 0. Therefore item [I] of Definition [35 holds which allows us to conclude.

— Case 2: by definition Jout(N', M"); P",O,Z'|nH'p' = [P', O, Z'nH'p' U {H' or,
att,(M'p’)}. Once again, item [5| also ensures that if we denote H' = F; A ... A
Fi A ¢ then o’ = ¢ and there exist 7,...,7; and some derivations Dy, ..., Dy of
Fio',..., Fyo' at steps 71,..., T respectively from C(7p) such that 7; < 7y and
T,S, F Dj for all j = 1...k. Thus we can build a derivation D of att,(Mp) at
step 79 + 1 from C(79 + 1) as follows:

att,(Mp), 10 + 1‘

(0,7'0") [’H’ or, attn(M’p’)}

Fio',n Fro', 1,

As in the previous case, T', Sp, njo - D meaning that Ay (T [mo+1]) and Ay, (T [0+
1]) exist with Ay, (T[ro + 1]) € {M}. We conclude by applying Lemma
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e Rule I-IN: In such a case, p = pg, Po = P' U {(in°(N,2);Q,0,7)} and P = P' U
{(Q{M/.},(0,0),(Z,Mp)} with N,M € Ay. By our inductive hypothesis, we know
that there exist N, Q",Z', p/, H', o’ such that (in°(N’, z); Q")p'c’ = (in°(N, z2); Q)p, Lo’ =
Z and [in°(N',2);Q", O, ' |nH'p’ C Cp(Cr,nr0). We do a case analysis on whether
N e Ay and n > njo.

— Case N ¢ A or n < njo: by definition [in°(N’,z); Q', O, Z'|nH'p' = [Q’, (O, 0),

(Z', 2")n(H' A msg, (N'p',2'))p'[x — '] with 2’ a fresh variable. Let us define
p" = p'lz — 2] and o’ = o'[z' — Mp]. Since 2z’ is fresh and = was bound (i.e.
does not appear in p, p’,0’), we deduce that Q'p"c"” = Q'p'[x — 2'|o’[2' — Mp] =
Q'plo'lx — Mp] = Qplz — Mp] = Q{™/,}p. Moreover, by defining Z = (T, 2'),
we deduce that Z"¢"” = (Z'0’, Mp) = (Z, Mp). We show that the result holds by
assigning Q, ", (H' Amsg,,(N'p’,2)), p” and o” to (Q{M /.},(O,0),(Z, Mp)). To
do so, it remains to define a derivation for msg, (Np, Mp).
We know that Znvs,(T,70) holds and in particular item . Thus, M,N € Ay
implies that there exist 77, 7 and some derivation Dy, Dy of atty, (M p), att,(Np)
at step Tar, Ty respectively from C(ry) such that 7y < 19, v < 70, T, S, = DN
and T, S, - Dps. Thus we can build a derivation D of msg, (Mp) at step 79 + 1
from C(mp + 1) as follows:

msg, (Np, Mp), 7o + 1J

[attn(x) A atty(y) — msg,, (x, y)}

att, (Np), V att, (Mp), Tp

Since T, 79 + 1 75’ msg, (Np, Mp), Tn < 19+ 1 and 7as < 79 + 1, we deduce that
T,Sp,n10 D which allows us to conclude.

— Case N € A; and n > njp: by definition [in°(N',z); Q', O, Z'|nH'p = [Q', (O, 0),
(Z', 2")n(H' Natty,(2))p/[x — 2] with 2’ a fresh variable. As in the previous case,
we can define p’ = p'lx — 2], ¢ = o[ — Mp| and Z” = (Z’,2"). Moreover,
the invariant can be shown by assigning @', Z", (H' A att,(2)), p”, " to (Q{M /.},
(O,0),(Z,Mp)) and defining a suitable derivation for att,,(Mp). Such a derivation
can be derived from the fact that M € Ay and Znvs, (T, 70) holds (in particular

item .
e Application of function symbol: Since T'[19] —. T[] is a complete transition, we have
T'[1o] AP M Mon) i Tlro +1] N T[r] where f(M,...,My,) | M. In particular,
dr
AT[mo+1]) = AgU{M} and M,,..., M, € Ag. Note that M;,..., M, are terms.
Thus by definition of |}, f(Mi,..., M,,) | M implies that there exist f(Ui,...,Up) —
U || ¢ € def(f) and a substitution o such that U;c = M; for alli € {1,...,m}, M =Uo
and o = ¢. Moreover, since Znvs, (T, 70) holds and My, ..., M;, € Ay, we know that

there exist 71, ...,y and some derivation D, ..., D, of att,(Mip), ..., att,(Mmp) at
step Ti,...,Tm respectively from C(79) such that 7; < 79 and T',Sp,n;0 = Dj for all
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j = 1...k. Therefore, we can build a derivation D of att,(Mp) at step 79 + 1 from
C(1p + 1) as follows:

att,(Mp), 70+ 1

A att, (Up) A ¢ — atty(

att
attn MLO T / \ attn mp Tm

Once again, T, Sy, njo Fw D meaning that Ay(T[ro + 1]) and Ay, (T'[1o + 1]) exist with
Ay (T + 1]) € {M}. We conclude by applying Lemma

e Rule I-NEW: Direct by application of the clause

e Rule I-EVENT: In such a case, 7 = 79 + 1, Py = P’ U {(event®(ev); P,O,Z7)} and P =
P'U{(P,0,Z)}. By our inductive hypothesis, there exist ev’, P', 7', o', H', o’ such that
(event®(ev’); P)p'a’ = (event®(ev); P)p, T'c’ = T and [event®(ev); P/, O, Z'|nH'p’ C
Cp(Cr,ns0). By definition, [event®(ev’); P/, O, I'|[nH'p’ = [P, O, Z'|n(H As-event(o[Z'],
ev'p'))p U{H' or, m-event(o[Z'], ev’p’)}. Note that T, 7 F}4’ s-event(o[Z], ev) mean-
ing that the clause — s-event(o[Z],evp) € C(7). Since Z = Z'0’ and evp = ev'p'o’,
we deduce that s-event(o[Z], evp) is trivially derivable from C(7) which allows us to
conclude.

e Phase transition: Since T[ry] —. T[7] is a complete transition, T[7g] [-Pnase, T +
1] M, My T[r] where Ay = {M,...,M,}. Moreover n = ng + 1 and P is

typically Py where we only remove elements. Hence, items Bl [ and [5] of Definition [35]
are trivially proved. It remains to prove items [1| and By our inductive hypothesis,
we know that Znuvs, (T, 70) holds meaning that for all s € {1,...,m}, there exists 7; and
a derivation D; of atty,(M;p) at step 7; < 79 such that T, S,,njo = D;. Thus, for all

i € {1,...,m}, we can build the derivation D} of att,,+1(M;p) as follows:

att, (M;p), 70 + 1

[attno () — attnOJrl(m)J

attn, (Mip), Ti

D;

Since T,Sp,nro = D; and 7; < 79 + 1, we deduce that T, Sy, nro Fw Dj. Note that
when M;p does not have a data constructor function symbol as root symbol, we have

in fact T,Sp,no F D). Therefore, we deduce that A, (T[ro + 1]) and Aq(T[ro + 1])

exist with Ay (T[ro + 1)) € {My, ..., My} Since Tlro + 1] 22 ... 22 7[7], we
r r
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can apply successively Lemma on My,..., M, to obtain that A, (T[r]) and Aq(T'[7])
exist and A, (T[7]) = Ap(T[10 + 1]) \ {M1, ..., M;,} meaning that A, (T[r]) = 0 and
so A4(T[r]) = A. This allows us to conclude that item [1| holds.

The proof of item [2 this quite similar. Indeed, by Znvs, (T, 79), we know that for all
thl(Ma, ..., My,) € T, there exists a derivation D’ of table,, (tbl(Mi, ..., My)p) at step
7/ < 79. Thus, we can build a derivation D of table,, (tbl(Mx, ..., My,)p) with n = ng+1
as follows:

tablen(tbl(Ml, - ,Mm)p), T0+1

[tableno(:z:) — tablenoﬂ(x)}

table, (tbl(Mjy, ..., My)p), 7’

DI

Since T, Sp,nio F D' and 7 < 179+ 1, we directly have that T',S,, njo - D which allows
us to conclude.

Rule I-INSERT: In such a case, we have Py = P’ U {(insert tbl(My,...,My,); P,O,I)},
PU{(P,O,I)} and T = ToU{tbl(M,...,M,;)}. By our inductive hypothesis, we know
that there exists M7, ..., M} , P T’ p',H', o’ such that (insert tbl(M7, ..., M),); P")p'c’

(insert tbl(My, ..., My,); P)p, T'0’ = T and [insert tbl(M{,..., M) .); P",O,Z'|nH'p C
Cp(Cr,nj0). By definition, [insert tbl(Mj,..., M) ); P', O, Z'|nH p' = [P, O, T'nH'p'U
{H' or, table, (tbl(Mj, ..., My)p'). By associating P',T',p',H' and ¢’ to (P,0,I),
we directly have that items and [5] hold. Moreover, with Ay = A, item [I] also di-

rectly holds. Therefore, it remains to prove item [2] and in particular, we need to define
a derivation for table, (tbl(Mi, ..., Mpy)p).

Since Inws, (T, 79) holds, if we denote H' = F1 A... A F}, A ¢ then ¢’ |= ¢ and there exist
T1,...,Tr and some derivations Dy, ..., Dy of Fi,..., F} at steps 7q,..., T, respectively
from C(79) such that 7; < 79 and T, Sy, nro - Dj for all j = 1...k. Therefore, we can
build a derivation D of table, (tbl(M, ..., My,)) at step 7o + 1 = 7 as follows:

table, (tbl(Mjy, ..., My)p), 0 + 1‘

(0,7'0") H”—>tablen (Mlp, ...,

F177—1 / \ Fk)Tk

Since T, Sp,njo F D; forall i € {1,...,m} and T, 7o+ 1 F} table, (tbl (M, ..., My )p),
we deduce that T, Sy, nio =D Which allows us to Conclude
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e Rule I-GET1: In such a case, we have T = Ty, Py = P'U{(get® tbl(x1,. .., z,) suchthat

Din Pelse Q,0,7)} and P =P ' U{(Po, (0,0),(Z,tbl(z1,...,xm)op))} where tbl(x,
ceosm)o € T and Do | true. By our inductive hypothesis, we know there exist
D', P.Q\T' ,H p and ¢’ such that Dp = D'p'c’, Pp = P'p'o’, Qp=Q'p'o’, T =10’
and [get® tbl(x1,...,xy) suchthat D’ in P’ else Q', O, Z'|nH'p' C Cp(Cr,n10)-
By definition of the destructor equals, we know that Do | true iff equals(Do, true) )
true iff equals((Dp)(op), true) |} true. Let us consider fresh variables zf, ..., 2}, and the
substitution p, = [z; — 2}]™,. Hence, Dp(cp) = D'p'o’p.(p;lop). Since z1,...,2m
were bound, we deduce that Dp(op) = D'p'p.(c’p;op). Let us denote a = o’p; Lop.
By Lemma equals(D'p py, true)a || true implies that there exist U’ 01,0 and ¢
such that equals(D'p py, true) | (U',01,¢), U = U'c}, a = (0107)jdom(a) and 0] = ¢.
Note that by definition of equals, we have either U’ = fail or U’ = true. Since U = U’o7,
we deduce that U’ = true.

Let us denote p” = p'pyo1, 0’ = o] and " = (Z' o1, tbl(21, . . ., @m)pzo1). We show that
T'0" = (Z,tbl(x1,...,2m)op) and Pop = P'p"c": We know that a = (0107)dom(a)
hence Z'o10) = T'a = T'o’p;top = Ip,top. Note that T is closed and does not con-
tain any name (contains only patterns). Moreover, dom(p; o) = {x1,2}, ..., Tm, 2}, }.
Thus, Zp;lop = Z. Similarly, we have tbl(x1, ...,y )peo10" = thl(z1,. .., Tm)pee =
thl(1, ..., Tm)pe0’ py top. Note that dom(o’)N{z1,2),. .., 2m, 0, } = D since z1, ..., zm
were bound and 7, . .., x}, are fresh. Thus, tbl(x1, ..., zm)pz010" = tbl(x1,...,2m )0 op
and so tbl(xy,...,xm)peo10” = thl(z1,...,2m)op. This allows us to conclude that
6" = (Z,tbl(x1, ..., Tm)Op).

Let us now prove Pop = P'p"a": P'p"c" = P'p'p,0101. Since (0101)dom(a) = @ We

deduce that P'p"0" = P'p'p.0o'p; op. Once again, we can swap the substitution to

obtain P'p"d" = P'p'c’op = Ppop = Pop.

By definition of [get® tbl(x1, ..., x.,) suchthat D" in P’ else Q', O, Z'InH’p’, since equals(D'p’ py, true) |/
(U, 01, ¢), we have [P, (0, 0), (T o1, tbl(x1, . . ., Tm)pzo1)|n(H o1 Atabley, (tbl(x1, . . ., Tm)pzo1))A

?)(p' pro1) € Cp(Cr,n10). Therefore, by associating P, Z", p”, (H o1 Atable,, (tbl(z1, . . ., Tm)pz01))A
¢) and o” to (Po, (O, 0), (Z,tbl(x1,...,xm)op)), we already prove items |3| and |4 of Def-

inition |35 for Znvs, (T',7). Since A = Ag and T = Ty, it only remains to prove item .

First, we know that o] = ¢ and so ¢” = ¢. Second, notice that H'o10] = H'a =
Ho'p;Lop. Considering that dom(p,!) and dom(o) are respectively variables 7, ..., 2},
and 1, ..., Ty, we deduce that H'o107 = H'o’p. Since H' and ¢’ do not contain names
(only patterns), we conclude that H'ci0] = H'o’. Thus, to prove item , we only need
to define a derivation for table, (tbl(x1,...,Tm)pz010"). However, we already proved
that tbl(z1, ..., Tm)pro10” = tbl(x1, ...,z )op and we know by hypothesis that tbl(x1,

...,xm)o € T. Thus, since Znvs, (T, 7o) and in particular item , we can conclude.

1 I
o

e Rule I-GET2: In such a case, Py = P'U{(get® tbl(x1,...,2n) suchthat D in Pelse @, O0,7)}
and P = P'U{(Q,0,7)}. By our inductive hypothesis, we know that there exist
D', P,Q T H, p and ¢’ such that Dp = D'p'c’, Pp = P'p'd’, Qp = Q'p'o’, T =10’
and [get® tbl(z1,...,xm) suchthat D" in P else Q',O0,Z'|nH'p’ C Cp(Cr,n10). But by
definition [Q', O, Z'|nH'p’ C [get® tbl(z1, ..., zm) suchthat D" in P’ else Q', O, Z'|nH'yp’.
Hence we can directly conclude by associating Q',H', p' and ¢’ to (Q, O, 7).

e Initial transition: The first complete transition build the natural numbers in the attacker
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I—APP(O)\ I-App(succ,0) I-App(succ,n—1)

knowledge, i.e. T0] i i .. —————>; T[r] with 7 = n + 1.
Thus, A ={0,1,...,n}. We can build the derivations Dy, ..., D, of attg(0),...,atto(n)
at step 1,...,n 4+ 1 respectively as follows:

atto(succ(i)),i+ 2

[atto(:r) — atto(succ(a:))}

atto(i),i+ 1

D;

On the left is the derivation Dy and on the right is the derivation D;y; for all i €
{0,...,n —1}. Notice for all i € {0,...,n}, T,i+ 175 atto(i) and so we obtain that
for all i € {0,...,n —1}, T, Sy, njo = D; which allows us to conclude. O

B.3 Main proof

Theorem 1. Let Cr = po, Py, Ao be an initial instrumented configuration. Let S, be a set of
predicates. Let k;, € N.

For all T € trace}s(Cr, =), for all ground facts F different from a sure-event, for all steps
T, if T, F}¢ F then there exists a derwation D of F at step T from C4(Cr) U Cp(Cr, Kio) U
Ce(T) such that T, Sp, kio = D.

Proof. Consider a trace T € tracej (Cr,—;). Let F be a ground fact different from a sure-

event and a step 7 such that T, 7 74> F. For all 7, let us denote C(7) = C4(Cr)UCp(Cr, nro)U
Cs™(T). Let us denote T[r] =n, p,P, T, A, A.
We do a case analysis on the fact F":

e Case F' = att,(M’'): By definition of T,7 F}§’ F, we deduce that M’ = Mp for
some M € A. We first need to consider whether 7 is a complete step or not. If 7
is a complete step then by Lemma we know that Znvs,(T,7). Thus by item [I| of
Definition we know that there exists 7/ < 7 and a derivation D of F' at step 7/ from
CA(Cr)UCp(Cr,n10) UCET (T) such that T, S,, nro - D. Since F is not being an event
fact and T, Sy, nyo F D, then for all edges labeled with an event fact and a step 7”7, we
have 7" < 7/ (otherwise item 3 of Definition (18 would not satisfied). Thus, we conclude
that D is also a derivation from C(7') C C(7). Finally, by replacing the label of the
incoming edge of the root F, 7' by F,7, we obtain a new derivation D’ of F at step T
such that T, Sy, nro + D'.

If 7 is not a complete step then there exist 71, 72 such that T'[r1] —. T'[2], 71, T2 are both
complete steps and 7 < 7 < 73. But by Lemma we know that Znvs, (7T, 72) holds.
Hence there exist 7/ < 75 and a derivation D of F at step 7’ from C4(C;)UCp(Cr,nr0)U
(CEST/ (T) such that T',S,,nro = D. Moreover, we also know that 7/ is the smallest step
such that T, 7" F}}> F. Hence 7/ < 7. Once again, we conclude by replacing the label
of the incoming edge of the root F, 7' by F,T.
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e Case F = table,(tbl(M], ..., M),)): By definition of T, 7 75’ F, we deduce that there
exist My, ..., My, such that tbl(M, ..., My,) € T and thl(My, ..., My)p = thl(Mq, ...,
M).). As for the previous case, either 7 is a complete step or is between two complete
steps. Since 7 # 0 (the initial set of inserted elements in Cr is empty), we deduce that
there exist two complete steps 71,72 such that T'[r] —. T[] and 71 < 7 < 7. By
Lemma we know that Im}gp (T, 2) holds. Hence there exist 7/ < 75 and a derivation
D of F at step 7/ from C4(C;) U Cp(Cr,n10) U CS™ (T) such that T,S,,njo F D.
Moreover, we also know that 7/ is the smallest step such that T, 7’ I—%O F. Hence
7/ < 7. Since F is not an event fact, we can conclude by replacing the label of the
incoming edge of the root F, 7" by F, .

e Case F = msg, (N', M'): By definition of T, 7 l—?éo F', we deduce that there exist N, M

such that N' = Np, M' = Mp, T[r — 1] Wﬂﬂ T[r] and if the rule applied is

I-OuT then n < nyo or N & A;. Let us do a case analysis on the rule applied:

— Case I-MsG: In such a case, M,N € A(T[r —1]) € A(T[r]). Moreover, T is
a complete step (note that 7 — 1 is not necessarily a complete step). Thus by
Lemma we know that Znvs, (T, 7) and so there exist two derivations Dys, Dy
of att,(Mp),att,(Np) at steps 7ar, 78 < 7 from C(7) respectively such that
T,Sp,n10 & Dy, T,Sp,nio + Dy and Ty (resp. 7n) is the smallest step such
that T, mpr,nro b att,(Mp) (resp. T,7n,ni0 b att,(Np)). Since the 7-th rule is
not I-AppP, we deduce that 73 < 7 and 73y < 7. Therefore, we conclude by building
the following derivation D of F' at step 7:

msg,, (Np, Mp),TJ

[attn(a:) A atty, (y) — msg, (z, y)}
att,(Np), Tn att, (Mp), Tar

)

— Case I-1/O: In such a case, 7 — 1 and 7 are complete steps and so Znvs, (T, 7) and
Invs,(T,7—1) hold. Moreover, since T € trace}y’ (Cr, —;), we deduce that n < njo
or N ¢ A;. Finally, by definition of the rule I-1/O, T[r — 1] = n,p, P, T, A, A
where P’ = P” U {(out(N, M); P,O01,Z;), (in°(N,z); Q,02,Z2) } and P = P" U
{(P,01,T1), (Q{M /x},(O02,0), (T2, Mp))}. By Invs, (T, 7 — 1) and Invs,(T,7)
(specifically items |3|and , we know there exists @', Z5, o', p', N and H' such that
N"glo’ = Np, [0, (T, a")In(H' A wsg, (N0l a/))yl € C(r) and (o, Mp) =
(Zho',2'c"). Furthermore by item [5| we know that there exists 7/ < 7 and a
derivation D of msg, (N"p'c’,2'c") at step 7/ from C(7) such that T, S,,n;o - D.
Since msg,,(N"p'c’, 2'c’) = msg,, (Np, Mp), we can conclude by replacing the label
of the incoming edge of the root F, 7" by F,T.

— Case I-IN: Same proof as for the rule I-MsaG since M, N € A(T[r — 1]).

— Case [-OUT: In such a case, n < nyp or N & Aj. Moreover, 7 — 1 is a complete
step and Tt — 1] =n, p, P, T, A", A where P’ = P" U {(out(N,M); P,O,Z)} and
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P =P'U{(P,O,I)}. 7—1 being a complete step implies that Invs (T, 7—1) holds.
Thus by items [3]and 4] we deduce that there exist N”, M", H'a’, p’ and I’ such that
7—['——’——>msgn(M” ' N"p") € C(t — 1) and M"p'0’ = Mp and N"p'c’ = Np. By
item 5], we also know that if we denote H' = Fi A...AF, A¢ then o |= ¢ and there
exists D1, ..., D,, derivations of Fio’, ..., F,,0’ at steps 11, . . ., Ts, respectively from
C(r) such 7; <7 —1and T,Sy,nio F D; for all i € {1,...,m}. Therefore, we can
build the following derivation of msg, (Np, Mp) at step 7 to conclude.

msg,, (N p, Mp)m‘

(0,T'0) [H’ or, msgn(N’p’,M’p’)}

/
o', n Fno',mm

e Case F' = m-event (o', ev’): By definition of T, 7 75’ F, we deduce T[T —1 i
T[r] where T[T — 1] = n,p, P', T, A A, P' = P" U {(event®(ev); P,O, )}, P = P" U
{(P,0, )}, o = o[Z] and ev' = evp. Moreover, we know that 7 — 1 is a complete
step and so Invs,(T,7 — 1) holds. By items (3 I 3| and 4| I of Definition we deduce that

there exists ev”, "', o', p' and 7’ such that H’ OT, - event(o[Z'], ev”p’) e C(r—-1)
and 7’0’ = T and ev”’p'c’ = evp. By item [5] we also know that if we denote H' =
FiA...ANFy, Ao then o' | ¢ and there exists Dy, ..., Dy, derivations of Fio’, ..., F,o’
at steps 7i,..., Ty respectively from C(7) such 7, < 7 — 1 and T, Sy, njo + D; for all
i €{1,...,m}. Therefore, we can build the following derivation of m-event(o[Z], evp) at
step 7 to conclude.

] event(o,ev’)

m—event(o[Z], evp), T

7

(0,70) ’H’ OT, event(o ev”p’
Fla T / \ ma' Tm

In this section, we show the soundness of all the transformations applied on the set of clauses
during the saturation procedure. To simplify the reading of the proof, we introduce the notion
of derivation context which is typically a derivation where leaves can be holes. Similarly to a
term context, we will use the notation D[_4,..., ] to denote a derivation context D with

C Proof of Theorem [2
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n holes. For some derivations Dy, ..., D,, we denote D[Dy,...,D,] the derivation obtained
by replacing each hole , in D by D;. Note that for D[D;,...,D,] to be a derivation, it is
required that for all ¢ € {1,...,n}, the incoming edge of the root of D; has the same label as
the incoming edge of the hole _; in D.

Example 28. In Example[I8], we provided the following small derivation, denoted D, describ-
ing the effects of precise events:

atto(s[])

[atto(senc(:c, E[]) A s-event(o]], precise(senc(x, k[])) — atto(a?)]

atto (M) s-event(o[], precise(Mj))

{attg(senc(az, k[]) A s-event(o]], precise(senc(x, k[])) — atto(a:)} [S—event(o[],precise(Ml))j

atto(Ma) s-event (o], precise(Mz))

— atto(Ma) [s—event(o, precise(Mg))]

Below we show the derivation context D’[ 4] obtained by replacing the subtree rooted by
atto(senc(x, k[]) — atto(xz) with a hole. Graphically, the hole is represented by a numbered
square.

atto(s]])

[atto(senc(m, E[]) A s-event(o]], precise(senc(x, k[])) — attg(a:)}

atto (M) s-event(o[|, precise(Mj))

1 [S—event(o[] , precise(Ml))}

When the context contains only one hole, we may remove the number 1 from the square and
directly denote the context D'[ |. If we now consider the following derivation D;, we obtain
D =D'[Ds):

atto(M)

[atto(senc(:c, k[]) A s-event(o]], precise(senc(x, k[])) — atto(x)j
att()(MQ)

s-event (o], precise(Ms))

— atto(Ma) [s—event(o,precz‘se(Mg))j
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In previous sections, we used triangle nodes to graphically represent derivations. In this
section, we will also use dashed triangle nodes to graphically represent conjunction of deriva-
tions. For example, the following is a graphical representation of a derivation of a fact Co at
step 7. The root is labeled by the clause FF A H — C. Dp represents the derivation of F'o at
step 7/. H is a conjunction of n facts and possibly a constraint formula. Dy here represents
the n derivations of the n facts of Ho respectively at step 7,...,7,. We may omit the labels
on the edges when they are not relevant for the proof, for the sake of readability.

C.1 Preamble

To show the soundness of the derivation, we also define the size of a derivation, the notion of
basic derivation of natural numbers as well as the notion of (strictly) selection free derivation.

Definition 36. Given k € N, we say that a derivation D is a basic derivation of k if there
exists n € N such that D is the derivation with a unique leaf labeled by — atty,(0) and all
internal nodes (including the root) are labeled by the clause att,(x) — att,(succ(x)).

In the rest of this section, we will call clauses for natural numbers the clauses — att,(0)
and att, (r) — att, (succ(x)).

Definition 37. Let D be a derivation. We define the size of D, denoted |D|, as the number
of nodes m in D such that:

e 1) is not labeled by a clause — s-event(o, ev) for all o,ev; and
o the sub-derivation rooted by 1 is not a basic derivation of some natural number.

We say that D is selection free (resp. strictly selection free) when for all all nodes (resp.
all nodes different from the root) of D labeled by H — C, sel(H — C) = (.

We also show that the set of clauses we initially generate from the protocols and the
subsequent sets of clauses obtained through the saturation procedure are well originated.

Lemma 28. Let C;r = po, Po, Ao be an initial instrumented configuration. Let n € N. Let S,
be a set of predicates. Let L, L; be two sets of PROVERIF lemmas.
The sets C = Cp(Cr,n) UC4(Cr) and saturate‘zpﬁi (C) are well originated.

Proof. For C4(Cr), the proof directly holds by a quick look at the clauses. Notice that for
the clause , the rewrite rules generated by PROVERIF ensure that all variables in the
right-hand side of the rewrite rule occur in the left-hand side of the rule.

For Cp(Cr, n), the clauses being generated from a closed process, variables are only bound
and introduced by either an input or a table lookup. In both cases, the bound variables occur
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in the hypotheses within a fact that satisfies the origination property. The term evaluation
x = D also binds the variable z but that is directly replaced by the result of the evaluation of
D when generating the clauses. The second item of the well originated property is satisfied by
definition of the translation of [phase n'; P,O,Z]nHp since clauses are only generated when
n' > n.

To prove that saturate‘Zf’ 3 (C) is well originated, it suffices to show that the application of
any of the transformation rules on a well originated set of clauses results in a well originated
set of clauses. Most of the rules are either applying a substitution on a clause preserving the
origination property or removing a clause completely from the set. There are two particular
cases: the resolution rule and the application of lemmas. In the former case, (using the
notation of Section [5]), notice that if ' was a fact att, (M), msg, (N, M) or table, (M) then
all the variables in Fo would occur accordingly in Ho since Fo = Co and H — C is well
originated. In the latter case, the lemmas can indeed introduce new variables that do not
occur anywhere else (typically the existential variables in the lemma). However a lemma can
only add events and formulas in the hypothesis of the clause which are not considered in the
origination property. O

Property on PROVERIF lemmas For the proof of both Theorem [2] and for the proof of
Theorem [ we will need to show the soundness of the transformation rules that apply lemmas
and inductive lemmas. We show below a generic result that will be reused in both proofs.

Lemma 29. Let C; be an initial instrumented configuration. Let S, be a set of predicates.
Let L, L; be two sets of PROVERIF I0-njo-compliant lemmas. Let T € trace}s’ (Cr, —;) and
M be a multiset such that Hype ¢,(T, M) holds. Let p € LU L; such that ¢ = (N F; =
v;nzl Ei;N... N Efj,j A ¢J)

For all substitutions o, for all steps T1,..., 7, if T, 71 75 Fio, ..., T,m F}° Fro and
either v € L or {r1,...., 7} <m M then there exist j € {1,...,m}, a substitution o’ and
Ty oo ,Tlfj steps such that:

e forallie{l,...,n}, Fio = Fo’
o forallke{1,...,¢;}, 7, <max(ry,..., ) and T, 7, F;5° Ey 0’
o 15 o

Proof. By hypothesis, we know that 7,7 F};5° Fio, ..., T,7, F}§ Fn,o. Hence, let us
consider the trace T" prefix of T such that maxssep(T") = max(7i, ..., 7,). To be able to apply
the properties given by Hypz r, (T, M), we would need to ensure that 7" € trace[ (Cr, —)
but that is not true in general for all prefixes of T. We show however that we can find a prefix
T' € trace}’ (Cr, —;) of T such that 7" is also a prefix of 7" and that all transitions applied
between T" and T are applications of either the rule I-MsG or I-APP.

Let us denote 7" = maxgep(T”). Let us assume that 7" ¢ trace[y’ (Cr, —;). Since T €
trace7 (Cr, —;), we deduce from Definitions and [13| that there exist 7o < 7" < 7 such
that T'[r9] = no, p, P, T, A, A and one of the following properties holds

Mm,
o T[rg — 1] —; T[ro] by the rule I-PHASE, A = {M;};"% and T'[r] M, 2o T[7)]-

r

e there exists M € A\ data(7T, 79) and T[] ELN T[]
dr

111



I-App(0
e 7, =k + 1 where k is the greatest integer occurring in 7' and T'[0] L()né N

Tk + 1] r r

msgNM), piz] by the rule 1-OUT, j > n, N € Ag and T[r] 25 Tt —

Tl —1
y [TO ] dr

msg(N,M)
—

1] i T[7{] by the rule I-MsG.

Notice that between the steps 7/ and 7}, only rules I-MsG or I-APP are applied. Thus, amongst
the possible pairs (79, 7)) satisfying the above conditions, if we take the one with the biggest 7{)
and the prefix 7" of T with maxgep(1”) = 74, we therefore obtain that 7" € trace} 5’ (Cr, —)-
Finally, since between steps 7" and 7, only rules I-MSG or I-APP are applied, we deduce that
for all events E, for all steps 7g, if T/, 75 > E then 75 < 77 (%).

Let us now prove the main property of the lemma. Let us do a case analysis on whether
1 € L or not:

e If 9 € L then we know from Hypr o, (T, M) that (F}5°,Fi, trace}f’ (Cr, —i)) = 9. In
particular, we have (F75°,F;,{T"}) |= . Hence there exist an annotated formula &
w.r.t. (n,7;) and a substitution ¢’ such that ® = \/7) By j A... A Ey; j A¢j; Fio = Fio'
fori=1...nand (;, T, (11,...,7n,0)) E ®c’.

o If v ¢ L then we know that ¢ € £; and {r1,...,7} <m M by our hypotheses.
Since |T'| < |T| (T" is a prefix of T), we deduce that (T, {71,..., 7 }) <ina (T, M).
Therefore, we obtain that ZH (1", {71,...,7.}}) holds. By definition, it allows us to
deduce that once again, there exist an annotated formula ® w.r.t. (n,7)) and a sub-
stitution ¢’ such that ® = \/;n:1 EyjN...NEg ;i N¢j; Fio = Fio' fori =1...n and
(F, T, (11,...,mn,0)) E @0’

In both cases, (i, T", (71, ...,Tn,0)) | ®o’ implies the existence of j € {1,...,m} and some
partial functions jug, ..., e, such that for all k € {1,...,0;}, T', pp(71, ..., 7, 0) i Eyjo’

and t; ¢jo’. Note that since E j,..., Ey; ; are events and ¢; is a formula, we deduce that
T, (1, Ty 0) F1 Egjo’ and F7E° ¢j0’. Moreover, thanks to property (x) that we
previously showed, we also deduce that pk(m1,...,7,0) < 7 = max(r,...,7,). Denoting
p(T1, ..., T, o) by 7/, allows us to conclude. O

Clauses from C,;,; preserved by saturation. To prove the soundness of the saturation
procedure, we will rely on the fact that the clauses from Cgy are always contained in our
main set of clauses. Hence, we need to show that the saturation procedure does not alter nor
remove them.

Lemma 30. Let C be a set of well-originated selection-free clauses. Assume that C =
simplify‘z’jﬁi({R})(C), Let D be a partial derivation of some fact F' from C. For all derivation
contexts D, and partial derivations D' such that D = D.[D’], if the root’s incoming edge of
D' is labeled by att,(z) for some variable x, then D' contains a branch that is a sequential
application of clauses att;(y) — atti11(y) and there exists j < n such that attj(y) € Fyus(D).

Proof. We prove this result by induction on the size of D’. In the base case, D' is in fact a leaf.
If the leaf is unlabeled, then the result directly holds since incoming edges of unlabeled leaves
are in (D). If the leaf is labeled, then it must be labeled by a clause R of the form — C
such that R J— att,(z). Thus there exists o such that Co = att,(z) and so C' = att,(y) for
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some variable y. However, R must be a clause from C meaning that R must be well originated
which is in contradiction with the fact that C' = att,(y) and R does not have hypotheses.

In the inductive step, we know that the child of the root of D’ is labeled by a clause
R = (H — C) € C. Furthermore, if Hy,..., H,, are the labels of the outgoing edges of the
child of the root of D', then R J Hy A ... A H,,, — att,(x). Hence there exists o such that
Co = atty(x) and Ho C,,, {H1,...,Hy,}}. Co = att,(z) implies that C' = att,(y) for some
variable y. Note that R is by hypothesis selection free since R € C. Hence, with att,,(y) being
unselectable, we deduce from Definition [I9] that all facts in H are unselectable. Furthermore,
R is also well-originated. Hence by Definition we deduce that there exists n’ < n such
that att,/(y) € H. By definition of a partial derivation (last item), we obtain that R is in
fact the clause att,_1(y) — att,(y). Since R J Hi A ... A Hyp, — atty(z), we deduce that

H; = att,_i(z) for some j € {1,...,m} meaning that we can apply our inductive hypothesis
on the derivation of H; to conclude. O
Lemma 31. e Let C be a set of well originated clauses containing Cgyq. If C' is the set

of clauses obtained from C by applying the rule Taut, Red, Att, Ry, DataHyp, DataCl,
Nat, NatCl, Lem(L,Sp) or Ind(L;,Sp) then Cgq C C'.

o A clause from Cgq cannot be subsumed by a different well-originated, simplified clause.

o Let C be a set of well originated, simplified clauses containing Cgyq. If C' is the set of
clauses obtained from C by applying the rule GRed(S,), then Cgq C C'.
As a consequence of the first item, if C is a set of well originated clauses containing Cgq,
then Cgq C simplify‘zpﬂi (C) and as consequence of the last two items, if C is a set of well
originated, simplified clauses containing Cyq, then Cgq C condenses, (C).

Proof. Item 1: Notice that the rules Lem(L,S,) and Ind(L;,S,) specifically prohibit their
application on clauses from Cgy hence the result directly holds for these two rules. The rule
Taut cannot be applied since hypotheses of clauses in Cgq are different from their conclusion.
Rules Ry and Nat cannot be applied on Cyq as they do not contain any formula. The rule
DataCl explicitly prohibits its application on clauses (Rfy) with g € Fggtq. The rule NatCl
also cannot be applied on R when g € {succ; zero} by definition of the rule. The rule DataHyp
explicitly prohibits its application on clauses (Rf_¢) for all g € Fyu1, and i. Finally, rules Red
and Att cannot be applied on Cgy as the hypotﬁeses of these rules cannot be met on these
clauses. We therefore conclude that Cyy C C'.

Item 2: Let us now show that a clause from Cgy cannot be subsumed by a different well-
originated, simplified clause. Consider a clause (Rfy) with g € Fgatq, ie. a clause R =
atti(z1) A ... A atti(z,) — atti(g(z1,...,2y)). Let R = (H A ¢ — C) be a well-originated,
simplified clause such that " J R and R # R'. By definition, we deduce that there exists o
such that :

o Co = att;(g(z1,...,2n))
o Ho C,, {att;(z1);...;atti(z,)}
o, ¢po
Ho C,, {att;(x1);...;att;(z,)} implies that H is of the form att;(y1) A ... A att;(yx) with

k < n. Moreover, w.l.o.g. we have y;o = x; for all j € {1,...,k}. Since R’ is simplified, the
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rule DataCl leaves R’ unchanged. Hence, we deduce that C' = att;(y) for some variable y and
yo = g(x1,...,2,). However, R’ is well originated which would imply that y = y; for some
j€{l,...,k}. We have a contradiction since yo = f(z1,...,2,) and y;o = x;.

Consider now a clause (Rf,¢) with g € Fyut, and ¢ integer, i.e. a clause R = att,(g(z1, ...,
xyn)) — atty(z;). Let R = (}{ A ¢ — C) be a well-originated, simplified clause such that
R’ J R and R # R'. By definition, there exists o such that Co = att,(z;) and Ho C,,
{attn(g(z1,...,2,))}. Since Co = atty(z;), we deduce that C' = att,(y) with yo = x;.
Moreover, R’ being well-originated and Ho C,, {att,(g(z1,...,2,))}, we deduce that H =
atty (u) with y € fo(u) and uo = g(z1,...,z,). However, R’ is simplified, so the rule DataHyp

leaves R’ unchanged. Hence, with uo = g(x1,...,2,) we deduce that « must be a variable;
and so y € fu(u) implies u = y. We have a contradiction since uoc = g(z1,...,z,) and
Yo = &j.

Consider now a clause (Rap)), i.e. aclause R = atty,(z) — att,11(z). Let R = (HA¢ — C)
be a well-originated, simplified clause such that " 3 R and R # R’. By definition, there
exists o such that Co = att,y1(x) and Ho C,, {att,(x)}. Hence C = att,+1(y). Moreover,
R’ being well originated, we deduce that H = att,,(y) which implies that R = R’ and so we
obtain a contradiction (since we assume R # R/).

Finally, consider a clause (RI), i.e. a clause R = msg,(z,y) A atty,(z) — att,(y). Let
R = (H A ¢ — C) be a well-originated, simplified clause such that R* J R and R # R'.
Therefore, we deduce the existence of a substitution ¢ where R’ can only be one of the
following clauses:

e att,(2') — att,(y') with 2’'c =2 and y/o =y
e msg, (¢/,y) — att,(2') with 2’'c =z, y/o =y and 2’0 =y
o — att,(v) with yo =y

None of these clauses are well originated (even in the second case when taking ¢y = 2) which
is in contradiction with our hypothesis on R’.

Item 3: Let us prove that the rule GRed(S,) cannot be applied on clauses from Cg4. Consider
a selection free clause R = (H — F) from Cgy. Moreover, consider a partial derivation D of
F from the selection free clauses of C\ {R}. For the rule GRed(S,) to be applied, we also
require that F,s(D) — F J H — F. We do a case analysis on the clause R.

Case R being a clause (Rfy) with g € Fyatq, i.e. a clause R = att;(z1) A ... Aatt;(x,) =
att;i(g(z1,...,2,)): Consider the child 5 of the root of D and let us denote by R = (H — C)
the clause labeling 7. By definition of a partial derivation, if n has m outgoing edges labeled
by Hi,...,Hy then R' 3 Hy A... AN H,, — att;(g(x1,...,x,)). Hence there exists o such that
Co = att;(g(z1,...,2,)). Note that R’ is simplified, i.e. the rule DataCl cannot be applied
on it. Hence we deduce that C' = att;(y) for some variable y such that yo = g(x1,...,zp).
Since att;(y) is an unselectable fact and R’ is selection free, we deduce from Definition
that all facts in H are unselectable. Moreover, with R’ being well-originated, we obtain that
att;(y) € H for some j < 4. Since the rule Taut cannot be applied on R’, we deduce that j < 1.
By applying Lemma we deduce that there exist j" and ' such that att; (y') € Fys(D) with
j' <i. However F,s(D) — F J H — F, so the phase of all facts in F,s(D) is 4, which leads
to a contradiction.
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Case R being a clause (Rf,¢) with g € Fgat, and @ integer: By definition, the clause is not
selection free so the rule GRedZ(Sp) cannot be applied on it.

Case R being a clause , ie. R = att,(x) — attp+1(z). As showed in Lemma
the partial derivation must contain a branch of sequential applications of rules . In our
case, it would imply that the clause R was used in the partial derivation D which contradicts
our hypotheses.

Case R being a clause (RI), i.e. a clause R = msg,,(z,y) A att,(z) — att,(y). The clause
R is not selection-free, so GRed(S,) cannot be applied on it, which allows us to conclude. [

Preamble to lemmas. We now focus on the core properties satisfied by our transformation
rules on clauses. To avoid repeating the same hypothesis in the following lemmas, we consider
the following preamble for all the lemmas in this section:

Let Cr be an initial instrumented configuration. Let S, be a set of predicates. Let L, L;
be two sets of PROVERIF 10-njo-compliant lemmas. Let T € trace}’ (Cr, —;) and M
be a multiset such that Hypr o, (T, M) holds.

Notice that this preamble corresponds to the hypotheses of Theorem

C.2 Soundness of simplifyif’ci({R})

Lemma 32. Let C be a well-originated set of clauses containing Cgq and C.(T). Let R be a
clause. Let D, = D[DRg]| be a derivation of some fact Fy at step 7o from CU{R} such that
{0} <m M and nodes in Dr are labeled by clauses from C except the root that is labeled by
R and T, Sp, nro F DF0~

There exist two derivation contexts Dr[_|, D'[_]| and a derivation Dy, such that:

1. D[] =D'[Dx[_]]

2. Dx[ ] is a context derivation with a unique hole and whose nodes are labeled by a clause
atty, (f(z1,...,2m)) = atty(x;) for some f € Faara andi € {1,...,m}

3. Dy is a deriation from C U simplify‘Z’:ﬁi({R}) such that all nodes except the root are
labeled by clauses from C.

4. T,Sp,nio = D'[Dy)]
5. |Dg| < [Dx[Drl|
6. if Dr is strictly selection free then DYy is strictly selection free.

Proof. By definition, simplifyff Lz({R}) is the repeated application on {R} of the rules Taut,
Red, Att, Ry, DataHyp, DataCl, Nat, NatCl, Lem(£,S,) and Ind(L;,Sp). Thus, the com-
putation of simplify‘z’:ﬁi({R}) can be seen as sequence Co,...,Cy where Cy = {R}, Cy =
simplify‘Z’:ﬁi({R}) and for all ¢ € {1,..., N}, C; is obtained from C,;_; by application of one
the rules Taut, Red, Att, Ry, DataHyp, DataCl, Nat, NatCl, Lem(£, Sp) and Ind(L;, Sp).
The proof of the lemma is thus done by induction on N by showing that the properties
stated in the lemma hold for all 7+ € {0,..., N}. In particular, for item (3, we prove that D},
is a derivation from C U C; such that all nodes except the root are labeled by clauses from C.
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Note that by Lemma we know that C; contains Cgy for all i € {1,..., N} since C contains
Cstd-

Base case i = 0: Since Cy = { R}, the result directly holds by taking D the derivation context
containing just a hole (no other node) and D}, = Dpg.

Inductive step ¢ > 0: In such a case, we apply our inductive hypothesis on ¢ — 1 which gives us
the existence of D[ ], D"[_] and D}, satisfying the inductive properties. In particular, DY, is a
derivation from CUC;_; such that all nodes except the root are labeled by clauses from C. Let
us look at the transformation applied on C;_1 to obtain C;. Notice that all the transformation
rules only affect one clause at a time. Thus, there exists R’ such that C;_y = C,_; U {R'}
and C; = C,_,; UC’ where C’ is the result of the application of a transformation rule on R'.
Hence, if the root of DY, is labeled by a clause of C;_; or C, the result trivially holds by taking
D[ | =7D)_], D'[_] =D"[_] and Dr = D}. Otherwise, the root of D, is labeled by R'.
Note that by definition of the transformation rules, R’ cannot be a clause for a data
constructor function symbol or one of its projections. Thus, T, Sy, nro - D”[D%] implies that
all derivations D" directly outgoing R’ satisfy T',S,,nro F D"”. We do a case analysis on the
transformation rule applied on R':

e Rule Taut: In such a case R’ is of the form F'AH — F and DY, is some derivation of Fo
at some step 7 for some substitution o. Since F' is also in the hypothesis of R/, there
exists a derivation Dp of Fo at some step 7’. Note that since T, Sy, njo = D"[D}], we
deduce that 7/ < 7. Thus, we can take for D}, the derivation Dp with Fo, 7 as incoming
edge, Dx[ | = DY ] and D'[ | = D"[_]. Since we removed a node, we directly have
that |D%| < |D%| and so |D}y| < |Dx[Dg]|. Moreover T, Sp, nio - Pr and since 7/ < 7,
we have T, S, nro = D'[DYy]. Finally, if Dg is strictly selection free then DY, is strictly
selection free by our inductive hypothesis which implies that Dp is selection free which
implies that D is strictly selection free.

The derivation D% The derivation D},

e Rule Red: In such a case, R’ is of the foom H' A H A ¢ — C such that H'oc C H,
¢ | ¢o and dom(o) N fu(H,C) = (). Moreover, by Definition [17] of a derivation, there
exist conjunctions of derivations Dy, D}, and ¢’ such that D% is some derivation of C'o”
at some step 7, F; ¢o’ and Dy and Dps are the conjunction derivations of Ho' and
H'o' respectively. We build the derivation D, by replacing the label of the root with
H A ¢o — C and by only keeping Dy as outgoing derivation. Note that for D, to
be a derivation, we need to show that ; ¢oo’. By hypothesis, ¢ = ¢o hence +; ¢o’
implies b; ¢oo’. We conclude by taking D[ | =D)[ ]and D[ ] =D”[ ]. The desired
properties on Dy [_|,D’'[_] and DY, are a direct consequence of the inductive hypothesis.
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The derivation DY, The derivation D,

Co',r Co', 1
(H'ANH NG — C) HAdo — C
H/ /s \\ [
. . Ho' Ho'
A // \\\ ” !
N, ~ VAR *
// \\< ~ 7 \\ 7\
/ \ 7D \ // \\
/ DH/ \\ // H \\ // DH \\

Rule Att: In such a case, R’ is of the form att;(z) A H A ¢ — C where x does not appear
in H,C. This case is similar to the previous one since we only remove the fact att;(x)
from the clause.

Rule DataHyp: In such a case, R is of the form att,(g(Mi,..., My)) AN H — C where
g € Fdata and R # (Rfﬂig) for all i. Moreover, D, is the derivation of C'o at step T
for some substitution o and some step 7. Since T, Sy, no F D"[D%] and in particular
item {4} we deduce that the derivation for att,(g(Mi,...,M,))o is rooted by a node
labeled with the clause att,(z1) A ... Aatty(zy) — atty(g(z1, ..., 2y)). Hence DY is of
the following form:

The derivation D},

Co, T

[attn(g(Ml, s M) NH — CJ

atty (g(Mi, ..., My)o), 7’ \\‘\{{U -~
[attn(xl) A ... A atty (x,) — atty(g(z1, ... ,xm))} /Dy N
attn(Mla),ﬁ att (MmO’), Tm

/o

Thanks to T, Sy, nio = D"[D}], we also know that 7; < 7/ for all ¢ € {1,...,m} and
7 < 7 (note that if att,, € S, then these inequalities are strict). By definition of the
transformation rule DataHyp, the clause R’ is replaced by att, (M) A ... A att, (M) A
H — C. Since 1; < 7 (or 7; < 7 when att, € S,) and T,S,,nr0 F D; for all i €
{1,...,m}, we can build the derivation D, by directly using Dj,..., D, as outgoing
derivations for the clause att, (M) A ... A att,(M,,) AN H — C. We conclude by taking
Dol_] = D[] and D[_] = D'|_].
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The derivation Dj,

Co, T

(attn(g(M1)) A .. Aatta(g(M)) A H = C)

attn(MlU),Tl attn(MmU)’Tm \\‘\ Ho

S o ’ \
<~y N
A A SEh
o e o \7

e Rule DataCl: In such a case, R’ is of the form H — att,(g(Mi,..., My,)) with g €
Faata and R # (Rfy). The transformation rule replaces R’ with the set of clauses
{H — att,(M;)}™,. Moreover, D% is the derivation of att,(g(Mi,..., My)o) at step
7 for some substitution o and some step 7. Since T, Sy, njo = D"[D}] and in particular
item [4] we deduce that the node connected to the hole in D”[ ] is labeled with the

clause att,(g(z1,...,zm)) — atty(x;) for some i € {1,...,m}. Therefore, we can split
D"[ ] into two derivation contexts DY[ | and D,s[ | such that D"[ | = DY[D,s[ ]|
and D, g¢[ | contains a single node labeled with atty,(g(x1,...,Tm)) — att,(x;).
The derivation context D,.g[ | The derivation DY,
att, (M;o), 7; ‘attn(g(Ml, ey My)o), T
(attn(g(z1, .., wm)) = attn(2;)) (H — attu(g(Mi, .., My))]
atty,(g(My, ..., My)o), T ng
x
O AN
/D

Since the transformation rule replaces R’ with the set of clauses {H — att, (M;)}",,
we can build the D, of att,(M;o) at step 7; by using the clause H — att,, (M;). Notice
that contrary to the previous transformation rule, D, and DY, are not derivations of the
same fact.

The derivation D,

attn(Mia), Ti

H — attn(Mi)




Since T', Sp, nro = D"[D}], we deduce that 7 < 7; (the inequality is strict when att,, €
Sp). Hence, we obtain that DY[D}] is a derivation of Fy such that T',S,, njo = DY [D}].
Since D,¢[ | contains only a projection clause of a data constructor symbol, we can
define Dy = D,o[D7[_]] and D'[_] = DY[_] to obtain D[_] = D'[Dx[_]] and T, Sp, njo -
D'[Df]. By our inductive hypothesis, |[Dg| < |D7[Dg]|. But [Ds[Dg]| = Dyl + 2 and
|Ds| < |Du| + 1 (the inequality may be strict if Dy, becomes the basic derivation of a
natural number). Thus, |Df| < Do [D%]] and so |Dy| < |D=[Drg]|.

e Rule Nat: If R is of the form H A ¢ — C then by definition of the substitution, D%
is the derivation of the fact C'o for some substitution o and F; ¢o. One can easily see
that the transformations applied in Nat either modify the clause R’ by replacing ¢ with
an equivalent constraint formula ¢’, yielding the clause R” = H A ¢’ — C, or removes
R’ when ¢ is unsatisfiable. In the latter case, F; ¢o in fact implies that the rule Nat

does not remove R’ since ¢ is satisfiable. There, we conclude by taking D'[ | = D"[ |,
Dy[_] = DJ[_] and D}, the derivation obtained from D%, by replacing the label of the

root with R”.

e Rule NatCl: In such a case, R is of the form H A ¢ — att, (M) with ¢ | nat(M)
and R ¢ {(R+),(R0)}. Moreover, DY, is the derivation of att,(Mo) at step 7 for
some substitution ¢ and some step 7. Since ¢ = nat(M), we deduce that Mo is
a natural number. By hypothesis, C' contains the clauses Cyqg and in particular the
clauses — att,(zero) and att, (z) — att, (succ(z)). We build D, depending on whether
att, € Sp or not.

— If att, € Sp then T, Sy, nro = D”[DY] implies that either M is a variable and T', 7 -
att,(Mo) or M is not a variable and so Mo € A(T[r]) (see item [4] of Definition[18).

In both cases, we deduce that Mo € A(T[r]). But T € trace}§’ (Cr, —;) meaning

A o
that 7" is data compliant. In particular, 7°[0] ﬂné LN T[Mo + 1]

(where we see Mo here as an actual natural number in N)r Note that M o+ 1is
thus the smallest step in which Mo occurs in the attacker knowledge. Therefore
Mo + 1 < 7 meaning that we can take D, as the basic derivation of Mo such
that the incoming edge of the root is labeled by att,(Mo),7 and for all other
edges, if the edge is labeled att,(k),7" then 7/ = k + 1. Since Mo + 1 < 7, we
deduce that T,S,,nio + Dy. By taking D'[_] = D"[_] and D,[_| = DJ[_],
we obtain T',Sp,nro = D'[D}y]. By definition, |Dy| = 0 hence we trivially have
that |D%| < |Dx[Dg]|. Finally, since C' contains the clauses — att,(zero) and
att, (z) — att,(succ(x)), we conclude that DY, satisfy the item 3| of the desired
properties, which allows us to conclude.

— If att, ¢ S, then we build D}, as being the basic derivation Mo such that the
incoming edge of the root is labeled att,(Mo), T and the step of all other edges
is also 7. Note that having 7 being the step of all edges still allows us to obtain

T,Sp,nio b Dj since att, ¢ S,. We conclude by taking D'[_] = D”[_] and
Di[_]=D7[_]

e Rule Lem(L,S,) and Ind(L;,Sy): We prove these two rules at the same time. We
distinguish two cases. Case 1 is when Ind(L;, Sp) is applied or Lem(L, Sp) is applied and
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all facts F; are matched with hypotheses of R'. Case 2 is when Lem(L, S,) is applied
and a fact F; is matched with the conclusion of R'.

In case 1, there exist a substitution o and ¢ = (AL, Fi = ;L ¢;) € LU L; such that
R = ([Fio]® A .. [Fpo]®* ANH — C) and for all i € {1,...,n}, pred(F;) € Sp.

Thus, in case 1, DY, is the derivation of Co’ at step some 7 for some ¢’ as presented
below:

The derivation D%, in Case 1

Co',1

(TR A A [Fuo " AH = C|

<

~ /
"Flo.‘lsureo./’Tl ’VFnO"lsureO'/,Tn\\\ Ho .

\\w, \\
// DH \
LT S

In case 2, w.lo.g. there exist a substitution o and ¢ = (A\j_, Fi = V., ¢;) € L such
that R = ([Foo | A. .. [Fho | ANH — C), [F1o|™®¥ = C and for all i € {1,...,n},
pred(F;) € Sp.

By denoting 71 = 7, we obtain that in case 2, D}, is the derivation of C'o’ at step some
7 for some o’ as presented below:

The derivation D% in Case 2

Co',T=m

(TR0 1" A A [Fyo " AH = C|

<

N /
[Fho %o’ 1o [FnO—lsureUI,Tn\\\\I{U ,

A P
P

Recall that R’ & Cgq by definition of the rules. Furthermore, also recall for all events
E and steps 7/, T, 7' 5’ E if and only if T, 7" F}° [E1°*" if and only if T, 7" F}}°
[E]™®. Recall that D"[D},] is a derivation of some fact Fy at step 7o with {ro} <, M.
Hence since T', S, njo = D"[D}] and for all i € {1,...,n}, pred(F;) € S, we deduce that
for all i € {1,...,n}, T,7 F}° [Fo]*""¢o’. Moreover, in case 1, we have 7; < 7 < 79
for all i € {1,...,n}, meaning that {71,..., 7} <m {70} <m M. Thus, in both cases 1
and 2, we can apply Lemmawhich allows us to deduce that there exist j € {1,...,m},
a substitution o”, 77, ..., 7} steps some events E1,..., Ey and a formula ¢ such that

— (;Sj:El/\.../\Eg/\qb/
— foralli € {1,...,n}, Fjoo' = F;o”
— forall ke {1,...,¢}, 7, <max(r,...,7,) and T, 7, F}& Ero”
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In Case 1, we already showed that 7; < 7 < 79 for all i € {1,...,n}. Hence, max(ry,...,
) < Tandsoforallk € {1,...,¢}, 7, < 7. In Case 2, we do not have max(7y,...,7,) <
7 since 71 = 7. However, we know by hypothesis that for all k € {1, ..., ¢}, mgu(Eo,C) =
1. Thus Exoo’ and Co’ are not unifiable and since Fyoo' = F;o” for all i € {1,...,n},
we conclude that Epo” # Co’. But we already showed that T, 7, F75° Ero” and
T,7 F}’ Co'. Since Epo” is an event, we obtain that 77, # 7. With 7/, < max(7y,...,7,)

and 7 = 7, we conclude that 7;, < 7.

We can now build the derivation D', by replacing the clause R’ with the clause [ F.o [**"°A
JFL o P NH A [Ero |5 AL A [Epo |57 Ao — C and r =1 (resp. 2) in Case 1
(resp. 2) as follows:

The derivation D},

Co', 7

F O_‘IsureA A [F 0 sure/\H/\ [Ela‘lsure/\ ’VE[U—ISUTS/\QSO— N Cj

SUTE /
F 01 Tr F U 5u7‘e / T o' / \Elglqsmeﬂ'{ \E@O’ ‘|su7"e Té
A - BT

Let us take Dy[_| = DJ[_] and D'[_] = D"[_]. Since T,Sy,nio = D"[D}], the
derivation D}, adding only subderivations containing only events and the fact that
m1,...,7, < T, we deduce that T,Sp,nro = D'[D}]. Moreover, the size of a deriva-
tion does not count the nodes labeled by an event clause (i.e. — s-event(o, ev)) hence
|D%| = |D%|. With our inductive hypothesis, we obtain |Dy| < |D;[Dg]|. Finally, by
definition of the selection function, events are unselectable facts. Hence if DY, is strictly
selection free then so is D,. This allows us to conclude. O

Corollary 2. Let C be a well-originated set of clauses containing Cgq. Let R be a clause. Let
Dr, be a derivation of some fact Fy at step 1o from CU{R}UC.(T") such that {10} <m M and
T,Sp,n10 = Dg,. There exists a derivation D}O of Fy at step 19 from CU simplifyifﬁi({R}) U
Ce(T) such that T, Sp,nio F ’D’FO.

Proof. Note that when R € C or simplify‘zpﬁi({R}) = {R}, the result trivially holds. Other-
wise, notice that Dg, that is also a derivation from CU{R} UC.(T) U simplify‘zpﬁi({R}). We
prove the result by induction on the number N of nodes in Dp, labeled with the clause R.
When N = 0 (the base case), Dp, is a derivation from C U C.(T") U simplifyf:pci({R}) hence
the result holds with D};O = Dp,. When N > 0 (the inductive step), we can take the smallest
subderivation of D, that has R as root, i.e. D, = D[Dpg] where the root of Dp, is labeled by
R and all other nodes in Dg, are labeled by clauses of CUC.(T) Usimplifyi’jﬁi({R}). Hence we
can apply Lemma |32 with Co = CUC.(T) U simplifyipﬁi({R}) to obtain that there exist two
derivation contexts Dr[_], D'[_] and a derivation D, such that D[ _] = D'[D,[_]] (item [1),
DY, is a derivation from (COUsimpIifyi’jﬁi({R}) =Co (item and T, Sp, njo F D'[Df] (item .
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Note that D[_| = D'[D,[_]] and Dp, = D[Dg] ensure that D'[D%] is also a derivation of Fj
at step 79. Since Dg was rooted by R and R ¢ Cy, we deduce that D'[D;] has strictly fewer
nodes labeled by R than the derivation Dg,. Hence we conclude by applying the inductive
hypothesis on D’'[Df]. O

Corollary 3. Let C be a well-originated set of clauses containing Csq. Let Dp, be a derivation
of some fact Fy at step 1o from CUC.(T') such that {10} <m M and T\, Sy, njo - Dp,. There

exists a derivation D%O of Fy at step 1o from simplifyipﬁi((C)U(Ce(T) such that T, Sy, nro F D},O.

Proof. Noticing that simplifyy”, ({R1,..., Rn}) = simplify2?, ({R1})U...Usimplify, ({Ry}),
the result directly follows from Corollary O

C.3 Soundness of condenses, (C)

Lemma 33. Let C be a well originated set of clauses containing Cgq. Let R be a well
originated clause. Let Dg, = D[Dg] be a derivation of some fact Fy at step 19 from CU {R}
such that all nodes in Dy are labeled by clauses from C except the root that is labeled by R and
T, Sp, nro F DF()'

If there exists a well originated clause R’ such that R 3 R then there exists D', such that:

1. Dl is a deriwation from CU{R'} such that all nodes except the root are labeled by clauses
from C.

2. T,Sy,nro - D[DY]
3. |Dg| < |Dgl
4. if DR is strictly selection free then DY, is strictly selection free.

Proof. Assume that R’ J R. By definition and by denoting R = Hay A H) A ¢o — Co and
R' = Hy N\ ¢1 — C7, we deduce that there exists a substitution o such that Cio = Co,
Hyo = Hj and ¢2 = ¢10. Moreover, since Dp is a derivation whose root is labeled by R,
there exist two conjunctions of derivations Dpg,, Dy, and a substitution ¢’ such that Dpg is
some derivation of Coo” at some step 7, b; ¢20” and Dy, DHé are the conjunction derivations
of Hyo! and H)o' respectively.

Note that Cyo’ = Cioo’ and Hyo' = Hyoo'. Hence, we build the derivation D}, by
replacing R in R’ as root and by only keeping the conjunction derivation Dy,. Note that
Fi ¢ro0’ and ¢o |= @10 imply F; ¢1o0’. Hence DY, is really a derivation.

The derivation Dg The derivation D},
/ /
Cyo ,TJ Cyo ,T‘
(Hy A Ho A ¢y — Cs) Hy A gy — Ch
Hlo' 7 < !
2 4 S / |
.7 ~ HQO' _HQO'/ I
N ’ N A I
VAR ’ S VAN %
/ N ~ ’ \ \
// ¥ ~ )}/ \ // \\
\ \
// DHé \\ // DH2 \\ ///,D \\
/ \ ’ \ , H2 \\
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Ttems and 4] of the lemma are directly obtained by construction of D%. Thanks to
Lemma |31} we know that R # and R is not the clause for a data constructor or one of
its projections. We can therefore deduce T', Sy, nro b D[DY] directly from T, Sy, nro - D[Dg]
which allows us to conclude. 0

Corollary 4. Let C = C'U{R; R'} be a well-originated set of clauses containing Cgq such that
R' J R. Let Dp, be a derivation of some fact Fy at step 1o from C such that T, Sp,nio & D, .
There eists a derivation D, of Fy at step 1o from C' U{R'} such that T,Sy,nio = D, -

Proof. The proof is done by induction on the number of nodes labeled by R, the inductive
step being a direct application of Lemma [33] Note that by Lemma [31] the clause in Cgq are
also contained in the set C' U {R'}. O

Lemma 34. Let C be a set of well originated, simplified clauses containing Cgq. Let F
be a fact (not necessarily closed) and T a step. Let Dy, be a partial derivation of F from
{R € C | sel(R) = 0} such that Fus(Dp) = Ur A ... AUy A ¢y, where Uy, ..., Uy, are facts and
Oy 18 a formula.

If there exist a substitution o, some steps 71, ..., T, and some derivations D1, ..., D, such
that E7° ¢yo, for allie {1,...,n},

e D; is a derivation of U;o at step 1; from C

if pred(U;) € Sy then 7 < T else 7; < T

T,Sp,n10 FD;
o if pred(F) € Sy then T, 7 -} Fo

then there exists a derivation D of Fo at step T from C such that:
o I'S,,no-D
e if D1,...,D, are selection free then D is selection free

Proof. The first part of the proof consists of transforming the partial derivation D, into a

context derivation Dc[ 4,..., _,] such that:

e a node n of D, labeled by a clause R in D, with incoming edge labeled U is transformed
into a node o' in D[ 4,..., also labeled by R with incoming edge labeled Uo, 7.

_n]

e an unlabeled leaf from D, whose incoming edge is labeled by a formula is removed in
De[_4,---,_,] (as well as its incoming edges).

e an unlabeled leaf from D, whose incoming edge is labeled by a fact, i.e. U; for some
i € {1,...,n}, is replaced in D.[ ... by the hole with U;o,7; as incoming
edge.

) _n] )
With such context D¢[ q,..., ,], we will obtain a derivation D' = D.[Dy,...,D,] of Fo at
step 7. We will show that this derivation is almost satisfied by the trace 7" w.r.t. S,. In

particular, it will satisfy all items of Definition [I8] other than Item [l The second part of the
proof consists of transforming D’ into a derivation D that satisfies all items of Definition
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First let us show that D[ ,..., ] really corresponds to a context derivation, i.e. all
nodes in the context derivation should satisfy item 3 of Definition Consider a node 7’
of D'[_4,...,_,] labeled by some clause R = H A ¢ — C. By construction, we know that
there exists a node 7 in D), labeled by R with incoming edge labeled U’ and some outgoing
edges labeled U7, ..., U/ and some formula ¢’ (w.l.o.g. we can always consider that there is at
most one outgoing edge of a node labeled by a formula). By definition of a partial derivation,
we also know that R J U] A ... AU), A ¢ — U’ thus there exists o’ such that Co’ = U,
Ho' C, U A...ANU/}, and ¢/ = ¢o’.

Consider the substitution o’c. Since Co’ = U’ and Ho' C,,, Uy A ... AU}, we directly
obtain that Co’c = U’ and Ho'o Cp, Ujo A ... AU}, 0. Let us show that F}&° ¢o’o. Recall
by definition of a partial derivation that the outgoing edge labeled ¢’ is the incoming edge
of an unlabeled leave. Hence, the formula ¢’ is part of Fys(D)), meaning that ¢, = ¢'. By
hypothesis, 75 ¢y0 hence F75 ¢’'o. Since ¢’ |= ¢o’, we deduce that that 775’ ¢o’o. This
allows us to conclude that R 3 Ujoo’ A... AU} o0’ — U'co’.

Since by construction, U'oo’ is the label of the incoming edge of " and Ujoo’, ..., U} oo’
are the labels of its outgoing edges, we conclude that D.[ ,,..., ] is a context derivation.

Let us now show that the derivation D' = D.[Dy, ..., D,] satisfies Items [1] to [3| of Defini-
tion[I8 Item[3]is trivially satisfied since the clauses have no labels in the saturation procedure.
Moreover, all internal nodes 1’ in D[ _,..., ] are labeled by a selection free clause R”. By
definition of the selection function, we know that is not selection free and so R” # (RI)).
Thus Item [I] holds. Finally, by hypothesis of the lemma, we also know that the incoming edge
of ' is also labeled by U’co’, T for some U’ such that pred(U’) ¢ S, by hypothesis of the
lemma. Hence, the derivation D’ = D.[Dy, ..., D,] satisfies item [2| of Definition

Let us now focus on the second part of the proof consisting of building the derivation
D from D’ such that D satisfies all items of Definition and in particular Item The
only problematic case we need to focus on is when a node 79 from D[ 4,..., ,] has an
incoming edge labeled by att;(f(My,..., M,,)) with f € Fiuq. Since the projection clauses
att;(f(z1,...,2m)) — att;(xy), for all k, are not selection free, they cannot be used in the
partial derivation D, and so do not occur in D’[ _,..., ,]. Thus to satisfy Item [4] of Defini-
tion we need to build D such that the node 7y is labeled by the rule (Rfy). We show how
to transform the derivation when one node of D’ does not satisfy this property; when several
nodes do not satisfy this property, it suffices to apply this transformation on each of these
nodes to obtain D.

Let us consider a node 7 of the derivation context D.[ 4,..., ,] whose incoming edge is
labeled by the fact att;(A) and let us denote D, the subderivation of D.[D;,...,D,] rooted
in 7. Note that for simplicity, we will assimilate the node n with its corresponding node in
the partial derivation D,,.

We want to characterise the derivation D,, by extracting from it the parts where clauses
(Rap) and (Rfy) with g € Fyu, are applied. We prove by induction on the size of D, that
there exist {i1,...,i,} C {1,...,n} and some derivation contexts D7 data Dip,. . Dﬁp such
that:

o D, =D wwa[Dy, ..., DL DD ],.... DDy, |I;

Ty

e nodes of D”data are only labeled by clauses (Rfy) for g € Fuata;

e nodes of Dﬁp e ,Dgp are only labeled by clauses (Rap);
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e Di,..., D, are derivations of facts att;(U]),...,att;(U,) respectively at step 71,...,7,
with for all £ € {1,...,q}, 7 < 7, root of U}, is not in Fyu and att; € S, implies
T < T.

Notice that if the incoming edge of 7 is labeled by att;(f(Mji, ..., M,,)) with f € Fgaa then
either 7 is an unlabeled leaf of the partial derivation D), or 7 is labeled by a clause R, = (H,, —
Cp). In the latter case, we know that there exists ¢’ such that Cy,o’ = att;(f(Mi,..., Mp)).
However, since the clauses of C are simplified, the rule DataCl cannot be applied on R,,. Thus,
either R, is the clause att;(z1) A ... Aatt;(zy) — att;(f(x1,...,2m)) or C, = att;(x) for some
variable x. In the latter case, since R, is well originated and C;, € Fyse, we deduce that there
exists j such that attj(x) € H,. By Definition [20 of a partial derivation, we deduce that R,
is in fact the clause att;_;(z) — att;(x).

We can now prove our statement by induction as mentioned. In the base case, n is a leaf of
the partial derivation D,. We do a small case analysis: (i) The incoming edge of 7 is labeled
by F,, 1, such that F, # att;(f(M,...,M,,)) for all f € Fyatq and terms My, ..., My, In
such a case, either 1 is labeled by a clause without hypothesis in D), hence by definition of
the derivation context D', 7, = 7 and pred(F,) ¢ Sp; or the corresponding node of 7 in Dj, is
in fact an unlabeled leaf. In the latter case, there exists k € {1,...,n} such that D, = Dj
and 7, = 7. Since by hypothesis T, Sy, nro = Dy, 7; < 7 and if pred(F;) € S, then 7, < 7.
Thus, the result holds by taking the empty context for D7data, ¢ = 1, + = 0 and D} = D,,.
(ii) The incoming edge of 7 is labeled by F;, 7, such that F, = att;(f(Mi, ..., M,,)) for some
f € Fyatq and terms My, ..., M,,: By the remark in the previous paragraph, we deduce that
in such a case, 7 is necessarily unlabeled in D), meaning that att;(f(Mi, ..., My,)) € Fyus(Dp)
and so there exists k € {1,...,n} such that D,, = Dj. Thus the result holds by taking D7 data
the empty context, g =0, r =1, 43 = k and Dﬁp the empty context.

In the inductive step, once again if the incoming edge is not labeled by att;(f(My, ..., My,))
for some f € Fyata, M1, ..., M, then we obtain the result by taking the empty context for
DFdata g =1, r =0 and D} = D,,. Otherwise one of the following two cases occurs:

e 7 is labeled by att;(z1) A ... A att;(xy,) — att;(f(x1,...,2my)): In such a case, we have
D717’ ..., D" derivations respectively of att;(M1), ..., att;(M,) on which we can apply
our inductive hypothesis to directly obtain our result since the clause att;(x1) A ... A
att;(xm) — att;(f(z1,...,2m)) is the clause (Rfy).

e 7is labeled by att;_1(z) — att;(z): By Lemma[30} we deduce that D, contains a branch
from the node corresponding to 1 that is a sequential application of rules att;(z) —
att;y1(z) and there exists ¢ < ¢ such that atty (z) € Fyse(Dp). Thus there exists k €
{1,...,n} such that the incoming edge of Dy, is labeled by the fact att; (f (M, ..., Mp)).
Hence the result holds by taking D7 data the empty context, ¢ =0, r = 1 and i = i; and
Df’p the context corresponding to the sequential application of rules att;(x) — att;41(x).

We showed that D,, = D data[D} ... ,D;,Dgp[Dil], . .,Dgp[Dir]]. However, for all k €
{1,...,r}, the derivation D;, can be a derivation of some fact att, (U) with U being rooted by
a data constructor function symbol. However, coming back to the hypotheses of the lemma,
we know that T, S,,njo F D;,. Hence, if U is rooted by g € Fyqtq, we deduce that the root of
D;,, is labeled by the clause (Rfy), i.e. atty(z1) A... Aatty(zm) — atty (g(z1, ..., 2m)) (Ttem[d]
of Definition . Thus by applying a small induction on the size of D;,, we can show that
D;, = Didu.ta [Diﬂ ... ,szk] where for all £ € {1,...,4;,},
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e DJ is a derivation of att (U, z’“) at step Ték where U, g’“ is not rooted by a data constructor

function symbol;

. Tgk < 7 and if atty € S, then Tgk <7

e nodes of Did‘”“ are only labeled by clauses (Rfy) for some g € Fyqtq.

Thus, by gathering Uy, ..., Uy, U, Ué? LU sz' and renaming them V7, . ..
11 ir

we deduce that D,, can be written as D.[Dys, ..., Dy, ] where

e the nodes of D), are either labeled by a clause (Rap]) or (Rfy) for some g € Fyqta;

7VN7

o for all k € {1,..., N}, the incoming edge of Dy, is labeled by att;, (Vi), 7, where the
root of V}, is not a data constructor symbol and either 7, < 7 and att;, € Sp; or 7, < 7,

T, 1 attj, (Vi), atty, € Sp and for all j, < j <, att; & Sp;

o M =Cgr,,.IVi,...,Vn] where Cr, , is a term context composed only of data construc-
tor function symbols (recall the att;(M) was the fact label of the incoming edge of the

node 7).

We transform the derivation D.[Dys, ..., Dy, | into a derivation D;? by first applying the clauses
(Rap]) to derive the fact att;(V}) at step 7 and second by applying the clauses att;(z1) A... A
atti(z¢) — atti(g(z1,...,2¢)) with g occurring in Cr, , to derive the fact att;(M) at step 7.

The derivation D;?

attz‘(M),TJ

/" Clause (RI) .
g at phase i \
J/ to build Cr,,,, '

[atti_l(:c) — attz(x)] [atti_l(w) — attz(sc)J
[attjl (z) —;attj1+1(:c)] [attjm (z) —:attjmﬂ(a;)j
atty, (V1), 71 att;y (Viv), v
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Note that the derivation D% satisfies all items of Definition and in particular Item
since the phase clauses are only applied on attacker facts whose term is not rooted by
a data constructor function symbol. Therefore, to build D, we replace in D’ the derivation
D¢[Dv;;, ..., Dyy] by the derivation D;, which allows us to obtain that T’ Sy, nso = D.

Finally, since all clauses in D), are selection free then so are the clauses in D¢[_4,..., ]
Moreover, in the second part of proof, we only added clauses and which are also
selection free. Thus, if Dy, ..., D, are selection free then Dy, ..., Dy, are selection free which
implies that D is selection free. Thus we conclude. O

Lemma 35. Let C be a set of well originated, simplified clauses containing Cgq. Let R € Cgq
be a well originated, simplified clause. Let Dg, = D[Dg] be a derivation of some fact Fy at
step 1o from CU{R = H A ¢ — F} such that {70} <m M and all nodes in D are labeled by
clauses from C except the root that is labeled by R and T, S,,njo F Dg,.

If there exists Dy a partial derivation of F' from C' = {R' € C | sel(R") = 0} such that
Fus(Dp) = F 3 R and pred(Fs(Dp)) NS, = then there exists a deriwation Dy, from C such
that:

1. T,Sp,ni0 F D[DY]
2. if Dg is selection free then DY, is selection free.

Proof. Let us consider some notation. Let us write Fys(Dp) = UrA. .. Uy Ay, where Uy, ..., Uy,
are facts and ¢, is a formula. Moreover, since Fys(D,) = F 3 H A ¢ — F, there exist a
substitution o and Fi,...,F,, H such that Fo = F, H=FiA...ANF, NH A ¢, Ujoc = F;
for all i and ¢ = ¢y0.

Since Dp is rooted by R, there exist a conjunction of derivations Dy, some derivations
Di,..., Dy and a substitution o’ such that D is a derivation of Fo' at some step 7, F75 ¢o’
and Dy, is a conjunction derivation of H'o’ and D; is a derivation of F;o’ at some step 7; for all
i€{l,...,n}. Since R ¢ Cgy and in particular, R is not nor a projection clause of a data
constructor function symbol, we deduce from 7', S,,njo - D[Dg]| that for all ¢ € {1,...,n},
T,Sp,ni0 = Dj, 7; < 7 and if pred(U;) € S, then 7; < 7. Note that F75’ ¢o’ and ¢ = ¢uo
implies F75° pyo0’.

The derivation Dg

FU/,TJ

FN..NE,NH N¢p = F
{ )

Y
o', r 1~ H'o'
10,71 anvrn .

N

\>}/ \\
e /// DH/ \\\
We can apply Lemma with the substitution oo’, the steps 7,...,7, and the derivations
Dy, ..., Dy, to obtain that there exists a derivation D}, of Foo' = Fo' at step 7 from C such
that T, Sy, njo F D and if Dy, ..., D, are selection free then DY, is selection free. Hence, we
directly obtain that T, S, nro = D[D}y]. Moreover, if Dp, is selection free then Dy, ..., D, are
selection free thus DY, is selection free. O
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Corollary 5. Let C be a set of well originated, simplified clauses such that Cgq C C. Let C'
the resulting set by application of the rule GRed(Sy,) to C. Let Dp, be a derivation of some
fact Fy at step 1o from C such that T,Sp,nro = Dp. There exists a derivation D}po of Fy at
step 1o from C" such that T, Sy, njo = Dl .

Proof. The proof is done by induction on the number of nodes labeled by the clause H — F
on which GRed(S),) is applied, the inductive step being a direct application of Lemma O

Corollary 6. Let C be a set of well originated, simplified clauses such that Cgq C C. Let Dp,
be a derivation of some fact Fy at step 1o from CUC.(T) such that T,Sp,nio - Dg,. There
ezists a derivation D};O of Fy at step o from condenses, (C)UC,(T) such that T, Sp,nio D};O.

Proof. Direct application of Corollaries [4] and [5 O

C.4 Main proof

Theorem 2. Let C; be an initial instrumented configuration. Let S, be a set of predicates.
Let L, L; be two sets of lemmas. Let R be a set of fully 10-k;,-compliant restrictions. Let
T € trace}5(Cr, —=i)r-

For all well originated sets of clauses C containing Cgq, for all derivations D of F' at step
7 from CUC.(T) such that Hypr c,(T, (1)) and T, Sp, kio = D, there exists a derivation D' of

F at step T from saturate‘Z’L’JR £,(C)UC(T) such that T,Sp, ki = D'

Proof. The first part of the proof is almost a direct consequence of Corollaries [2] [3] and [6]
The first step of saturateifﬁi (C) consists of generating C; = condensegs, (simplifyi’jﬁi (©)).
Since C is well originated and Cqy C C, we can apply Lemma [31] and corollaries [3] and [6] to
obtain that there exists a derivation Dk of F at step 7 from C1UC,(T) such that T, Sp,n - Dk..
The second step of the saturation generates a new clause R by application of the resolution
rule Res. Hence D% is a derivation from C; U {R} U C¢(T). The third step of the saturation
computes the set C2 = condenses, (C; U simplifyifﬂi({R})). Thus by applying Corollaries
and @ we obtain that there exists a derivation D% of F at step 7 from Cy U C(T) such
that T\, S, n = D%. Since the second and third steps are repeated until a fix point is reached,

denoted Cgqt, we can deduce that there exists a derivation D of F at step 7 from Cgqt UC,(T')
such that T, Sy, n - Df.

By definition, saturate‘zpﬁi((C) = {R € Csu | sel(R) = 0}. Hence, we still have to show
that we can build a selection free derivation D’ of F at step 7 from Cgq U Co(T). To do so,
given a derivation D, we denote by |D|s the number of nodes in D labeled by a clause R such
that sel(R) # 0.

Let us consider the derivation D' of F at step 7 from Cgqy U C.(T) that is minimal for
(ID|se1, |D']) (using the lexicographic order). We show by contradiction that D’ is selection
free, i.e. |D'|se1 = 0.

Assume that |D'|s; # 0. Hence D' = D.[Dpg]| for some derivation context D, and some
derivation Dp such that Dpg is labeled by some clause R = (FFA H' — C') with F € sel(R).
By denoting Cgy; = C.,, U{R}, we can assume by minimality on the size of D that all nodes

sat

of Dg except the root are labeled by clauses of C.,, UC.(T) with no selected hypothesis. By

sat
definition of a derivation, we deduce that Dg is of the following form:
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The derivation Dg

where o is a substitution, Dy and Dpg: are respectively conjunction derivations of Ho and
H'o. Note that since F is selectable, F' cannot be an event. Thus (H — C) ¢ C.(T) and so
H — C € Cgyq. Moreover since Fo is the label of the incoming edge of the node labeled by
H — C, we deduce that Co = Fo. Thus, we can compute ¢’ the most general unifier of C' and
F and apply the rule Res to obtain the clause R’ = Ho' A H'c' — C'd’, since sel(H — C) = ()
because all nodes of Dy except the root are labeled by clauses with no selected hypothesis.
Thus we can build the following derivation D, of C'o at step 7/

The derivation Dg

C'o, v

Notice that |D}| < |Dg| and so [D.[Dy]| < |D'|. Moreover, |Dc[Dyllset < |D'|ser (the clause
Ho' AN H'o' — C'o’ may not be selection free) and so (|De[Dy]lsels [Pe[D]1) < (1D |sel, |D']).

Finally, since sel(H — C) = 0, the clause H — C' cannot be a clause for a projection
of a data constructor function symbol. On the other hand, since F' € sel(FF A H' — C"), the
clause F'A H' — C’ is not a clause for a data constructor function symbol. Therefore,
we deduce from T, S, n = D’ that T, Sy, n = D.[D}].

Notice that DY, is strictly selection free. Thus by applying Lemma we deduce that
there exist two derivation contexts Dr[_|,D,[_| and a derivation D}, such that:

¢ D. = D,[Dx[_]]

e D.[ ]isa context derivation with a unique hole and whose nodes are labeled by a clause
atty, (f(z1,...,2m)) = atty(x;) for some f € Fyaq and i € {1,...,m}
e DY, is a derivation from C/,,, UC.(T)U simplify‘z”ﬁ ({R'}) such that all nodes except the

sat i

root are labeled by clauses from C,, U C.(T).

sat
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o T.S,,nt D,[DY]
o [Di| < |Dx[DR]|
e D7, is strictly selection free.

Thus, we deduce that |D.[D}]| < |DL[D[Dyl]l| = |De[Dy]| < |D'| and |D.[D}]lsel < |Delsel +
1< |DC|sel +1< |D/|se1 and so (|’Dv/:[lD}/%]|selv ’DQ[D%H) < (‘D/|sela |D/|)

Since Cy,¢ was obtained by applying the saturation steps until a fix point is reached, we
deduce that the clause R” labeling the root of D%, satisfies one of the following properties:

e R"is in Cyq: Such a case is impossible as (|DL[D%]lsel; |DL[DR]) < (D |sels |[P'|) would
contradict the minimality of |D'| w.r.t. (|D|se, |D']).

e there exists a clause R, in Cgy; that subsumes R”: By Lemma , there exists a deriva-
tion D, from Cgqr U Co(T) such that T,S,,n F D,[Dy], |Ds| < |D| and Dy is strictly
selection free. Thus we have once again |DL[Ds]| < |D'| and |D.[Ds]lsel < |D’|sel and
s0 (|DL[Ds]lsels |DLIDs]) < (|D'|se, [D'|) which contradicts the minimality of |D/| w.r.t.
(|D/|sely |D/|)

e sel(R") = () and was removed by application of the rule GRed(S,). But in such a case,
DY, is selection free. Furthermore, by Lemma there exists a derivation D, from
Csat UC,(T) such that T',S,,n = D,[D,] and D, is selection free. Thus, we deduce that
|DLID,]|sel < |D’|set which entails (|DL[Dy]|sel, |PLID:]|) < (|D'|sel, |P’|). This once again
contradicts the minimality of |D'| w.r.t. (|D'|sel, |D'|)-

Since all possible cases end with a contradiction, we can conclude that |D/|seeer = 0 and so
D' is a derivation of F at step 7 from saturate‘z”ci(C) U Ce(T). O

D Proof of Theorem 4

The proof of Theorem [4 will follow closely the proof of Theorem [2] since both focus on the
saturation procedure, the former being on ordered clauses. Since some simplification rules
cannot be applied when computing satu rateSi”’Ei (C,Csat) (e.g. (Taut), (DataCl)), the lemmas
will be simpler to state and to prove even though they will contain additional arguments to
handle the ordering functions.

As for the proof of Theorem [2] we consider a preamble to all lemmas in this section:

Let Cr be an initial instrumented configuration. Let S, be a set of predicates containing
the event predicate. Let L, L; be two sets of PROVERIF [0-njo-compliant lemmas. Let
T € trace](Cr,—;) and M be a multiset such that Hypr r,(T, M) holds. Let Cyqy
be a set of well originated, simplified, selection free clauses containing the selection free
clauses of Cgq.

Once again, this preamble corresponds to the hypotheses of Theorem [4]
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D.1 Soundness of simpIifySi’jEi (C)

Lemma 36. Let R be an ordered clause satisfying Sp. Let D be an ordered derivation of
ity F; at steps 11, ..., Tm from {R} and Cgqr U Ce(T) such that {r1,...,7m} <m M and
T,Sp,nr0 = D. All clauses in simpIifyS‘Zpﬁi({R}) satisfy S, and there exists an ordered deriva-

tion D' of \:*y F; at steps T1,...,Tm from simpIifySif’Li({R}) and Cgqt U Ce(T') such that
T,Sp,nio =D and |D'| < |D|.

Proof. By definition, simplifyS‘Z’: . ({R}) is the repeated application on {R} of the rules Red,,
Att,, Ry, DataHyp,, Nat,, Lem,(L,S,) and Ind,(L;,S,). Therefore, the computation of
simplifyS‘gf’ﬁi({R}) can be seen as a sequence Cp,...,Cy where Cy = simplifyS‘Zfﬁi({R}),
Co ={R} and for all j € {1,..., N}, C; is obtained from C;_; by application of one the rules
Red,, Att,, Ry o, DataHyp,, Nat,, Lem,(L,S,) and Ind,(L;, Sp).

The proof of the lemma is thus done by induction on N by showing that for all j €
{0,..., N}, we can build an ordered derivation D; of A\;", F; at steps 71, ..., Ty from C; and
Csat UC(T).

Base case j = 0: Since Cy = {R}, the result directly holds by taking Dy = D.

Inductive step 7 > 0: In such a case, we apply our inductive hypothesis on j — 1 which
gives us the existence of the ordered derivation D;_; of A:’;l F; at steps 71,..., Ty, from C;
and Cyqp U Ce(T). Let us look at the transformation applied on C;_; to obtain C;. Notice
that all the transformation rules only affect one clause at a time. Thus, there exists R’ such
that Cj—1 = C)_; U{R'} and C; = C}_; UC’ where C' is the result of the application of a
transformation rule on R’. Hence if the child of the root of the derivation D;_; is labeled by
a clause of C;el then the result trivially holds by taking D; = D;_;. Otherwise, the child of
the root of the derivation D;_; is labeled by R’. We do a case analysis on the transformation
rule applied on R':

e Rule Red,: In such a case, R' is of the form H A ¢ A \j_; Gi’“ A G;j;“ — C such
that Gj.0 = Gj, and either G}, = Gy, or 6, 3, J; for all k € {1,...,n}, ¢ = ¢o and
dom(o) N fu(H,C,Gq,...,Gy) = 0. Moreover, by Definition we know that there
exist a substitution o, some derivations Dy, Dg,,...,Dq,, ... ,DGQ, .-+, Dgr and some
StePS TGy, - -+ s TG TG s - - - 5 TGy, SUch that Co' = \;, F; and the derivation D;_; has
the following form:

The derivation D;_q

m
Ai:l -F’7;7T17"‘7Tm

[H/\gszG‘fl/\.../\GflnAG’fﬁ/\...AGQ‘f‘L—>C}

7/
, ! \ N ~
‘G / / <
, O, T( f N [P ENESN 7
HJ/ L7 175 Gl/ ' S GlU’TGll\\\ GnU7TG41
/ \ ~ N

, E Gno',1q, | S -
» 4 AN RN

\ s N
/
N7 N S
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Moreover, we also know that for all i € {1,...,m}, for all k € {1,...,n}, if 6 (d) is
defined then 7¢;, 0k (i) 7. Similarly, if §; (i) is defined then 7 6 (i) 7.

For all k € {1,...,n}, we define a new derivation D) and a step 7}, defined as follows: if
G}, = G, and T, < TGy then D, = D¢y and T, = Tgy else D, = Dg, and 7|, = 7¢, .
First notice that D), is a derivation of Gjo’ at step 7. Indeed, when G} = G} and
Ta) < TGy, We trivially have Gj0’ = Gyo’ and Dj is a derivation of G}o’.
D). = D¢, and 7}, = 76, hence the result directly holds.

Second, if pred(Gy) € Sp then pred(G}) € Sp since G0 = Gj. Thus, with R’ satisfying
Sp, we deduce that if pred(Gy) € Sy then for all i € {1,...,m}, §;(i) # < and §;(¢) # <.

By definition of (6, Ud;,)(4), we therefore deduce that if pred(Gy) & Sy then (0,U0},) () #

<. Hence, the rule H A ¢ A Gflual Ao A Gi"ua” — C satisfies Sp.

Let us show that for all ¢ € {1,...,m}, if (d; U d})(4) is defined then 7 (0 U 6})(7) 7.
By definition of 0 U4}, if (65 Ud},)(¢) is defined then d;(i) or &) (i) are defined. Moreover,
(0k U 0y.) (i) = < implies < € {0x(7), 6;.(7)}. We do a case analysis:

Otherwise

1. if 04 (4) is defined and d;(i) = <. In such case, we know that ¢, < 7. If 7, = 76,
then the result directly holds, else 7{ = yel and e, < Tay, by definition, implying
7, < 7;. Hence the result holds.

2. if 63(4) is defined and 6} (i) = <. In such a case, we know that 75, < 7. If
T, = Ty then the result directly holds. Otherwise, either G, = G and 7¢,, < yex
or 0j, Jo ;. In the former case, TG, < Ti and 7, < el implies 7¢, < 7; and so
7, < 7. In the latter case, by definition of the subsumption, §; (z) being defined
implies 0y (i) being defined. Moreover, since ) (i) = < then d;(i) = <. Hence we
deduce that 7¢, < 7; and so 7, < 7;.

3. if 05 (i) = < and &) (i) # <: In such case, we know that 7¢, < 7;. The rest of the
proof is the same as in Case 1.

4. if 6;.(i) = < and 6x(i) # <: In such a case, we know that 7¢r < 7. . If 7 = 7/
then the result directly holds. Otherwise, either G} = Gy and 7¢g, < TGy oOr
;. Jo 0. In the former case, TG, S Ti and 7g, < 7¢ implies 7q, < 7; and so
7. < 7. In the latter case, by definition of the subsumption, §;(z) being defined
implies 05 (7) being defined. Moreover, since (1) = < then 0 (i) = < or 05 (1) = <.
In both cases, we deduce that 7¢, < 7; and so 7, < 7;.

We can therefore build the derivation D; as follows:
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The derivation D;

m
AilEjaTla"')Tm

[Hmﬁ/\Gflu‘Si AL AGEYn C}

\

1 \ \

/1
Ho'| N \ Gno-/aTGn

Rule Att,: In such a case, R’ is of the form att;(z)° A H A ¢ — C where = does not
appear in H and C. Since we only remove the att;(z)? from the clause without changing

the rest of the clause, the result directly holds.

Rule DataHyp,: In such a case, R’ is of the form att, (g(Mj, ..., M;))° A H — C where
g € Fiata. Moreover, we transform the clause R’ into the clause R” = att,(M;)" A
A attn(Mg)‘;l N H — C where ¢’ = 6< if att,, € S else ¢ = §. By Definition
we know that the child 7 of the root is labeled by R’ and possesses a child 7" such that

attn (g, Me)o) 7 7’ for some o, 7'. Moreover, Definition [26] also indicates that the
sub-derivation D’ rooted in 7’ satisfies T, Sp,nio F D'. Hence, since g € Fyutq and any
projection clause of a data constructor is not selection free, we deduce that there exist

Duyyy- .- Dy, and Tay,, - .., Tag, such that the derivation D;_; is of the following form:
The derivation D;_q
A?;l FiaTlv"' 77_777,‘
[attn(g(Ml, R ,Mg))(s ANH — C}
attn(g(Ml,...,Mg)a),T'X \\\{LIU "
att, (x1) A ... Aatty, () — atty(g(z1,. .. ,.ZL‘@))J /Dy \\
attn(Mla),TMl att(MzO’),TM[ ,,,,,,,

Note that T, S,,n;o F D’ implies that T, S,,n;o = Dy, for all k € {1,...,¢}. Fur-
thermore, Definition [26| also indicates that for all ¢ € {1,...,m}, if §(i) is defined then
7' 6(i) 7. Furthermore, as T,S,,njo0 F D', we also deduce that if att, € S, (resp.

att, ¢ Sp) then 7y, < 7' (vesp. 7y, < 7') for all j € {1,...,¢}. Hence, for all
i€ {l,...,m}, if §(3) is defined then
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— either att, € S, and 7p;, < 7' (i) 7; which implies that 7p7, 6<(i) 7 and so
Ty, 0 (1) T

— or else att, ¢ S and 7y, < 7' §(i) 7; which implies that Ty, 0(i) 7 and so
T, 0' (@) 7

In both cases, we can thus build D; by replacing the ordered clause R’ with R” and by
directly plugging Dy, , ..., Dy, as child of the child of the root as follows:

The derivation D;

m
Ai:l Fi,’]’l,.. -y Tm

. N\ atty, /\H—)C

att
att, (Mio), Tar, att,, (Myo), TM[ " He
. .
\§, \\\
/Dy

Notice that if att,, ¢ S, then ¢’ = §. Hence, since R’ satisfies S,, we deduce that the
clause R” also satisfies S),.

e Rule Nat, and Ry ,: These sets of rules only modifies the formula of the ordered clause
and preserve their solution. Hence, the result directly holds.

e Rule Lem,(£,S,) and Ind,(L;,S,): We prove these two cases at the same time since
main difference between these rules are on the application conditions of the rules.

For both rules, there exist a substitution o and 9 = (/\i:1 Gr = Vj_q ¢r) € L such
that R’ = ([G1o[§"°A... [Geo 5" ANH — C) and for all k € {1,..., ¢}, pred(Gy) € Sp.
Moreover, in the case of rule Ind,(L;,Sy), we know that d1,...,d, are n-strict. Finally,
the resulting set of clauses C' is {[G10]5"° A ... [Gea |5 AN H A [¢ro]3 — CHi_y
where § J, 0y forall k € {1,...,/¢}. Notlce that the generated clause only adds events in
the hypotheses of R’. Hence, since S, contains the event predicates and R’ satisfies S, we
deduce that for all k € {1,...,n}, the clause [G1o]5°A. .. [Geo |5  NH A [pro |57 —
C satisfies Sp.

We obtain that D;_; is the derivation presented below:

The derivation D;_q

/
Co',m,...,™m

[fGlﬂgi”'e Ao N [Geolre ANH — C’J

[Glo.‘lsureo_/’ e |7Gg0'-| SUT’GO-/77—GZ\\\\HO', i
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Since for all k € {1,...,¢}, T,Sy,ni0 = Dg, and pred(Gy) € S,, we deduce that
T,7q, F15 [Gro|*"¢o’. Recall that the satisfaction conditions for an event are the
same for its sure-event counterpart. Therefore, we deduce that for all k € {1,...,¢},
T, 71q, I— O Groo'.

Note that when the rule applied is Ind,(L;,Sp), we know that d1,...,0, are n-strict.
Moreover since T,Sp,n10 = Dj_1, we deduce that for all k € {1 L}, for i €
{1,...,m}, if 6,(¢) is defined then 7q, 6x(7)7;. Therefore by Lemma [14] we deduce that
{e. - .m7a,} <m {m1,...,7m}. Hence by the hypotheses of our lemma7 we obtain
that {{TGI, .. 77'Ge}} <m M.

This allows us to apply Lemma thus there exist ¢ € {1,...,n}, a substitution ¢”,

steps 71,...,7), events Fy,..., E, and a formula ¢’ such that

— i =E1N...NE, N¢

— forallé € {1,...,4}, Gyoo' = Gyo”

for all k € {1,...,r}, 7, < max(7q,,...,7q,) and T, 7, F}& Epo”
_ F’?éo d)/o_//

Let us prove that for all i € {1,...,m}, if §(¢’) is defined then for all k € {1,...,r},
7. 0(i') 7. Let i € {1,...,m} and let us assume that 6(:’) is defined. By defi-
nition of the transformation rule Lem,(£,S,) and Ind,(L,S,), we know that for all
K e{1,...,¢}, 6 3, 6. Hence by Definition O (1') is also defined and 7 g/ (i') 7/
implies 7 §(i") 7’ for all steps 7,7. But T,Sp,nro = D;—1 and 0j(i') being defined
implies that TGk,(Sk/( i")7y and so 7g,, 0(i') Ty. Since 7, < max(rg,,...,Tq,), we can
conclude that 7}, 6(2) 7.

We can now build the derivation D', by replacing the clause R’ with the clause [G10]*""°A
A[Go|P“" NH A [E1o]®" ¢ A ... AN [Epo]®"7¢ A ¢po — C as follows:

The derivation D;

/
CJ,Tl,...,Tm‘

sure A. GeO‘ sure /\H/\ |’E 0.'|5u're A. I’Erg]gure /\(ba. RN C}

G10‘
Giol®%reo’, T
(G Gl [[Geo %W e0’ 76, HU’ ’ [Ero” %47
— [Eyo']sure] ...

[ETO'”-‘ sure, Tr/

Finally, all E; are events hence do not influence the size of the derivation meaning that
|D;| = |Dj_1|. Since all clauses — [E;0”]*"® for i = 1,...,r are in C.(T), we can
conclude. O

Corollary 7. Let C be a set of ordered clauses satisfying Sp. Let D be an ordered derivation
of Nty Fi at steps 11, ..., T from C and Csqr U Ce(T) such that {71,...,Tm}} <m M and
T,Sp,nr0 = D. All clauses in simpIifyS‘z”Ei((C) satisfy Sp and there exists an ordered derivation
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D' of \i*| F; at steps T1, ..., Tm from simplifyS‘Zpﬁi (C) and Cyt UC(T) such that T, Sp,nio F
D' and |D'| < |D|.

Proof. Since simplifyS‘Z?ﬁi({Rl, Ry} = simpIifyS‘Zf’Ei({Rl}) U.. .UsimplifyS‘Zf'ﬁi({Rn}), the
result directly follows from Lemma O

D.2 Soundness of condenseSs (C)

Lemma 37. Let D be an ordered derivation of \;-, F; at steps 71,...,Tm from {R} and
Csat UC(T) such that T, Sp,nio F D.

If there exists an ordered clause R’ such that R' J, R then there exists an ordered derivation
D' of \"| F; at stepsTi, ..., Ty from simplifyipﬁi({R’}) and CsqtUC(T') such that T, Sy, nio -
D' and |D'| < |D|.
Proof. Assume that R’ J, R. By definition, we can denote R = Ha A H) A ¢2 — Cy and
R = Hy A ¢y — C; such that H; = {{G‘fl, GO Hy = {{G/161, . .,G;f”} and there exists
a substitution o such that:

e Cio=Cy;

e forallic {1,...,n}, Gio =G, and 6; J, d.;

* $2 = hro.
Moreover, since D is an ordered derivation from {R} and Csu: U C.(T), there exist a
conjunction of derivations DHé and n derivations Dgr, ..., Dgy and a substitution o’ such

that Coo’ = ;% Fi, Dy, is the derivation of Hlo" and for i = 1...n, D¢ is the derivation
of Glo’ at some step 7.

The derivation D

m
Aizlﬂ,ﬁ,...,Tm‘

5/ !’
[Hé/\gbg/\Glll A NGEe —>02}
-HZU/ ,/I \ \\\ G;U,a TG,

! N
!/
N ! \ A
/\\1, GIU’TGII \ \
N
/ \
’ \
/ \
Dy
’ H2 \
/ \

Note that Cyo’ = Cioo’ and for all i € {1,...,n}, Gijoo’ = Gjo’. Moreover, F5° ¢r00’
and ¢o | ¢10 implies b; ¢1o0’. Hence, we build the derivation D’ by replacing R with R’ as
root and by only keeping the derivations D¢y, Dgy, as follows:
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The derivation D’

m
Ai:l Fi,Tl,...,ij

[¢1AG§1A.../\G%%01]

o ! '
ag ., T \
Gro% 76, | | Gho'Tay,
! \
I
I \\
\

To prove that T, Sy, n;o F D', we still need to ensure that Item [3c| of Definition [26|is verified,
i.e. that the derivation satisfies the ordering functions d1,...,d,. The other properties of
Definition [26] being directly obtained from T, S,,n;o F D.

Let k € {1,...,n} and ¢ € {1,...,m}. Assume that 0y(i) is defined. We know that
0k Jo 0). Hence 6y(i) being defined implies that 0; (i) is defined. Hence, 7o d;(i) 7.
However, from &5 J, ), we also know that ¢, (i) = < implies 0x(i) # <. Thus, §, (i) = <
implies d;(i) = <; and 60;(i) = < implies 63(i) € {<,<}. In both cases, we deduce that
gen 05.(1) 7; implies 7gy, Ok(#) Ti, which allows us to conclude. O

Corollary 8. Let C = C' U{R;R'} be a set of ordered clauses such that R' J, R. Let D
be an ordered derivation of \i-y F; at steps Ti,...,Tm from C and Cgqr U Cc(T) such that
T,Sp,nio = D. There exists an ordered deriwation D' of \;, F; at steps Ti,..., Ty from
C'U{R'} and Cyqt UC.(T) such that T, Sp,nio - D'.

Proof. If the child of the root of derivation D is labeled by R, we can apply Lemma [37] to
obtain the result. Otherwise, the clause labeling the child of the root of D is in C' U{R'} and
so the result directly holds. O

Lemma 38. Let C=C'U{R = (H — C)} be a set of ordered clauses satisfying S, such that
simplifyS‘Z”’Li (C) = C. Let D be an ordered derivation of \;-, Fi at steps T1,...,Tm from C
and Cgsqr U Ce(T') such that T, Sp,nio = D.

If there exists D,, an ordered partial derivation of C' from C' and Cgqt such that Fys(Dp) —
C 3 R and pred(Fs(Dp)) NS, = 0 then there exists a derwation D' of \!'| F; at steps
Ty Tm from C' and Ceqp U Ce(T) such that T, Sp,nro & D' and either D' is selection free
or D' =D.

Proof. Let’s assume that the child of the root of D is the rule R, otherwise the result trivially
holds by taking D' = D. By definition of D, being an ordered partial derivation of C' from
C' and Cyq, we deduce that the child of the root of D), is labeled by an ordered clause
R = Uf VAL AU A ¢y — C" and there exist a substitution ¢ and n partial derivations
Dzl,, .., Dy ot Uho,...,Uyo from Csq respectively such that Clo=0C.

Moreover, we have Fys(Dp) = {puo} Ui, Fi where for all i € {1,...,n},

e if D} only contains a root and an unlabeled leaf, then F; = {U{Sia}};

. San Sa, .
e otherwise IF,s(D},) is some multiset {G14,...,Gn, i, ¢i} and F; = {{Gli“, .. ,Gni’;“ o

where for all j € {1,...,n;}, if pred(Gj;) € Sp then dg,, = 0, else dg, , = ;.
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For uniformity, in the first case, we define n; = 1, G1; = U0, dg,, = 0;, and ¢; = T.
By hypothesis, F,s(D,) — C J R. Hence, there exists a substitution ¢’ such that :

e H is of the form H' A ¢/ NN, Gﬁ?ia’ A A Gi:fffa’
e Cod'=C

o ¢ Edyod’ A1o' NN Ppo’

® G, Jo 0

Finally, since D is an ordered derivation of A", F; at steps 71, ..., T, such that T, S,, nro F
D, we obtain that there exist a substitution ¢”, some steps 7;; and derivations D;; for i =
1,...,nand j =1,...,n; such that for all ¢ € {1,...,n}, for all j € {1,...,n;},

Dj ; is a derivation of G; ;0’0" at step 7;; from Cgqr U Ce(T)

n
T,Sp,nio b5 Dij

for all k € {1,...,m}, if §;,;(k) is defined then 7;; §;;(k) 7%
o l_?éo oo
o Co’= N\ B

Since ¢ |= ¢y’ A1o' A A dpo’ and TS ¢'o”, we deduce that > ¢yo0’c” and for

allie {1,...,n}, H§ @ U’a”
Let i € {1, . n} Let us prove that there exists a derivation D; of U;oo’c” at some step
1y, from Cgqr U Ce(T) such that T,S,,nro Fj§ D; and for all k € {1,...,m}, if §;(k) is

nio

defined then 1y, 0;(k) 73,. With this property and since we already proved that F7/5° ¢yo0'c”
and C'oo’o” = Co'o” = Co” = \[~, Fi, we would obtain an ordered derivation D’ from C’
and Cgqr U Ce(T) such that T, Sy, nyo = D'. In particular, D' would have the following form:

The derivation D’

m
Ai:lFiaTlv"'aTmJ

Ufl AU A Gy — c’
Uroo'o”, 1y, : \ Unod'c” TUn
By hypothesis of the rule, we know that Fs(D,) NS, = 0. Let us do a case analysis on

whether pred(U;) € S, or not.

Case pred(U;) € Sp: In such a case, we deduce that DZ is in fact a partial derivation composed
of only the unlabeled root and the unlabeled leaf hnked by an edge labeled U;o. Hence n; =1,
Gi1; = Ujo and (5@171. = 0;. In such a case, we take 7y, = 71; and D; = D;,;. Indeed, we
already know that D, is a derivation of Gy ,0'0” at step 71, from Cgqr U Co(T) such that
T,Sp,nio Fj Di;. Furthermore, for all k € {1,...,m}, if ;(k) is defined then we know
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from 0; = 6, , Jo 61, that d1;(k) is defined. Hence, from T, Sy, nso F782 Dy i, we deduce
that 71 ; 81(k) 7, which implies 71 ; d;(k) 74 thanks to dg, ; Jo 1.

Case pred(U;) ¢ Sp: In such a case, we define 7y, = max;L, (if pred(Gj;) € Sp then 7;; + 1
else 7;;). We wish to apply Lemma We already know that Di is a partial derivation of
U;o where F (D ) {Gji,....Gn, i, ¢:i}. Furthermore, we also proved that F75° ¢io’0”
and for all j € {1 .,n;}, Dj; is a derivation of G; ;0’0" at step 7;; from Cgqp U C (T') such
that T, S,,nio = DN, hence satisfying the first and third item of Lemma s hypotheses.
Since pred(U;) ¢ Sp, the fourth item of Lemma s hypotheses is trivially satisfied. Finally,
the second item of Lemma S hypotheses is satisfied by construction of 7y;,. Therefore, we
can apply Lemma [34] to obtain that there exists a derivation D; of U;o0'c” at step 7y, from
Csat UCe(T) such that T, Sy, nro F D;.

It remains to prove that for all k € {1,...,m}, if 6;(k) is defined then 7y, 0;(k) 7. Let
us consider j € {1,...,n;} such that 7y, = 75, + 1 when pred(G;;) € S, and 1y, = 7;,; when
pred(Gji) € Sp.

e Case pred(Gj;) € Sp and 1y, = 7;; + 1: In such a case, dg,, = 6;°. Hence, d;(k) being
defined implies d¢, (k) = <. Moreover, since dg;, Jo d;;, we deduce that d;,(k) = <.
But we already proved that in such case, 7;; 6;:(k) 7%, i.e. 7j; < 71, and so 1y, < 7.
Note that that since pred(U;) € Sp and R’ is an ordered clause satisfying S,, we deduce
that §;(k) = <. Thus we conclude that 7y, J;(k) 7%.

e Case pred(Gj;) ¢ Sp and 7y, = 7j;: In such a case, dg,, = ;. Moreover, since dg;; Jo
d;,i, we deduce that §; 3, 0;,; and so 6;(k) being defined implies that §;;(k) is defined.
Since 7;; 0;(k) 7 and 6; J, 0;4, we obtain that 7;; 6;(k) 7 and so we can conclude
that 7, 9;(k) 7. O

Corollary 9. Let C be a set of ordered clauses satisfying S, such that simplifyS‘z’:ﬁi (C)=C.
Let D be an ordered derwation of \;~, F; at steps T1,...,Tm from C and Cgqr U Ce(T') such
that T, Sp,n1o = D. All clauses in condenseSs, (C) satisfy S, and there exists a derivation D’
of \izy Fi at steps 11, ..., Tp from condenseSs, (C) and Cyqt UC(T') such that T, Sy, njo = D'.

Proof. condenseSs,(C) C C hence we directly have that all clauses in condenseSs, (C) satisfy
Sp. The rest of the proof is a direct application of Corollary [§ and lemma [38 O

D.3 Main proof

Theorem 4. Let C; be an initial instrumented configuration. Let S, be a set of predicates
containing the event predicates m-event and s-event. Let L, L; be two sets of lemmas. let R
be a set of fully 10-k,-compliant lemmas. Let T € trace}s(Cr, — )‘R. Let C be a set of well
originated, simplified, selection free clauses containing the selection free clauses of Cgyq.

For all ordered clauses R satisfying Sp, for all ordered derivations D of \!", F; at steps 7
from {R} and CUC.(T) such that Hype c,(T,7) and T,Sy, kio = D, there exists an ordered

derivation D' of \;~, F; at steps T from saturatesﬁunc ({R},C) and CU C.(T) such that
TS, ki - D'

Proof. The first part of the proof is almost a direct consequence of Corollaries [7] and [9
The first step of saturateS ., ({1}, C) consists of generating C; = condenseSg, (S|mpI|fyS£ o, ({12}))-
Since {71,...,Tm} <ina M and T,Sp,nro F D, we can apply Corollaries |7] I 7| and |§| to obtain
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that there exists a derivation D; of \;-, F; at steps 71,...,Tm from C; and CUC.(T') such
that T',Sp,n = D1. The second step of the saturation generates a new ordered clause R by
application of the resolution rule Res,(S,). Note that since ordered clauses in C; satisfy Sp,
the clause R also satisfies S,. Hence D; is a derivation from C; U {R} and CU C.(T). The
third step of the saturation computes the set C; = condenseSs,(Cy U simplifyS‘Z”’ai({R})).
Thus by applying Corollaries 7| and |§|7 we obtain that there exists a derivation Dy of ;" F;
at steps 71, ..., Ty from Cy and CUC,(T') such that T, Sp,n = Dy. Since the second and third
steps are repeated until a fix point is reached, denoted Cp, we can deduce that there exists a
derivation Dy of A\, F; at steps 71, ..., Ty from Cy and CUC.(T') such that T, Sy, n - Dy.

By definition, saturateS‘Z‘:ﬁi({R},C) = {R € Cy | sel(R) = (0}. Hence, we still have to
show that we can build a selection free derivation D’ of \;-, F; at steps 71,...,Tm from Cy
and CU C,(T) such that T',S,,n = D'.

By contradiction, let us assume that there is no possible selection free derivation D’ of
Aty Fy at steps 71,...,7y from Cy and C U C.(T') such that T,Sp,nro F D’. Hence let
us consider the derivation D’ of A", F; at steps 71,..., 7y from Cy and CU C.(T') that is
minimal for |D'|.

By hypothesis of the theorem, all clauses of C are selection free, so the ordered clause
labeling the child of the root of D’ is not selection free. Let us denote R’ such ordered clause
and so Cy = Cy U{R'}. Since R’ is not selection free, we deduce that R’ = FO A H' — C'
for some F, 4, H',C’ such that F' € sel(R').

By definition of a derivation, we deduce that D’ is of the following form:

The derivation D’

m
Aile}-,ﬁ,...,Tm‘

FOANH — '

Fo,mp ~. Ho
\\\ /N
\\,4/ A\
[Gl/\/\Gn%CJ //DH/\\
Gio,7q, Gno,7G,
where o is a substitution, Dy is a conjunction derivation of H'c and for all ¢ € {1,...,n},

Dg, is a derivation of G;o at step 7¢,. Note that since F' is selectable, ' cannot be an event.
Thus (Gi A... NGy — C) & C(T) and so (G1 A...ANG,, — C) € C and so the clause
Gi1 A ... NGy — C is selection free. Moreover since Fo is the label of the incoming edge of
the node labeled by G1 A ... A G, = C, we deduce that Co = Fo. Thus, we can compute
o’ the most general unifier of C' and F' and apply the rule Res,(S,) to obtain the clause
R' = G0’ A...ANGS A H'a' — C'o’ where for all i € {1,...,n}, if pred(G;) € S, then
6i =0~ else 51 = 0.

Note that since T', Sp, no = D', we deduce that for all i € {1,...,n}, if pred(G;) € Sp then
Tq; < TF else 7¢; < Tp. Moreover, for all k € {1,...,m}, if 6(k) is defined then 7p 0(k) 7.
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Therefore, let i € {1,...,n}, let k € {1,...,m} and assume that J;(k) is defined. We
show that 7¢, 0;(k) 7. If pred(G;) € S, then by definition J; = <. Hence, we deduce that
di(k) = <. But §;(k) being defined implies d(k) is defined and so 7 (k) 7. With 7¢, < 7p,
we deduce that 7¢, < 7, which allows us to conclude. Otherwise pred(G;) ¢ S, and so by
definition §; = d§ and so 7r d;(k) 7. Since 7g, < 7p, we conclude that 7¢, 0;(k) 7.

Thus we can build the following derivation Dj of \;~, F; at steps 71,. .., Tm:

The derivation D]

m
AilFilea”'aTm

[G‘;la’ Ao ANGng' NH'o' — C’a’}

GIU7 TG

Notice that |D}| < |D’|. By applying Lemma [36] we obtain that there exists another ordered
derivation D5 of A", F; at steps 71, ..., T, from simplifyS‘Z’:ﬁi ({R"}) and CUC,(T') such that
T,Sp,ni0 F D) and |D5| < |D}| < |D'|.

However, C was obtained by applying the saturation steps until a fix point is reached.
Hence by our minimality argument, the ordered clause from simpIifyS“Z” -, ({R"}) labeling the
child of the root of D} should not occur in Cy and so must have been removed by either
an application of the subsumption rule or the rule (GRed,(S,)). But applying Lemmas
and we either obtain a selection free derivation of A;Zl F; at steps 11, ..., T, or we obtain
a derivation Dj of A", F; at steps 71, ..., T, such that |Dj| < |Dj| which implies |Dj| < |D’|.
In both cases, it contradicts our minimality hypothesis which allows us to conclude. O

E Proof of Theorem

In this section, we consider the following preamble Pyeri:

Let Cr be an initial instrumented configuration. Let Q be a set of I0-njo-compliant
queries. Let L, L; be two sets of PROVERIF 10-njo-compliant lemmas. Let Sy be a
set of predicates containing the event predicates m-event and s-event; all predicates in
the conclusion of queries in Q; all predicates in L and L; and such that for all i € N, if
att; € Sp (resp. table;) then for all 0 < j <, att; € S, (resp. table; € Sp).

E.1 Preliminary lemmas

Lemma 39. Let C; be an initial instrumented configuration, let njo be an integer and T €
trace7l (Cr, —4). For all tuples of integers 7,7, if 7' <pm 7 and Hypr r, (T, 7) then Hype ¢, (T, 7).

Proof. The proof almost follows immediately from Definition[22] The first item of Definition [22]
for Hypr o, (T,7') directly holds from Hypr ¢,(T, 7). For the second item, since 7/ <., 7, we
have that (T,7") <inq (T,7). Hence, for all T" € trace];’(Cr,—;), for all tuples of steps
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704 (T, 7") <ina (T,7) then (T7,7") <ina (T,7) which implies TH,(T",7") thanks to
Hypﬁ,ﬁi (T7 7:) 0

Lemma 40. Consider the preamble Pyeris. Let T € trace}l’ (Cr, —i). Let (L', L)) such that
either L' =L and L, = L; or L' = LUL; and L' = 0.

For all o = (N1 Fi = ¢) € Q, for all substitutions o, for all tuples of steps T =
(155 Tn)s if Hyper (T, 7) and for all i € {1,....n}, T,7 Fp° Fio then there evists a
derivation D of \;—_i[EFio|™™ at steps T from {R,} and Csqr UCe(T) such that:

[ ] T,Sp,TLIO |— D

o Cour = saturate‘Z’,’E,_(Cp(Cj,njo) UCal(Cy))

o R,=(GMIA  AGETE o\ Gy with Gy = [F]™W fori=1...n.

Proof. By definition, we know that for all ¢ € {1,...,n}, T, F}5’ Fio implies T,7; F}5°
[Fio|™™¥. Since [F;o|™" is not a sure-event, we can apply Theorem (1| to obtain that there
exists a derivation D; of [F;o|™% at step 7; from C4(Cr) UCp(Cr,nro) U CS™(T) such that
T,Sp,nio = D;. Note that C4(Cr) contains Cgq. Moreover, by Lemma we know that
CA(Cr)UCP(Cr,ymny0) is a well originated set of clauses. Since for all i € {1,... . n}, (1) <;m 7,
we can apply Lemma to obtain that Hyper 1/ (T, (7;)) holds. This allows us to apply
Theorem [2| and so for all ¢ € {1,...,n}, there exists a derivation D, of [F;o|™* at step 7;
from Cgqr U Ce(T) such that T, S, nyo - D;.

By definition of the saturation procedure, we know that clauses in Cgqr U Co(T) are all
selection-free clauses. Thus, we can define the ordered derivation D of A;_,[F;o ™% at step
Ti, ..., Ty from {R,} and Cyur U Ce(T) as follows:

The derivation D

Nizi [Fio ]

[GQ“S] A AGETE S Gl}
Gld GnU

It remains to show that T,S,,nro F D. We already showed that for all ¢ € {1,...,n},
T, 7 H1 [Fio]™® and T, Sy, nro = D;. Finally, for all i € {1,...,n}, we trivially have that
7; [¢ =<](4) 3. This allows us to conclude that T, Sp, nro + D. O

Lemma 41. Consider the preamble Pyeris. Let 11, ...,7, be n steps. Let F9 be an ordered fact
such that pred(F) € S,. Let H be a set of pairs of ordered facts and steps. Assume that the
domains of ordering functions are in {1,...,n}.

Let H = {F' | (F" 7'y € HAG 3, 0'}. If there exists a substitution o such that:

o for all (F'Y 7') € H, if pred(F') € S, then T, 7' ; F'o; and for alli € {1,...,n}, &(i)
being defined implies 7' 8’ (i) T4;

e I is deducible from H' under some ¢ such that ; ¢o
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then there exists 7 < max({r' | (F'%,7') € HAJ§ 3, 8'}) such that T, ; Fo and for all
i € dom(9), 7 (i) 7.

Proof. By definition, since F' is deducible from H’ under some ¢, we know that there exists a

partial derivation D of F' from {(RInit|), (RGen)), (RFail)), (Rf]), (Rap), (Rtp)} such that:
e all facts in F,4(D) are in H’

e ¢ is the conjunction of all formulae in F,4(D)

Let us prove this result by induction on the size of the partial derivation D.

Base case, D contains only a root and unlabeled leaf: In such a case, F' is in fact an element of
H'. Hence, there exists & and 7/ such that (F%,7') € H and § 3, §'. Moreover, we also have
that T, 7' F; Fo and for all i € {1,...,n}, §(i) being defined implies 7'¢’'(i)7;. Since § 3, &',
we deduce that for all ¢ € dom(d), 7/ 6(7) 7;. Hence the result holds by taking 7 = 7'.

Inductive step, the child of the root of D is a labeled node: Let us denote by R = (G1 A ... A
Gm N ¢ — C) the rule labeling the root’s child of D.

By definition of a partial derivation, we know that there exists ¢’ such that Co’ = F and
the outgoing edges of the root’s child of D are labeled by Gyo’,...,Gyo’. Let us denote by
D1, ..., D, the partial derivation of G10’,..., G0’ respectively. Hence D is of the form:

The derivation D

r|
[Gl/\...AGm/\qﬁ’—>Cj
Glo’l Gmo'/

Note that Fus(D) = {¢'0’} UL, Fus(D;). Therefore, if for all j € {1,...,m}, we denote by
¢; the conjunction of all formulae in Fys(D;) then for all j € {1,...,m}, G0’ is deducible
from H' under ¢;. Moreover, we know by hypothesis that F; ¢o where ¢ is the conjunction
of all formulae in [F,,4(D). Therefore, we obtain that for all j € {1,...,m}, F; ¢;0.

Note that R € {(RInit), (RGen), (RFail), (Rf), (Rap), (Rtp)} and we know that pred(C)
is either atty or tabley for some k. Thus by pred(F) € S, and by our preamble Pyerif, We
know that for all j € {1,...,m}, pred(G;) € Sp. Since |D;| < |D| for all j € {1,...,m},

we can apply our inductive hypothesis to obtain that there exist 71,...,7,, such that for all
je{l,...,m}, 7; < max({’ | (F"% 7Y e HN6 3, 8'}), T, 7; ki Gjo'o and for all i € dom(d),
7 0(i) Ti-

As mentioned, we know that pred(C) is either atty or tables for some k. The satisfaction
of these two predicates is monotonous, i.e. if they are satisfied at some step 7 then they are
satisfied for any step after 7. Thus, by choosing 7 = max(7{,...,7,,), we obtain that for all
je{l,...,m}, T,7 b; Gjo'c. Finally, when R € {(RInit), (RGen), (RFail)), (Rf). (Rap)},
it corresponds to either the rule I-APP, I-NEW or [-PHASE which gives us that T,7 F; Co'o
and so T,7 F; Fo. When R is the rule , then m = 1, Gio’ = tablex(M) and F =
tableg1(M) for some k, M. By definition of the satisfaction relation, T, 7 t; tabley(M)o
implies T, 7 F; tableg1(M)o and so T, 7 +; Fo.
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Finally, we had 7; < max({r’" | (F" 7y € HAS 3, 6'}) for all j € {1,...,m}. With
7 =max(7},...,7.,), we deduce that 7 < max({r' | (F'%,7') € HAJ 3, &'}). Furthermore,

r'm

for all i € dom(d), for all 7; (i) 7. Hence max(r{,...,7,,) 6(i) 7 and so 7 6(i) 7. O

Lemma 42. Consider the preamble Pyeris. Let T € trace’ (Cr,—;). Let 0 = (N\j_y F5 = ¥)
be a disjunct query. Let (R,os,M) be a solution of o, with R = (HAN¢ — C). Let o be a
substitution. Let D be an ordered derivation of Ai_,[Fio|™™ at some steps T = (T1,...,Tn)
such that T, Sp,nro =D and the root’s child of D is labeled by R.

There exists an annotated query conclusion V¥ and a substitution og such that:

o O =\ [Fios|"™™¥, 04t ¢ and the outgoing edges of the root’s child of D are labeled
by Hog;

o Fioso=DFio fori=1...n and ¥ =1);
L4 (l_la T7 (7~_7 U)) ': \I/USO'd,'
e for all FO* € U, dom(p) = {(7,0)};

e for all FO* ¢ W with F an (inj-)event, there ewists &' such that (F°,8') € M such that
for all i € dom(¢d'), u(7,0) &' (i) 7.

Proof. Let us rename H by G‘ls1 A A Gf;{‘. With (R, 05, M) being a solution of o, we deduce
that C = A\, I/ where F! = [F0,]™% for i = 1...n. Moreover, since the root’s child of D
is labeled by R, we know that there exist a substitution o4 and some steps 7¢,, ..., 7qg,, such
that:

o forallie {1,...,n}, Flog= [Fo|™¥

® ;i ¢poy

o forall j € {1,...,m}, if pred(G;) € Sp then T, 7q, F75Y Gjoq

e forall j € {1,...,m}, forall i € {1,...,n}, if §;(4) is defined then 7, d;(i) 7.

Note that since F] = [Fjo,|™%, we obtain that Fjos0q = Fjo fori=1...n.

Consider a formula ¢ in 1. By definition of (R, o5, M) being a solution of g, we deduce
that ¢ = ¢'os. Since b; ¢og, we obtain that ; ¢'os04.

Let us show how to build W. Consider F° € 1 an ordered event. Since (R, o, M) is a
solution of g, we know that there exists ¢’ such that (F°,¢') € M, § J, &' and one of the
following two properties holds:

1. there exists ¢ € {1,...,n} such that [Fo,]™% = F! and §' = [i — <]: In such a case, we

annotate F° in ¥ by the partial function p only defined on (7, ) such that u(7,0) = 7.
Notice that thanks to T, Sy, njo = D, we know that T, 7; Fj§ [Fio]™* and Fjog =
[Fio|"™. Hence we obtain that [Fogoq|™® = [F;o]™® and so T, 7; F7 [Fosoq]™™
which implies T', ; I—?(I)O Fogoy. This allows us to deduce that T, 7; +; Fogoyg.
Consider k € {1,...,n} such that 0(k) is defined. We know that 6 J, ¢’ with ¢’ = [i —
<]. Hence, 6(k) being defined implies ¢’'(k) is defined and so k = i. Moreover, we also
deduce from § J, ¢’ that §(i) = <. Since we defined pu(7,0) = 7;, we trivially have that
w(T,0) 0(i) 7.
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2. there exists j € {1,...,m} such that [Fo,|"""® = G, and §' = ¢;: In such a case, we
annotate F in ® by the partial function x only defined on (7, o) such that u(7,0) = G,
Since [Fos]*""¢ = G, we have [Fos04]*""¢ = Gjo4. Since F' is an ordered event and
[Fos]*"¢ = G}, then pred(G;) € S, by our preamble Pyerir and so T, g, Fiy Gjoq by
hypothesis. Hence, we deduce that T,7q, 75’ [Fosoq]*"" which implies T, 7q, F75°
Foso4 and so T, G, b, Fogsoy.

Consider k € {1,...,n} such that (k) is defined. We know that § J, 6;. Hence (k)
being defined implies §;(k) is defined. Moreover, since 7¢;d;(k)7 by hypothesis, we
deduce from ¢ J, d; that 7, 6(k) .

In both cases, we have shown that (-, T, (7,0)) = F*9.
Finally, let us consider F® € 1) an ordered attacker, message or table fact. Since (R, o, M)
is a solution of p, we know that F'oy is deducible from {G; | § 3, ; Aj =1...mApred(G;) €

Sp} under some ¢” such that ¢ = ¢”. Let us consider the set Hy = {(Gj»j ,7G;) YLy We already
showed at the beginning of this proof that ; ¢og; for all j € {1,...,m}, T,7q; F15° Gjoq;
and for all i € {1,...,n}, if 0;(i) is defined then 7g, d;(i) 7. Hence by Lemma , there
exists 7 < max({7g; | 6 D, 6; A j = 1...m}) such that T, 7 I; Fosoq and for all i € dom(d),
7 8(i) 7;. Hence, we annotate F° in ® by the partial function u only defined on (7, o) such
that u(7,0) = 7. This allows us to conclude that (;, T, (7,0)) E Yoso4. O

Lemma 43. Consider the preamble Pyeris. Let Cgqp be a set of selection-free clauses. Let C
and C' be sets of ordered clauses such that C completely covers C'.

For all T € trace}’ (Cr,—i), for all tuples of steps 7, for all ground conjunction facts F,
for all ordered derivations D of F' at steps T from C and Cyqt UC(T') such that T, Sy, nio + D,
there exists a derivation D" of F' at steps T from C" and Csqt UC(T') such that T, Sy, nio =D’

Proof. By Deﬁnition D being an ordered derivation of F' at steps 7 from C and Cyq; UC,(T')
implies that there exists an ordered clause R = (H A ¢ — C) € C and a substitution o such
that Co = F, o ; ¢, Ho is ground and D is as follows:

The derivation D

By Definition [31] we know that there exist formulas ¢1, ..., ¢,, such that p1V... Vg, = T,
for alli € {1,...,m}, fu(¢i) C fo(C, H, ). Considering that o |= ¢, o is grounding for C, H
and ¢1 V...V ¢, = T, we deduce that there exists i € {1,...,m} such that ¢ = ¢; which
implies 0 = ¢ A ¢;. Note that by Definition the ordered clause H A ¢ A ¢; — C is in
C’. Hence, we can build the derivation D’ obtained from D by replacing the ordered clause R
labeling the root’s child of D by H A ¢ A ¢p; — C. Since we only modified the formulas within
the rule, we directly obtain that 7', Sy, nro b D implies T, S,, njo = D'. O
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Lemma 44. Consider the preamble Pyeris. Let T € trace]’(Cr,—;). Let o = (Niy Fi =

WA Niet G~ ).

Let 7 = (71,...,m,) be a tuple of steps. Let 1¢,,...,7q, be a tuple of steps such that for
all k€ {1,...,¢}, for all i € dom(dg), 1¢, Ok(2) T

Let 0,05,04 be three substitutions and ¢ be the query o = (A\j_; Fios A /\iz1 Gros =

Yos A /\k 1 @Z)ak[nﬂqu os) such that T, Fjy° Fiosoq fori=1...n and T,7q, F15° Groso4
fork=1.
By denotzng 7= (T1,. .. T TGy - - -5 TG, ), if there exists an annotated query conclusion

U and a substitution oy such that:
o U = thog A Ney w(Sk ntk=<lo . and for all FO" € W, dom(u) C {(7,04)}
o Fio = Fos04 = Fiosoy fori=1...n and Gros0q = Gros0y fork=1...¢
o (F,T,(7,0q) E¥oy
o for all FO" € V' if u(¥',04) is defined then T, u(7',04) b Foy
then there exists an annotated query conclusion ¥V and a substitution o, such that:
o U =10A /\i:1 Gi’“ ~ by and for all FO* € ¥, dom(u) C {(7,0)}
o o =Fio, fori=1...n
o (H,T,(7,0)) = Yo,

o for all F%* € VU, if u(7,0) is defined then T,u(7,0) F; Fo, and either there exists
F'%M € W such that F'oy = Fo, and p(7,0) = p'(F,04) or there exists k € {1,...,£}
such that Gyosoy = Fo,.

Proof. Let us build ¥ from ¥’ such that ¥ = ¢ A /\iz1 Gi’“ ~~ 1y, and for all F9 € 1 (resp.
Yy for k = 1...0), if F0, is annotated by p/ in U’ then in ¥, we annotate F° by p such
that dom(p) = 0 iff dom(p') = 0 and p/(7/,04) is defined implies that p/(7,04) = u(7,0).
Moreover, for all k € {1,...,¢}, we annotate Gi"' by pr such that dom(ux) = {(7,0)} and
pi(7,0) = 7q,. Let us define 0, = 050,. Note that with Fio = Fio,0, fori = 1...n by
hypothesis, we trivially have that Fjo = Fyo, fori=1...n

By hypothesis, we know that for all k& € {1,...,¢}, Gyos0q = Grosoy = Gjo, and
T,71q, Fiy Grosoq and for all i € dom(dy), 7¢, Ok(i) 7. With Gj being events, we obtain
that (i, T, (7,0)) = G g,

Similarly, for all F® € 1, let us denote i/ and u the partial functions associated to Foo,
in ¥ and to F° in ¥ respectively. We know that if p/(7,04) is defined then p/(7,04) =
w(7,0) and T, 1/ (#,04) Fi Foso,. Hence T,u(7,0) F; Fo, Furthermore, Fo*' o, € W'
and (7, 04) defined implies that there exists F'% th, such that F'o’ = Fosoy = Fo,.
Finally, since (;, T, (7,04)) | W0, we also deduce that if (;,T,(¥,04)) E Fo* 050,
then for all i € dom(6), u/(7,04) 6(i) 7 and so u(7,0) (i) 7. This allows us to deduce
(Fi, T, (7,0)) | F%o,. This conclude the proof Item 4 of the lemma.

For all k € {1,...,¢}, let us denote W}, the restriction of ¥ to 1y, i.e. Wy = 9. For
all FO € 4y, let us denote x/ and p the partial functions associated to Fol+k—=<lg in ¥’
and to F? in U respectively. Similarly to the previous case (i.e. F% € 1), we have that if

146



1 (7,04) is defined then T, u(7,0) i Fo, Moreover, FOIMtk=<li's c W' and /(7 04)
defined implies that there exists F" € 1, such that F'o’ = F 0s0y = Fo,. Finally, since
(Fi, T, (7,04)) = Wo,, we also deduce that if (-, T, (7, 04)) E FOPHR2<lt's o then for
all i € dom(0), p/(7',04) 6(i) 7 and so p(7,0) 0(i) 73; and p'(7',04) < 7¢,. This allows
us to prove that (;,T,(7,0)) | Vro, and for all Fo* € W, if u(7,0) is defined then
wu(7,0) < 1g,. Since we already proved that (-;,T,(7,0)) = Gi’“’“"’ag with i (7,0) = 1¢,,
we therefore obtain that (F;, T, (7,0)) Gi""“’“ag ~ W

This conclude the proof of (i, T, (7,0)) = Yo,. O

E.2 Main proof

Lemma 45. Consider the preamble Pyeris. Assume that for all o = (N F; = ) € QU L,,

there exists So1, such that verify(o, Ry, So,) terminates and is true where Ry = (Gll[lHS] A

AGEE Aiey G) and G, = [Fi]™ fori=1...n.
For all o € QU L;, for all traces T € trace} [’ (Cr,—i), if 0 = (N\izy Fi = ) then there
exists an annotated query conclusion VU such that

1. for all FO* € W, for all (11,...,Tn,0) € dom(p), T,7; i Fio fori=1...n

2. for all tuples of steps T = (T1,...,7a) and all substitutions o, if T,7; 75 Fio for
i =1...n then there exist (R = (H N ¢ — C),0s,0s) € Sotp, @ derwation D and two
substitutions o,, 04 such that:

lQ7

(a) V=1, Fio = Fyo, fori=1...n and (+;, T, (7,0)) E Yo,
(b) os is of the form N\!*y Gi = ¥, with m > n and Fio = Gi0504 fori <n

(¢) D is a derwation of N\~ [Giosoq|™™ at steps (T1,p, .- - Tm,o) from {R} and Cgqt U
Ce(T) such that T,Sp,nio b D and 7, = 73 for i < n, C = \",[Gi]" Yoy,
o4 Fi ¢ and the outgoing edges of the root’s child of D are labeled by Hoy

(d) for all Fo* € W, if u(7,0) is defined then T, u(7,0) b Fo, and either there exists
F' e Y, such that F'osoq4 = Fo, or there exists n +1 < ¢ < m such that
Giosoq = Foy.
Proof. To prove this lemma, we need to prove an inside property.

Inside property: For all npes; € N, for all T' € trace}§’ (Cr, —), for all n € N, for all tuples of
steps 7 = (71,...,7y), for all sets of queries Q’, for all p € Q’, for all substitutions o, if

o L; CQ
e o= /\;-L:1 F; = 1) and p contains at most n,.s instances of the nested relation ~-

e there exist an ordered clause Ry, a set Sy, such that verify (o, Ry, Sy,) is true and

— either T, 7 5’ Fio fori=1...n and Ry = (G/I[IHS] A AGIESl Aie1 GY)
and G, = [F;|"%W fori=1...n

— or there exists a derivation Dy of A\ ,[F;]"%o at steps 7 from {Ry} and Cyp U
Ce(T) such that T, Sy, nro - Dy,

then there exists an annotated query conclusion ¥ such that:
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1. for all Fo%* € W, dom(u) C {(7,0)}

2. thereexist (R= (HA¢ — C),05,05) € S,
such that:

10> @ derivation D and two substitutions o,, og

(a) ¥ =1, Fjo = Fio, fori =1...n and (~;, T, (7,0)) E Yo,
(b) o0s is of the form A", G; = ¢, with m > n and Fjo = Gjos04 for i <n

(c) D is a derivation of A", [Gios04|™™ at steps (T1,,...,Tm,) from {R} and Cge U
Ce(T) such that T,Sp,nio & D and 73 = 7, for i < n, C = A\;~,[Gios]™,
o4 F;i ¢ and the outgoing edges of the root’s child of D are labeled by Hoy

(d) for all FO* € W, if ju(7,0) is defined then T, u(7,0) F; Fo, and either there exists
FY ¢ thp such that F'oso0q4 = Fo, or there exists n +1 < ¢ < m such that
Gios0q4 = Fo,.

Proof of the main result: Assume for now that the inside property is true. We show how we
can derive from it the main result. Notice that the main difference between the main result
and the inside property is the inversion of quantifier between the existential quantification
of annotated query conclusion ¥ and the universal quantification of the tuples of steps T
and substitution o. More specifically, since verify (o, Ry, Sy,) terminates and is true where
R, = ( /1[1H§} AL AGETS iz Gb) and G} = [F;]™® for ¢ = 1...n, by the inside
property, we know that for all tuples of steps 7 = (71,...,7,) and all substitutions o, if
T,7; F7ly Fio for i = 1...n then there exists an annotated query conclusion ¥z, satisfying
Items [1] and However, Item [I] of the inside property indicates that the annotated query
conclusion Wz , is built such that for all F%* € ¥, dom(u) C {(7,0)}, that is, either y is not
defined or p is only defined on (7, 0).

Hence, we can build an annotated query conclusion ¥ such that for all instances of F? in
1, we associate the partial function u/ where for all 7 = (71,...,7,) and all substitutions o,

o if T, 7; F}lY Fyo fori=1...n then “1(?70) = p where p is the partial function associated

to this instance of F? in Vs 5
e 1/(7,0) is not defined otherwise.

Notice that W is well defined since the partial functions ¥ , and V3 , necessarily have disjoint
domain when (7,0) # (7/,07).

By construction, we directly have that ¥ satisfy Item [I] of the main result. Furthermore,
since for all tuples of steps 7 = (71,...,7,) and all substitutions o, if T,7; F75’ Fio for
i = 1...n then the annotated query conclusion W3 , satisfies Item |2| of the inside property,

we also deduce that ¥ satisfies Item [2] of the main result which allows us to conclude.

Proof of inside property: We prove this property by induction on (npes, T, 7) with the order
< defined as (Npest, T, 7) < (Nhyess T, 7') when Npest < Mot OF (Npest = Moy a0d (T, 7) <ind
(T, 7).

In the base case, npest = 0, T' is the empty trace and 7 is the empty tuple. Since there is
no query of the form A | F; = 1 with n = 0 then the result trivially holds.

In the inductive step, let Q" be a set of queries, 0 = (A1 F; = ¢) € Q and o a
substitution such that:
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o L; CQ
e o contains at most n,.s instances of the nested relation ~~

e there exist an ordered clause Ry, a set Sy, such that verify (o, Ry, Sop) is true and

— either T, 7 5’ Fo fori=1...n and Ry = (GII[IHS] AL AGETS ey GY)
and G = [F;|™% fori=1...n

— or R, satisfies S, and there exists a derivation Dy of \; | [F;o|™™ at steps 7 from
{Ry} and Cgqy U C(T') such that T, Sy, njo = Dy,

Note if p contains n},,.; < Npest instances of the nested relation ~», we can directly conclude
by applying our inductive hypothesis on (n/,..,T,7). Thus, let us assume that o contains
Nnest 1Nstances of the nested relation ~-.

We show that when n,est = 0, Hype,c,(T,7) holds and when npest > 0, Hypeue, o(T,7)
holds. By our preamble Pyerit, we know that for all o' € £, (F75°, i, trace]? (Cr,—4)) = o'
Let o/ = (A/L, F/ = ') € L;. By hypothesis of the lemma, we know that there exists Soly
suclh that verify (¢, R;, Solpr) terminates and is true where R; = (GII[IHS] A A G:A[;LHS] —
Az G) and G, = [F]/1™% fori=1...n/.

o Case npest = 0: Let T” € trace}’(Cr,—;) and let 7/ = (7{,...,7),) be a tuple of steps
such that (77, 7") <ina (T, 7). By definition, ¢’ is non-nested and non-injective. To show
that Hype c, (T, 7) holds, we need to prove that ZH v 7 holds. Let ¢’ be a substitution.
If T, 7] 75 F{o' fori=1...n/ then we can apply our inductive hypothesis on (0,7”,7")
to obtain that there exists an annotated query conclusion ¥, and a substitution o, such
that

— for all FO* € W,,, dom(u) C {(#',0")}
— U, =4/, Flo' = Floy fori=1...n" and (H;,T",(7,0")) E VYyoy.

Hence similarly to the proof of the main result, since the domain of partial functions are
disjoint from two annotated query conclusions \I/gfl and \I'Ué with o] # o), we can create
an annotated query conclusion ¥ such that for all instances of F? in 1/, we associate
the partial function p’ where for all substitutions o’,

—if T, 7/ F} Flo for i =1...n then Mi(?’,a’) = u where p is the partial function
associated to this instance of F° in U,

— w/(7',0") is not defined otherwise.

Once again, ¥ is well defined and satisfies for all substitutions o', if 77,7/ & Flo’
for i = 1...n' then there exists oy such that F/o’ = Floy for i = 1...n' and (k;
,I",(7',0")) = Wo which allows us to deduce that ZHqv 7 holds and so Hypz c, (T, 7)
holds.

o Case npes > 0: To prove Hyprur, o(T,7), we need to show that for all o' € L;, (F7
i, traceTl? (Cr, —4)) | o'. The proof is in fact very similar to the case npest = 0. Let
T’ € trace}y’ (Cr, —i), let 7/ = (71, ..., 7,,) be a tuple of steps and ¢’ a substitution such
that T, 7/ F75° Flo’ for i = 1...n'. Since ¢ is non-nested and non-injective, we can
apply our inductive hypothesis on (0,7”,7') to obtain that there exists an annotated
query conclusion W3 ,» and a substitution o, such that
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— for all Fo* € Wz i, dom(p) C {(7,0")}
- \117:/70/ = ’Lﬁ,, Fi/ I = Fi/UQ/ fori=1...n and ('—Z’,T/, (7:,,0'/)) ): \I’;IJIO'Q/.

Once again, since the domain of partial functions are disjoint from two annotated query

conclusions Wz .+ and Wz ., with (7], 01) # (73, 03), we can create an annotated query

conclusion ¥ such that for all instances of F° in ¢/, we associate the partial function z/
/

where for all tuples of steps 7/ = (71, ...,7,), for all substitutions ¢’,

— if T, 7/ 7 Flo for i = 1...n then ,ui(%/’g,) = u where p is the partial function
associated to this instance of F in Wz o

— W' (7',0') is not defined otherwise.

U is well defined and satisfies for all tuples of steps 7/ = (71, ..., 7)), for all substitutions
o if T, 7] F7lY Flo’ for i = 1...n then there exists o, such that Fjo' = F/o, for
i =1...n" and (F;,T7",(7',0")) = Wopy. This allows us to conclude that (75, +F;

,trace} (Cr, =) E 0.

Now that we proved the two properties on the inductive lemmas, we can complete the
proof by doing another case analysis on n,.s. Recall that by construction, Csy is a set of
selection free, simplified clauses. Moreover, from Lemmas [2§ and we also know that Cgg;
is a set of well-originated clauses containing the selection free clauses of Cgq.

e Case Npest = 0: In such a case, we know that 1 is of the form \/;n:1 ®j. Moreover,

since verify(g, Rq,So,) is true and by denoting Cy = saturateSi’:ﬁi({Rq},(Csat), we
deduce that there exists C/, completely covering C4 such that for all R € C/, there exists
jo € {1,...,m}, asubstitution o and a matching M such that R, o5, M = A_; F; = ¥},
and (R, 0, \]_; Fi = ¥j,) € Solp-

By hypothesis, we know that either (i) there exists a derivation Dy of \[_,[Fjo|™ at
steps 7 from {R;} and Cysqt U Co(T') such that T,Sp,nio b Dy, or (i) T,7; F15° Fio
fori =1...nand Ry = (GL7I A AGIS 5\, @) and G = [F]™ for
i =1...n. In Case (ii), by applying Lemma [40] we obtain that Case (i) is also satisfied.
Hence we deduce that there exists a derivation Dy of \;[Fio|™ at steps 7 from { Ry}
and Cgqt U Ce(T) such that T',S,, nro F Dy

Note that the ordering functions in R, do not have < in their image. Hence R, directly
satisfies S,. We can therefore apply Theorem |§| and lemma @ to obtain that there
exists a derivation D of \;_,[Fjo|™™ at steps 7 from C| and Cgqt U C.(T) such that
T,Sp,n10 = D.

Let R = (H A ¢ — C) be the ordered clause of C/, labeling the root’s child of D. We
know that R, os,M = Al F; = v;,. Hence, by Lemma we deduce that there exists

a annotated query conclusion ¥;, and a substitution o4 such that:
— C = \i,[Fios]™™¥, 04 k- ¢ and the outgoing edges of the root’s child of D are
labeled by Hoy;
— Fosoq=F,ofori=1...n and\IfijO:wjo;
- (F,T,(7,0)) = ¥j,0504;
for all Fo* € W;, dom(u) = {(7,0)}
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Let us build ¥ by extending ¥}, to 1. More specifically, ¥ = \/;”:1 U’ where W), = W,
and for all j # jo, \IT; = 1p; and for all FO* ¢ W', dom(u) = (). Intuitively, all partial
functions p are undefined for all j # jo.

Since for all Fo* € U, , dom(u) = {(,0)}, then by construction of ¥, we deduce
that for all Fo* € W, dom(u) C {(,0)} which allows us to prove Item [1] of the inside
property.

Let us define 0, = 0404. Since (F;, T, (7,0)) = ¥ 0504, we have (F;, T, (7,0)) = ¥j,0,.
Since ¥ = /7L, ¥ with ¥} = ¥;,, we deduce that (-, T, (7,0)) | Vo, Moreover,
since Fyo50q = Fijo for i = 1...n, we obtain F;o, = F;o for i = 1...n and so Item
of the inside property holds.

We already showed that (R, o, A7y Fi = 1j,) € Sol,, hence by taking m = n, G; = F;
for i =1...n and 1, = v;,, we directly obtain Items [2b| and [2c| of the inside property.

Finally, by construction of ¥, for all Fo* € WU, if u(7,0) is defined then Fo* € ¥,
and F° ¢ 1)j,. Since W, is a conjunction and so does not contain any disjunction,
(F3,T,(7,0)) = ¥ 0504 implies that T, u(7,0) F; Fosoq. With o, = 0504, we conclude
that T, u(7,0) ;i Fo, and there exists F'% € v, such that F'o,04 = Fo, (by taking
F'=F and ¢ = §). This allows us to prove Item [2d| of the inside property.

Case npest > 0: In such a case, we know that v is of the form \/}11(% A /\f;":1 F:Z.*j ~
Yr,;). Moreover, since verify (g, Ry,So,) terminates, is true and by denoting Cs =
saturateS‘Z@ Q’@({Rq}, Csat), we deduce that there exists C, completely covering C4 such
that for all R € C, there exists jo € {1,...,m}, a substitution o, and a matching M
such that
£ Ok
- Ryoe, M= Ny Fi = 5o AN sz’éo
— verify (¢, Ry, Soip)

4 Ok i
— (R, 0) = gen_nested (AL Fi = vj, AN Fi 57~ Yy (R, 05, M)

Finally, by our hypotheses, we know that either (i) there exists a derivation D, of
M [Fio ™ at steps 7 from {Rq} and Cgqt U Co(T) such that T,Sp,nio = Dy, or
(ii) T, F5’ Fio for i = 1...n and Ry = (GII[IHS] AL AGETS Ay G%) and
G' = [F;]™% for ¢ = 1...n. We already proved that Hyp (T, 7). Hence in Case
i Yy YPrucL,,n
(ii), by applying Lemma [40| we obtain that Case (i) is also satisfied. Hence we deduce
that there exists a derivation Dy of A\, [F;o ] at steps 7 from { R} and Cyut UC(T)
such that T, S, njo F Dy.

We can now apply Theorem (4| and lemma (43| to obtain that there exists a derivation Df]
of N1 [Fio|™ at steps 7 from C§ and Cyar U Ce(T') such that T, Sp, nro F Dy,
Let R = (HA¢ — C') be the ordered clause of C{ labeling the root’s child of D;,. We know

. . 05 Si
that that there exists jo € {1,...,m} such that R, 0., M |= A\l F; = 1o AN\, sz.’go.
Hence, by Lemma we deduce that there exists a annotated query conclusion W5 and

a substitution o4 such that:

— C = N\ [Fios]™, oq b ¢ and the outgoing edges of the root’s child of D are
labeled by Hoy;
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— Fiosoy=Fjofori=1...n and \Ile 1/1]0/\/\30 F,fkjgo,
- (l_iaTa (%’O-)) ’: \Pioasad

57@7]'0

— forall k € {1,...,¢;,}, if we denote by p, the partial function associated to F, koo

in WS then there exists d; ; such that (F g ) € M and for all i € dom(d;, ;)

k.jo > “k.jo
(7, 0) 6 5, (3) 7.

Note that since 1, A A\ kjol F, kjgo is only a conjunction of facts and formulas, we deduce
from (;, T, (7,0)) | W5 0504 that forallk € {1,..., 4o}, T, ui (7, 0) b Fy j,0504. Note
that F}, j, being an event we have T, ug(7,0) I—IO Fy jo0s0q4 and so T, ui(7,0) FJ5°
[Fjoos0q]™®. Since we already proved that Hyp,,, ¢(T,7) holds, we deduce from
Theorems 1| and [2| that there exists a derivation Dy of [F}, j,0504]™ at step p(7,0)
from Cgq¢ U Ce(T') such that T',Sp, nro F D.

. n+k—< 0
Consider the annotated clause Ry, = H/\/\ [Fkk kool ]]m“yas = CANL [ Frjo | Yo,
If we denote T{,...,Téjo the steps p1(7,0),. ce ey, (7,0) respectively and we denote
7 = Tl,...,Tn,T{,...,Téjo then we can build the ordered derivation D, of Cog A

A?ﬁl [Frjo " Yos0q at step 7 from {R;} and Cyq U Ce(T) as follows:

The derivation D,

¢ N
Cog N2\ [Frjo " Y0504, T

0 n+k—< 0
A T S, 0 A g,
Hoy ,1F1|"0os04,7] [Fey,,50 1"V 0s0a, g,
e
S/ Du
é k—<
Consider now the query o' = A Fios A /\k 1 Frjoos = V5006 A /\kjo1 wkkjé‘) otk ]as.
Since Ry, ¢’ are in fact the result of gen nested(/\Z VE = Y AN Lio Fkkjgo, (R,05,M));
verify(g, Ry, So1) implies verify (o, Rq 10) and o’ contains strlctly less nested queries

than o, we can apply our inductive hypothesis on it with the trace T', the tuple of steps
7/, the set of query {¢'} U £; and the substitution .

This allows us to deduce that there exists an annotated query conclusion ‘IJ;-O such that:

1. for all F** € W/ dom(u) C {(7',04)}

2. there exists (R’ = (H' A ¢/ = ('), 0%, 0s) € Soi, a derivation D and two substitu-
tions o, .00 such that:
(a) \117;-0 = Yj,0s N /\ijil Z’;’éo[mrk'_)g]as, Fios0q = Fiogoy for i = 1...n and
Fy; jo0s0q = F j,050y for k=1... 4, and (F;, T, (7', 04)) = \IJ;-OUQ/
(b) os is of the form /\Z1 Gi = Yy with m’ > n + ¢, and Fio,04 = Gio.,0), for
i <nand Fy 0504 = Gpipo,ol for 1 <k < ;.
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(c) D is a derivation of Aﬁl [Gioho! 1™ at steps (T1,4/, - -, Ti,or) from {R'} and
Csat UCc(T) such that T, Sy, njo D and 7, = 73 o for i <n and 7], = 71 p
for 1 <k </¥;, C' = A:Zl [Giol 1™, o/, i ¢ and the outgoing edges of the
root’s child of D are labeled by H'c)).

(d) for all FoH ¢ Wl if u(7,04) is defined then T, ju(7',04) b= Fop and either
there exists F" € 1), such that F'o’0/, = Fo, or there exists n + £, + 1 <
i < m’ such that Gol0), = Foy.

Thanks to Items 1, 2.a and 2.d, we can apply Lemma |44] to obtain that there exists an
annotated query conclusion ¥, and a substitution o, such that:
- ) Su s B

— Ty = iy AN F ~o g, and for all Fo € O, dom(p) C {(7,0)}

— Fio=Fio,fori=1...n

- (l_la T? (7:7 U)) ): \IleUQ
for all FO* € W, if u(7,0) is defined then T, u(7,
exists F'O1 ¢ W’ such that F'oy = Fo, and u(7,0
ke {l,...,4,} such that F} j 0,0y = Fo,.

o) ki Fo, and either there
) = p/'(7,04) or there exists

Since 0 = NIy Fi = VL, (¥ A /\zjz1 F,jf“j’j ~+ 1y, j), we can build an annotated query
conclusion ¥ by extending V¥, to ¢. Moreover, specifically, ¥ = \/;”:1 U7 where U =
W, and for all j # jo, \IT;’ =P; A /\ijz1 F,ffj’j ~ 1y j and for all FO# € W7, dom(u) = 0.
Note that by construction of ¥, we deduce that for all Fo* € ¥, dom(u) C {(7,0)}.
Moreover, since (-, T, (7,0)) = ¥j,0, and ¥ is a disjunction with ¥, as one of its
disjuncts, we obtain that (-, T, (7,0)) = Yo,.

Finally, let Fo* € U such that u(7,0) is defined. By construction of ¥, we know that
F%' € W,,. Hence, T, u(7,0) b; Fo, and either (i) there exists F/9#* ¢ W’ such that
Floy = Fo, and pu(7,0) = p/(7',04), or (ii) there exists k € {1,...,¢,} such that
Frjo0s0y = Fo, and p(7,0) = 7/. In Case (i), since F"%* ¢ W’ , we know from Item
2.d that either there exists F"" € ¢, such that F"¢’0!, = F'o,y = Fo, or there exists
n+Lj,+1 <i<m’and son+1 < i <m'such that Gjo,o), = F'oy = Fo,. In Case (ii),
we know from Item 2.b that F j 0,04 = Gpyr0,0). Moreover, by Item 2.a, we know
that Fy, j,050q = F}, j,0s0y = Fo,. Hence, we deduce that Fo, = Gpq,050, = Giolol
withn+1<i<m'.

To summarize, we have that an annotated query conclusion ¥, (R’ = (H' A ¢/ —
C"), 0%, 0s) € Solp, a derivation D and two substitutions ¢,, 0/, such that:

— for all FO* € ¥, dom(u) C {(7,0)}
— U =4, Fio =Fio,fori=...nand (-, T, (7,0)) E VYo,

05 1s of the form /\?il1 Gi = Yy with m' > n and Fjo = Gol0), for i <n

— D is a derivation of Azl [Giohol ™™ at steps (T1,¢,..., T o) from {R'} and
Cuat UC(T) such that T, S, nro D and 7 = 7y for i <n, €' = \I", [Gio ™,
o/, Fi ¢’ and the outgoing edges of the root’s child of D are labeled by H'd,.
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— for all Fo" € W, if u(7,0) is defined then T, ju(7,0) I; Fo, and either there exists
F"" e thy such that F"o’cl, = Fo, or there exists n +1 < ¢ < m/ such that
Gio,ol, = Fo,.

This allows us to conclude our proof. O

Corollary 10. Consider the preamble Pyeris. Assume that for all o = (N F; = ¢) € QUL;,
there exists So1, such that verify (o, Ry, Sy,) terminates and is true where Ry = (Gll[lHS] A
L AGEE Aiey GY) and G, = [F;]™% fori=1...n.

For all o € L;, (F}&,Fi,trace}° (Cr, —i)) = o

Proof. Direct from Lemma [45] and more specifically Item O

Theorem 6. Let C =&, P, A be an initial configuration and Cy be is associated initial instru-
mented configuration. Let L be a sets of lemmas. Let R be a set of restrictions. Let Q be a
set of correspondence queries.

If the following holds:

o forallpe LUQUR, names(p) C &

e forall o € L, (Fo,trace(C, —o)) iz 0

e prove(Cy, [L]i, [R]i, [Q]:) terminates and returns true
then for all o € Q, (o, trace(C, —o)|r) F 0-

Proof. Consider Cy the initial instrumented configuration associated to C. Since for all p € QU
L, names(p) C &, we can apply Lemmameaning that for all o € L, (b4, trace;(Cr, —)) = [0i
and it suffices to prove that for all p € Q, (F;, trace;(Cr, —;)) = [0]i-

Note that by construction, in prove(Cy,[L];, [Q]:), we take nro such that all queries in
[Q]; are I0-njpo-compliant. Hence, applying Lemma we deduce that for all o € £, (F75°,F;
,trace} 5’ (Cr, —:)) = [0)i- and it suffices to prove that for all o € Q, (F75°,F, traceT’ (Cr, =
) = leli-

Let us assume [Q]; = {o1,...,0k}. Since prove(Cy,|[L];,[Q];) terminates and is true, we
can apply Lemma hence we deduce the existence of the sets of solutions Syq, ..., Soik
satisfying the properties stated in Lemma

Let us focus on one query of [Q];: Let j € {1,...,k}. Consider ¢; = (A;_, F; = ¢) and
let T' € trace}’ (Cr, —;). Thanks to Lemma we know that there exists an annotated query
conclusion V¥ satisfying Items [I] and [2] of Lemma [45]

In particular, Item [2al gives us that for all tuples of steps 7 = (71,...,7,) and all substi-
tutions o, if T, 7; 75’ Fio for i = 1...n then there exists a substitution o, such that W = 1),
Fio = Fio, fori=1...nand (F;, T, (7,0)) = Vo,. Hence, to prove (F}&, ki, trace} [ (Cr, —
)) = 05, Item 1 of Definition (10| holds.

Let us now prove the two other items of Definition [10| related to injectivity. To do so, we
prove a slightly stronger property than the second item: (%) for all inj,-event(o, ev)>*, inj,-event(o’,
ev')?* occurring in W, for all tuples of steps 7 = (71,...,70),7 = (7},...,7}), for all
substitutions o,0’, if & = k' and pu(7,0) = p/(7/,0') then for all jo € {1,...,n}, Fj, =

injy, -event(oj,, evj,) implies 7j, = o
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We prove this property by contradiction. Hence let inj,-event(o, ev)‘m and inj-event(o’,
ev')¥# occurring in W such that k = &’ and u(7,0) = i/(7,0’). Assume that there exists
Jo € {1,...,n} such that Fj, = injkjo—event(ojo, evj,) and 75, # 7} .

By Item [1] of Lemma[45] we know that for all i € {1,...,n}, T, 7 b} Fo and T, 7] 7%
Fio'. By Lemma [2, we deduce from 7;, # 7/, that oj,0 # 0j,0’. Hence, occ, (AL, Fio) #
oceu (AL, Fio')

Moreover, by Lemma we also know that there exist (R = (H A ¢ — C),05,0), (R =
(H' N — C'),04,0") € S5, two derivations D, D" and four substitutions o,, o4, 0, o7 such
that:

e o is of the form A", G; = ¢, with m > n and Fjo = G050, for i <n;

e D is a derivation of \;", Giosoq at step (71,0, ..., Tm,e) from {R} and Csqt UC,(T) such
that T, Sp,nro F D and 7; = 7, for i < n, C = \;~, Gi0s, 04 Fi ¢ and the outgoing
edges of the root’s child of D are labeled by Hoy

o T,pu(7,0) ki inji-event(o, ev)o, and there exists injg-event(o1,ev1) € ¥, U{Gi}%,
such that injj-event(o, ev)o, = inj,-event(o1, evi)os0q

and
e o is of the form /\:Zl G} = 1, with m' > n and Fio' = Gjojo} for i <n;

e D' is a derivation of Af;ll Giooy at step (71 g, .-, T,y ,) from {R} and Cyqr U Ce(T)

such that T, Sp,nro = D" and 7] = 7/ , for i < n, C' = Agl Giol, o, i ¢ and the
outgoing edges of the root’s child of D’ are labeled by H'c/,
o T,/ (7',0") I injy-event(o', ev')o, and there exists inj-event (o}, ev}) € ¥, U{G] m o
such that inj,-event(o’, ev)o}, = injy-event (o}, evy)ooy.
We already proved that occ, (A, Fio) # occ,(Ai_; Fio’). Hence since Fjo = Gio504
and Fyo' = Glolo/, for i <n, we deduce that occ, (A\;~, Giosoq) # occn(/\?i1 Glolol) and so

. / .
if we denote 02 = occy, (AL Gi) and 0 = occ, (AL, G}), we obtain that ogos04 # 0hol,0),.

Since we proved that T', p/(7y, ..., 7,,0") Fi injg-event (o', ev')o, and T, (71, ..., T, 0) b
inj,-event(o, ev)o, and we assumed that u(7,0) = p/(7,0’), we deduce from Lemma
that o'o, = oo, Furthermore, with inj,-event(o, ev')o, = injy-event(oy, ev|)oio) and

inj,-event(o, ev)o, = inj-event(oy, evi)os04, we obtain that 010,04 = 00,0/,

W.l.o.g., we can assume that the variables between (R, o, 0) and (R, 0%, ¢') are disjoint.
Hence, from o4 b; ¢ and o/, ; ¢/, we deduce that o407, ;i ¢ A ¢'. Moreover, since 020504 #
ohoroly and 010404 = 00,07, we deduce that 040l I 0jos = o]0, Noaos # 0hol,. Furthermore,
Co40!; = Coq and C'c); = C'oqol;. Finally, the outgoing edges of the root’s child of D (resp.
D’) are labeled by Hoy (resp. H'o/);) and so labeled by Hogo!, (resp. H'oqol).

This allows us to build a derivation Dy of (C'AC")agoy at step (T1,0,- -+ Tm,er T g» - - - ,Trln/’g)
from {Rp} and Cgqr U Ce(T') such that T, S, nio F Dy and Ry = (HAH' A AP Nojos =
010l N ogos # ohol, — C A C").

From Corollary we know that for all o € L;, (F75,F, traceTi? (Cr, —4)) = 0. Hence,
we deduce that Hypeye, o(T,()) holds. Applying Theorem {4 we deduce that there ex-
ists an ordered derivation D' of (C' A C')oq0y; at steps (T1,gs-- -, Tim,os Tl g+ -+ s Tyr o) from

saturateSifMi o({Rq}, Csat) and Cyqr U Ce(T).
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This is in contradiction with the fact that verify_inj (S, ;,n) terminates and is true

ljs
which implies that saturateS“Z"L’J £, 0{fq} Csar) = 0. This allows us to deduce that for all
Jjoe{l,...,n}, Fj, = injkjo—event(ojo, evj,) implies 7j, = 7/ .

Notice that the second item of Definition |10|is directly implied by (%). Hence it remains
to prove the last item of Definition . Consider injj-event (o, ev)** and inj,-event (o', ev’)?
occurring in W such that k& = k’. We first show that for all tuples of steps 7 = (71, ...,7,), for
all substitutions o, if u(7,0) and p/(7,0) are defined then u(7,0) = p/(7,0). Since u(7,0)
and p/(7,0) are defined, we deduce from Item (1| of Lemma [45| that for all i € {1,...,n},
T,7; F7lY Fio. Hence, by Lemma there exist (R = (H A ¢ — C),0s,0) € Sqi; and two
substitutions o,, o4 such that:

e o is of the form A", G; = ¢, with m > n and Fjo = G050, for i <n;

e there exists injj-event(oy, evy)®t € ¥, U {G;}1, ., such that T, u(7,0) b; inj-event(o,
ev)o, and inj,-event(o, ev)o, = inj,-event(oy, evi)oso4.

e there exists injy-event (o}, ev})% € 1, U{G;}™, . such that T, 1/ (7, o) F; injy-event (o,
ev')o, and injj-event (o', ev')o, = inj-event (o, ev)oso4.

However, since verify_inj(Sy;,n) terminates and is true and since k = k', we know that
(0105, evi05) = (0}0s, evios). Hence, inj,-event(o1, evy)os04 = inj-event (o}, ev])osoq which
implies inj-event(o’, ev’)o, = inj,-event(o,ev)o, and so oo, = o'o,. Considering that
T, i/ (7,0) ki injy-event (o', ev')o, and T, u(7, o) b injy-event(o, ev)o,, we can apply Lemmal2)
to obtain that u(7,0) = p/(7,0).

W.l.o.g., it remains to consider the cases where u(7, o) is defined and 1/ (7, o) is not defined.
The idea is build another annotated query conclusion ¥’ from ¥ by replacing all instances of
For in ¥ with F%*" such that:

e if F' is not an injective event then p’ =

e if F' = inj,-event(o, ev) then for all steps 7, ..., 7,, for all substitutions o, p’(7,0) =
(1(7,0) when there exists inj,-event (o, ev’)?" # occurring in ¥ where k = k' and u(7, 0
is defined; (7, 0) is not defined otherwise.

’

Note that ¥’ is well defined since we proved that for inj,-event (o, ev)®* and inj,-event (o, ev’)?
occurring in ¥, k = k' and u(7,0), ¢/ (7,0) being defined implies u(7,0) = 1/ (7,0).

The annotated conclusion query W’ satisfies Item 1 of Definition [10|since u" dom(p) = M and
U satisfies Item 1 of Definition Moreover, thanks to ¥ satisfying the property (x), it is
easy to show that W’ also satisfies it which implies Item 2 of Deﬁnition Finally, ¥’ satisfies
Item 3 of Definition [10| by construction. O
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